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3. A FREMER
3.1. BEcEIheE (i@ )

Wit 9Hr: ECBINEE A QsConfigsol §A4F LI, 4k7& B Ownable #
Compound I B 89 Exponential 529, T ERTEERRENR MU &MU,

JES

48

REECE.

contract QsConfig is Ownable, Exponential {
bool public compSpeedGuardianPaused = true;
address public compToken;
uint public safetyVaultRatio,

address public safetyVault,

event NewComp Token(address oldComp Token, address newCompToken);
event NewSafetyVault(address oldSafetyVault, address newSafetyVault);
event NewSafetyVaultRatio(uint oldSafety VaultRatio, uint newSafetyVault);

function _setCompToken(address compToken) public onlyOwner {//knownsec// 1% £ comp
1C71, IX owner Vi
address oldCompToken = compToken;
compTloken = compToken,

emit NewCompToken(oldComp Token, compToken);

function _setSafetyVault(address _safetyVault) public onlyOwner {//knownsec// 1% £ & /%, IX
owner i/
address oldSafetyVault = safetyVault,
safetyVault = _safetyVault;
emit NewSafetyVault(oldSafety Vault, safetyVault);
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function _setSafetyVaultRatio(uint _safetyVaultRatio) public onlyOwner {//knownsec// 1% £
/EFE, (K owner THH
uint oldSafetyVaultRatio = safetyVaultRatio;
safetyVaultRatio = _safetyVaultRatio;

emit NewSafetyVaultRatio(oldSafetyVaultRatio, safetyVaultRatio);

function _setCompSpeedGuardianPaused(bool state) public onlyOwner returns (bool)
{/fknownsec// && EZT1FIKES, X owner 1/
compSpeedGuardianPaused = state;

return state;

function calculateSeizeTokenAllocation(uint _seizeTokenAmount, uint
liqguidationIncentiveMantissa) public view returns(uint liquidatorAmount, uint safety VaultAmount)
{//kmownsec// i3 1CiTI 7 K&
Exp memory vaultRatio = Exp({mantissa:safetyVaultRatio});
(,Exp memory tmp) =mulScalar(vaultRatio, seizeTokenAmount);
safetyVaultAmount = div_(tmp, liquidationlncentiveMantissa). mantissa;

liquidatorAmount = sub_( seizeTokenAmount, safetyVaultAmount);

ZEEW: T,

3.2. ¥EHlERThaE [iEid)

Wit EHIBRII8EE Qstroller.sol EAH LI, 487K H Compound AY

Comptroller, FEAFIRARETERE. "ERTE.

contract Qstroller is Comptroller {

OsConfig public gsConfig;
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function _setQsConfig(OsConfig _qsConfig) public {//knownsec// 1% £ OsConfig, (X 7 1]
1

require(msg.sender == admin, "Only admin can set quick silver configuration data.");

gsConfig = qsConfig,

/**
* @notice Sets new governance token distribution speed
* @dev Admin function to set new token distribution speed
*/
function _setCompSpeeds(address[] memory _allMarkets, wuint[] memory compSpeeds)
public {//knownsec// & & H} if1#/%&
// Check caller is admin

require(msg.sender == admin, "Only admin can update token distribution”);

require(_allMarkets.length. == _compSpeeds.length, "Incomplete parameter");
require(allMarkets.length== " allMarkets.length, "Must update token distribution

within one transaction”);

uint _compRate = 0;
for (uint i = 0;.i < _allMarkets.length; i++) {
address cToken = _allMarkets[i];
Market storage market = markets[cToken],
if (market.isComped == false) {
_addCompMarketInternal(cToken),
/
compSpeeds[cToken] = compSpeeds[i];
_compRate = add (_compRate, compSpeeds[i]);
/

_setCompRate(_compRate);
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function refreshCompSpeeds() public {//knownsec// Wil 7 H 11#/%
require(!qsConfig.compSpeedGuardianPaused(), "compSpeed is paused");

require(msg.sender == tx.origin, "only externally owned accounts may refresh speeds”);

refreshCompSpeedsinternal();

function refreshCompSpeedsinternal() internal {
if (qsConfig.compSpeedGuardianPaused()) {
return;
Jelse {

super.refreshCompSpeedsinternal(),

function getCompAddress() public view returns.(address) {/knownsec// 1T 177111

return qsConfig.compToken();

function caleulateSeizeTokenAllocation(uint _seizeTokenAmount) public view returns(uint
liguidatorAmount, uint safety VaultAmount) {
return gsConfig.calculateSeizeTokenAllocation( _seizeTokenAmount,

liquidationlncentiveMantissa),

/

function transferComp(address user, uint userAccrued, uint threshold) internal veturns (uint)
{//knownsec// 7} &Z1CiT1
address compAddress = getCompAddress();
if (userAccrued >= threshold && userAccrued > 0 && compAddress != address(0x0))

EIP20Interface comp = EIP20Interface(compAddress);

uint compRemaining = comp.balanceOf{address(this)),

-10 -
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if (userAccrued <= compRemaining) {
comp.transfer(user, userAccrued);

return 0;

/

return userAccrued;

REBW: T,

3.3. TS (BT ]

Wit o4r: MRS V1M BE 7 QsPriceOraclesol &Y LI, 4K B
IPriceCollector 1 Compound Il B #3 PriceOracle, T EATMIZEIEREERKE

RENIBMERH R =R EENE.

contract QsPriceOracle is PriceOracle, [PriceCollector {
mapping(address => uint) prices;

address public priceAdmin;
event PricePosted(address asset, uint previousPriceMantissa, uint requestedPriceMantissa,
uint newPriceMantissa);

event PriceAdminTransferred(address indexed previousAdmin, address indexed newAdmin);

modifier onlyAdmin {

require(msg.sender == priceAdmin, "Price Admin required.");

constructor() public {

priceAdmin = msg.sender;

-11-
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function getUnderlyingPrice(CToken cToken) public view returns (uint) {//knownsec// 5
SR 52 11
if (SToken(address(cToken)).isNativeToken()) {
return lel8;
Jelse {
return prices[address(CErc20(address(cToken)).underlying())];

function setUnderlyingPrice(CToken cToken, wint underlyingPriceMantissa).. public
onlyAdmin {//knownsec// & &G/ 5777015, (X EFE A 1/,
address asset = address(CErc20(address(cToken)).underlying());

setDirectPrice(asset, underlyingPriceMantissa),

function setDirectPrice(address..asset, uint “price) public onlyAdmin {//knownsec// 1% & F1
O, (E P R
prices| asset] = price;

emit PricePosted( asset, prices| asset], price, price);

function setDirectPrice(address[] memory _assets, uint[] memory _prices) public onlyAdmin
{//knownsec A 7 1 EREE: 1%, (X EF#E 07 1 /]
require(_assets.length > 0, "At least one asset price is required”);

require(_assets.length == _prices.length, "Assets and prices are not match");

for (uinti = 0; i < _assets.length; i++) {

prices| assets[i]] = prices[i];

emit PricePosted( _assets[i], prices[ assets[i]], prices[i], prices[i]);

-12 -
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function assetPrices(address asset) external view returns (uint) {//knownsec// FH 757 1115

return pricesfasset],

function compareStrings(string memory a, string memory b) internal pure returns (bool)
{//knownsec// F1FH H

return (keccak256(abi.encodePacked((a))) == keccak256(abi.encodePacked((b))));

function transferPriceAdmin(address newAdmin) public onlyAdmin {/knownsec// 775577
RIXR 1K E P A 05/
require(newAdmin != address(0), "Ownable: new price admin is the zero address");
emit PriceAdminTransferred(priceAdmin, newAdmin);

priceAdmin = newAdmin;

REBW: T,

3.4. KMIhaE [EiT)

Wit R VIAETE SToken.sol EAF LI, 4% H Compound T B Y
CToken, {XETE 7 CToken FJEHH seizelnternal BREL, ZRE A TR IHAVK

HRTEZEBEEA,

contract SToken is Cloken {

function seizelnternal(address seizerToken, address liquidator, address borrower, uint
seizeTokens) internal veturns (uint) {
/* Fail if seize not allowed */
uint allowed = comptroller.seizeAllowed(address(this), seizerToken, liquidator, borrower,
seizeTokens),

if (allowed I=0) {

-13-
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return failOpaque(Error. COMPTROLLER REJECTION,
Failurelnfo. LIQUIDATE SEIZE COMPTROLLER REJECTION, allowed),;

/

/* Fail if borrower = liquidator */
if (borrower == liquidator) {
return fail(ErrorINVALID ACCOUNT PAIR,
Failurelnfo. LIQUIDATE SEIZE LIQUIDATOR IS BORROWER);
/

MathError mathErr;

uint borrowerTokensNew;,
uint liquidatorTokensNew;
uint safetyVaultTokensNew;
uint safetyVaultTokens;

uint liquidatorSeizeTokens;

(liquidatorSeizeTokens, safetyVaultTokens) =
Ostroller(address(comptroller)).qsConfig().calculateSeize TokenAllocation (seize Tokens,
Ostroller(address(comptroller)).liquidationlncentiveMantissa()),

addresssafetyVault = Qstroller(address(comptroller)).qsConfig().safetyVault();

/%

* We calculate the new borrower and liquidator token balances, failing on

underflow/overflow:

*  borrowerTokensNew = accountTokens[borrower] - seizelokens

* liquidatorTokensNew = accountlokens[liquidator] + seizeTokens
*/
(mathErr, borrowerTokensNew) = subUlnt(accountTokens[borrower], seizeTokens);

if (mathErr |= MathErrornNO_ERROR) {

return failOpaque(Error MATH ERROR,
Failurelnfo. LIQUIDATE SEIZE BALANCE DECREMENT FAILED, uint(mathErr));

/

-14 -
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(mathErr, liquidatorTokensNew) = addUlInt(accountTokens/[liquidator],
liquidatorSeizeTokens),
if (mathErr != MathErrorNO_ERROR) {
return failOpaque(Error MATH ERROR,

Failurelnfo. LIQUIDATE SEIZE BALANCE INCREMENT FAILED, uint(mathErr));
/

(mathErr, safetyVaultTokensNew) = addUlInt(accountTokens[safetyVault],
safetyVaultTokens);
if (mathErr |= MathErrorNO_ERROR) {
return failOpaque(Error-MATH .ERROR,
Failurelnfo. LIQUIDATE SEIZE BALANCE INCREMENT FAILED, uint(mathErr));

/

s
// EFFECTS & INTERACTIONS

// (No safe failures beyond this point)

/* We write the previously calculated values. into storage */
accountTokens{borrower] = borrowerTokensNew;,
accountlokens/liquidator] =liquidatorTokensNew;

accountTokens[safetyVault] = safetyVaultTokensNew,
/* Emit a Transfer.event */
emit Transfer(borrower, liquidator, liqguidatorSeizeTokens);

emit Transfer(borrower, safetyVault, safetyVaultTokens);

/* We call the defense hook */

comptroller.seizeVerify(address(this), seizerToken, liquidator, borrower, seizeTokens);

return uint(Erron NO_ERROR);

-15-
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function isNativeToken() public pure returns (bool) {

return false;
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KBEENRIBELINA require F1 assert EA{F AN EIEM
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KESAREILY 2B EHE M fallback EEL
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MEA X Fl—-Solidity % HZ =8, B Solidity FrENEEZELERMBRASE

B, ASEIUNMIER, BEBARTENESEREE. 8ATHEEE

B, IEEZERNRITH TR ERAENIRZE, flIERIEE  5/2x10=20,

i 5+10/2=25, MM~=4ixZE, AEEEANSENRELSER EHE.
BNUER: 260N, HHEAARBIFLFEZTERH,

;éﬂm: %o

4.16. F5ixEFAMENE [E]

BHEATITRBEEABYIEL. 22 Solidity 1R ALAIREF T E T A1)
AR TN ASME, 4N block.number F block timestamp, B2 E@EHEL
BERXBEAF BEZIT TR, BXEENSE—CRE 2T,
PR R B E T IUNE § T HF R EE R T MM MR BT IZI4E .

BNER: 280, SHAARLPAEFEZZTEEEA,

?éﬂm: 960

4.17. A RZ2MFEOFER [Eid)

KESARBLIARERER T AREMNEN
RMER: 2100, FREARBPAFEZZERA.

REBW: T,
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REGARBIIPREFELREESSTNLERA
RWER: 2, BREARLPIAFEZRERH.

;éﬂm: %o

4.19. R EEIES [Eid)

7E solidity 1 R F— MFFRRIEIR N 4 struct WK, MERERHNHEHE
EAUAEH storage = memory 7.

Mm#F7E storage(f7fi#=%)F memory(R 1R =MW RERIMEE, solidity 2745
FHEE—DARIIBLEISI A, ARIBHRIEE stroage =S L 24510 H b ik

FEE SEEEEE BEEHEMETENRR EFXPRIZESAERETY]

i

#51k struct £,
BMMER: 240, SRE5ARNAERAEHE, FAEEIZEA,

REFW: T,

4.20. 12 EMEIFAIEHE [EiT)

R L BRANEHEXNEREEAP, BNREFRRBRESRER

I}

& Solidity HF7E transfer(). send(). callvalue()Z&#&m75%, &0 IUATFE
F—H#hE K% Ether, HXBIZETF: transfer RIXKMETZS throw, I EFETIR

ZSENR,; R4 g 2300gas AR, BrlE AT, send &KX KK <R[ false;

<
2
’

R4 2300gas HiAA, BHIEEAIT, callvalue &ix kW BT<1R[E false;
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ZEA S A gas HITAMR (TTRIEZAN gas_value ZEUHITIRS]) . FEEB
Bt BATGE.
MRERBFEFERE R L send 0 callvalue HHREAIREE, AR
SZHITEEMNNRRE, TTREHT Ether KIXK MM SERINLE
BRMER: 2100, FREARBPAFEZZER-A.

ZEEWN: T,
421. Z G IR [Ei]

BT LR 2RI RRINBAA U (EOA) RIMFIZRER gas FHH, L
FOMiEEESNEMNEERBITRE S BT UABXREZATH, 85

AU UBRNEMARRZ AT, XBRE, MRETAFARZT—MEMN

ENBRTR, BRAATMNTRIZBRATRAURSNEAETHZS, Mg
HRIERRITR.

RMER: 250, FEANBPAFEZZRER-A.

REEW: T

4.22. B Bk [iEid )

B RSN B BB ERIGEAS AT TR, XA E X298
900 MAYSEEIKF), HEMTR/EBEX—THXRE, RTRRILNEEEE®T
Z AT X 3R I B 5 A A EERZ7E 900 FIAR . — M L] BT IR B X A
BB DT RE B A T A SR AR SR MR ER A

RERNORILLI P ESFER KRBT EBAN XTI
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RMER: 2100, FREARBPAFEZZERA.

REBW: T,

423 B4R FE [iEiT ]

FERUARBRHSR S, EERSEH G, EXZXBERTHE RS TEEK
MIEREIEE TERS. SBBESNBELERSNERTHEERSM, SFE
EARZ BHERFREGERITA, AAIBINTEINEEMS gas 53 gas R, KA
EIEHIS S RE S A0 private A, FIFRBNRERASE,

BMER: 280N, BHEEARBIAFEZRE -,

REBW: T,

424 BFEERRE [Ei]

HERT AL transfer RENEEKEL A (msg.senden &AL EHKZ if
HWr AT, % balances[msg.sender] < value BF# N else ZIFEBDFF return

false, RZEBEMERE, FIDPAAN if/else XFLEFMAHIMTFTRZ transfer

50
Vi
&
¢l

B E PR —TIAENRD T
RNER: 200, FEARBPAFEZLERA,

ZEEW: .

425 ENBGEEEN [EE]

BEARBERZEZNNURBEEREANRE, EFETUKHHDX (The

DAO hack)
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Solidity H#9 call.value() iR £ 7 # FI Sk & 3% Ether RYRH& S THFEE R AYPT
H gas, H¥iFA callvalue() & $k % Ether R 1R £ TELFRB D KX E W P HY
RN, REFEEABRTHNE.

RMER: 2100, TREARBPAFEZLEEA.

ZEEW: .
4.26. ERMIEHEEMN [E]

SATNRISREREENT R, WIRKRIENATEANE, BREMNE

ARFERRRT, ERZEREENERL, ZRABATAIITAEE, £
EAXM—ENFASZIEA. ML FGEEETREATHIERLE. .

BWER: 240, HEEHRMEH call B, FFELIRFRE.

ZEEW: T,
427 EHEEHEN [ET)

EHREERT TS EMT I E R B CHERIEAS K (list) 2k 5
(mapping) RS BHRE ST E5ZHT S, NMEREEFISBECHE
BE#EEEAF,

MR Z0N, FEARBPAFERXRFR.

ZEBENT.

-5



S smiatlF FilDA 514 20 i

N
Qc,g&»



il

iy
>
[ayay
op

N

A AR

B

(SYAlEEES FiIDA

\!

5. MR A: SHRE

ARMIXARBFKIR:

SToken.sol
pragma solidity 0.5.16;

import "./compound/CToken.sol";
import "./Qstroller.sol";

contract SToken is CToken {

function seizelnternal(address seizerToken, address liquidator, address borrower, uint seizeTokens) internal
returns (uint) {
/* Fail if seize not allowed */
uint allowed = comptroller.seizeAllowed(address(this), seizerToken, liquidator, borrower, seizeTokens);
if (allowed != 0) {
return ailOpaque(Erron COMPTROLLER REJECTION,
F ailure]n@).L]QU]DAT E_SEIZE COMPTROLLER _REJECTION, allowed);

/* Fail if borrower = liquidator */
if (borrower == liquidator) {

return fail(Ervor INVALID ACCOUNT PAIR,
Fai Zure]n@). LIQUIDATE SEIZE LIQUIDATOR IS BORROWER);

MathError mathErr;

uint borrowerTokensNew;
uint liquidatorTokensNew,
uint safetyVaultTokensNew,
uint safetyVaultTokens;

uint liquidatorSeizeTokens,

(liquidatorSeizeTokens, safetyVaultTokens) =
8stroller(a dress(comptroller)). sCoan/lg().calculateSeizeTokenA location(seizeTokens,
stroller(address(comptroller)).liquidationIncentiveMantissa()),
;zg'dress safetyVault = Qstroller(address(comptroller)).qsConfig().safetyVault(),

* We calculate the new borrower and liquidator token balances, failing on underflow/overflow:
*  borrowerTokensNew = accountTokens[borrower]| - seizeTokens
:/ liquidatorTokensNew = accountTokens[liquidator] + seizeTokens

(mathErr, borrowerTokensNew) = subUlnt(accountlokens[borrower], seizeTokens);
if (mathErr |= MathErrornNO_ERROR) {
return ailOpaque(Error MATH ERROR,
Fai lurelnf}o. LIQUIDATE SEIZE BALANCE DECREMENT FAILED, uint(mathErr));

(mathErr, liguidatorT okensNew) = addUlInt(accountTokens/[liquidator], liquidatorSeizeTokens);
if (mathErr = MathError NO_ERROR) {
failOpaque(Error MATH ERROR,

return
Fai lurelnf}o.LIQ UIDATE SEIZE BALANCE INCREMENT FAILED, uint(mathErr));

(mathErr, safetyVaultTokensNew) = addUlnt(accountTokens[safetyVault], safetyVaultTokens),
if (mathErr = MathErrorNO E)RROR) {
failOpaque(ErrorMATH ERROR,

return N
Failurelnf}o.LIQUIDATE_SEIZE_BALANCE_INCREMENT_FAILED, uint(mathErr));

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We write the previously calculated values into storage */
accountTokens[lgorrower] = borrowerTokensNew,
accountTokens[liquidator] = liquidatorTokensNew;
accountTokens[safetyVault] = safetyVaultTokensNew,

/* Emit a Transfer event */
emit Transfer(borrower, liquidator, liquidatorSeizeTokens),
emit Transfer(borrower, safetyVault, safetyVaultTokens),

/* We call the defense hook */
comptroller.seizeVerify(address(this), seizerToken, liquidator, borrower, seizeTokens);

; return uint(Erron NO_ERROR);

Sfunction isNativeToken() public pure returns (bool) {
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return false;
/
Ystroller. sol
pragma solidity 0.5.16;

import "./compound/Comptroller.sol";
import "./compound/EIP20Interface.sol";
import "./QsConfig.sol";

contract Qstroller is Comptroller {
OsConfig public gsConfig;

Sfunction _setQsConfig(QOsConfig _quon7ﬁg) fublic {/knownsec// % £ QsConfig, (X & i 1 H
require(msg.sender == admin, "Only admin can set quick silver configuration data.");

gsConfig = qsConfig;

/* %
* (@notice Sets new governance token distribution speed
* @dev Admin function to set new token distribution speed
*/

. function _setCompSpeeds(address[] memory _allMarkets, uint[] memory _compSpeeds) public {//knownsec//
B i 1%/

// Check caller is admin

require(msg.sender == admin, "Only admin can update token distribution");

require(_allMarkets.length == _comﬁ\fpeeds. length, "Incomplete parameter");
== _allMa

require(allMarkets.length rkets.length, "Must update token. distribution within one
transaction ’3;

uint _compRate = 0;
Sfor (uint i = 0; i < _allMarkets.length, i++) {
address cToken = _allMarkets{ i/,
Market storage market = markets[cToken];
if (market.isComped == false
_addCompMarketinternal(cToken);

/
compSpeeds[cToker/ = _compSpeeds(i],
_compRate = add_(_compRate, _compépeeds[i] ),

_setCompRate(_compRate);

function refreshCompSpeeds() public {//knownsec// /il i 174 /%
require(. /quonfif.compSpeedGuardianPaused(), "compSpeed is paused");
require(msg.sender == tx.origin, "only externally owned accounts may refresh speeds");

refreshCompSpeedsinternal();

Sunction refreshCompSpeedsInternal() internal
if (gsConfig.compSpeedGuardianPaused()) {

return,
Jelse {
super.refreshCompSpeedsinternal();
/
Sfunction getCompAddress() Zpublic view returns (address) {//knownsec// X1 Cifr i)
return gsConfig.compToken();

Sfunction calculateSeizeTokenAllocation(uint _seizeTokenAmount) public view returns(uint liquidatorAmount,
uint safetyVaultAmount) {

return qsConfig.calculateSeizeTokenAllocation(_seizeTokenAmount, liquidationlncentiveMantissa);

Af%ﬂ%ion transferComp(address user, uint userAccrued, uint threshold) internal returns (uint) {//knownsec//
7RI

address compAddress = getCompAddress();
if (userAccrued >= threshold && userAccrued > 0 && compAddress != address(0x0)) {
EIP201nte£/ace comp = EIPZOInterface(coerAddress);
uint cm:;p emaining = comp.balanceOf(address(this)),
if (userAccrued <= compRemaining)
comp.transfer(user, userAccrued);
return 0;

return userAccrued;
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Yslricefracle. sol
pragma solidity 0.5.16;

import "./compound/PriceOracle.sol";
import "./compound/CErc20.sol";
import "./IPriceCollector.sol";

import "./SToken.sol";

contract QsPriceOracle is PriceOracle, IPriceCollector {
mapping(address => uint) prices;
address public priceAdmin;

event PricePosted(address asset, uint previousPriceMantissa, uint requestedPriceMantissa, uint
newPriceMantissa);

event PriceAdminTransferred(address indexed previousAdmin, address indexed newAdmin);

modifier onlyAdmin {
require(msg.sender == priceAdmin, "Price Admin required.");
;-
constructor() public {
) priceAdmin = msg.sender;

function getUnderlyingPrice(CToken cToken) public view returns (uint){//knownsect! SIS 757 11
if (SToken(address(cToken)).isNativeToken()) {
return lel8;
JYelse {

return prices[address(CErc20(address(cToken)).underlying())/,
/

i Efu}{lctit)}jl ietUgderlyj%Pﬁi‘ce(CToken cToken, uint underlyingPriceMantissa) public onlyAdmin {//knownsec//
8 B/ 7 015, (B 7 0 1T
address asset = address(CErc20(address(cToken)).underlying());
setDirectPrice(asset, underlyingPriceMantissa),

/

. /%’unction setDirectPrice(address _asset, uint _price) public onlyAdmin>{//knownsec// 1% E F 7 1115, (X 577
7 1

prices[ asset] = dzprice;

emit PricePosted( asset, prices[ asset], price, . price);

unction setDirectPrice(address[] memory _assets, uint[] memory _prices) public onlyAdmin {//knownsec//
//Z’i/‘[lfﬁﬁ B, (B P 0 A,
require(_assets.dength > 0, "At least one asset price is required");
require(_assets.length-== _prices.length, "Assets and prices are not match");

Jor (uint i =0; i < _assets.length; i++){
prices[ assets][i {/ = prices[i];
emit PricePosted( assets[i], prices| assets[i]], prices[i], prices[i]);

/

function assetPrices(address asset) external view returns (uint) {//knownsec// FEH 777 (115
return pricesfasset],

unction compareStrings(string memory a, string memory b) internal pure returns (bool) {//knownsec// 7

i
return (keccak256(abi.encodePacked((a))) == keccak256(abi.encodePacked((b))));

- function transferPriceAdmin(address newAdmin) public onlyAdmin {//knownsec// F£ 725 FE 01 (IR, (X & 21
A Y
require(newAdmin != address(0), "Ownable: new price admin is the zero address");
emit PriceAdminTransferred(priceAdmin, newAdmin);

priceAdmin = newAdmin,

{sConfig. sol
pragma solidity 0.5.16;
import "./compound/Unitroller.sol";

import "./compound/Exponential.sol "
import "./Ownable.sol";

contract QsConfig is Ownable, Exponential {
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bool public compSpeedGuardianPaused = true;
address public compToken,

uint public safetyVaultRatio;

address public safetyVault;

event NewCompToken(address oldCompToken, address newCompToken),
event NewSafetyVault(address oldSL‘zS[e Vault, address newSafetyVault);

event NewSafetyVaultRatio(uint oldSafetyVaultRatio, uint newSafetyVault),

function _setCompToken(address _compToken) public onlyOwner {//knownsec// 1% & comp 1C 17, (X owner i

address oldCompToken = compToken;
compToken = compToken;
emit NewComp Token(oldCompToken, compToken);

function _setSafetyVault(address _safetyVault) public onlyOwner {//knownsec// 1% & /%, (X owner /1]
address o/?lS%fetyVault = safetyVault;

safetyVault = . Igfe?/Vault;
emit NewSafetyVault(oldSafetyVault, safetyVault);

funy%tion _setSafetyVaultRatio(uint _safetyVaultRatio) public onlyOwner {//knownsec/| 1% & & % 1 %, (X
owner s

uint oldSafetyVaultRatio = safetyVaultRatio;

safetyVaultRatio = _safetyVaultRatio,

emit NewSafetyVauliRatio(oldSafetyVaultRatio, safetyVaultRatio);

unction setCo/n%SpeedGuardianPaused(bool state) public onlyOwner-returns.(bool) {//knownsec// 1% & 7F

12ZI0ES I owner 1
compSpeedGuardianPaused = state;
return state;

Sunction calculateSeizeTokenAllocation(uint _seizeTokenAmount, wint li%!idqtionlncentiveMantissa) public
view returns(uint liquidatorAmount, uint safetyVaultAmount) 5///»'11011»115‘00// AT
Exp memory vaultRatio = Exp({mantissa.safetyVaultRatio});
(,Exp memory tmp) = mulScalar(vaultRatio, seizeTokenAmount);
safetyVaultAmount = div_(tmp, liquidationIncentiveMantissa). mantissa;
liquidatorAmount = sub_(_seizeTokenAmount, safetyVaultAmount);

/

Ownable. sol
pragma solidity 0.5.16;

contract Ownable {
address public _owner;
event OwnershipTransferred(address indexed previousOwner, address indexed newOwner);

constructor () internal {
_owner =msg.sender;

emit OwnershipTransferred(address(0), msg.sender);

Sfunction owner() public view returns (address) {
return _owner;

modifier onlyOwner() {
require(_owner == msg.sender, "Ownable: caller is not the owner");

; _
Sfunction renounceOwnership() public onlyOwner {

emit OwnershipTransferred( owner, address(0));
_owner = address(0);

function transferOwnership(address newOwner) public onlyOwner {
require(newOwner != address(0), "Ownable: new owner is the zero address");
emit OwnershipTransferred(_owner, newOwner);
_owner = newOwner;

}
}

/FPriceCollector. sol
pragma solidity 0.5.16;

contract IPriceCollector {
function setDirectPrice(address[] memory asset, uint[] memory price) public;
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Comp. sol
pragma solidity 0.5.16;

pragma experimental ABIEncoderV?2;

contract Comp {
/1 @notice EIP-20 token name for this token
string public constant name = "Compound";

/1 @notice EIP-20 token symbol for this token
string public constant symbol = "Comp";

/1 @notice EIP-20 token decimals for this token
uint8 public constant decimals = 18;

/// @notice Total number of tokens in circulation
uint public constant totalSupply = 10000000e18, // 10 million Comp

/1 @notice Allowance amounts on behalf of others
mapping (address => mapping (address => uint96)) internal allowances;

/1 @notice Official record of token balances for each account
mapping (address => uint96) internal balances,

/1 @notice A record of each accounts delegate
mapping (address => address) public delegates,

/// @notice A checkpoint for marking number of votes from a given block
struct Checkpoint )f

uint32 fromBlock;

uint96 votes;

/1 @notice A record of votes checkpoints for each account, by index
mapping (address => mapping (uint32 => Checkpoint)) public checkpoints;

/1] @notice The number of checkpoints for each account
mapping (address => uint32) public numCheckpoints;

/// @notice The EIP-712 typehash for the contract's.domain
bytes32 public constant DOMAIN TYPEHASH .= " keccak256("EIP712Domain(string name,uint256
chainld,address verifyingContract)");

/// @notice The EIP-712 typehash forthe delegation struct used by the contract
bytes32 opublic constant DELEGATION.TYPEHASH = keccak256("Delegation(address delegatee,uint256
nonce,uint256 expiry)");

/// @notice A record of states for signing / validating signatures
mapping (address =>wuint) public nonces;,

/// @notice An event thats emitted when an account changes its delegate
levent)DelegateChanged(address indexeddelegator, address indexed fromDelegate, address indexed
toDelegate);

/I @notice An event thats emitted when a delegate account's vote balance changes
event DelegateVotesChanged(address indexed delegate, uint previousBalance, uint newBalance);

/// @notice The standard EIP-20 transfer event
event Transfer(address-indexed from, address indexed to, uint256 amount);

/] @notice The standard EIP-20 approval event
event Approval(address indexed owner, address indexed spender, uint256 amount);

/**

* @notice Construct a new Comp token

* @param account The initial account to grant all the tokens
*/

constructor(address account) public {
balances[account] = uint96(totalSupply),
emit Transfer(address(0), account, totalSupply);

/* %
* @notice Get the number of tokens “spender’ is aﬂlproved to spend on behalf of "account’
* (@param account The address of the account holding the funds
* @param ;pender The address of the account spending the funds
* @return The number of tokens approved

*/
Sfunction allowance(address account, address spender) external view returns (uint) {
return allowances[account] [spender];

/**
* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’

-31-



S mistlF FIIDA 0 &40 iHR

* @dev This will overwrite the approval amount for “spender’
* and is subject to issues noteaf7 ﬁzere] (https://eips. etﬁereum.or /EIPS/eip-20#approve)
* (@param spender The address of the account which may trands/%r tokens
* @param rawAmount The number of tokens that are approved (2°256-1 means infinite)
:/ return Whether or not the approval succeeded
Sfunction %péprove(address spender, uint rawAmount) external returns (bool) {
1;(1'?1 jmount; i)
if (rawAmount == uint(-
amount = uint96(-1); ‘
Jelse {
amount = safe96(rawAmount, "Comp::approve.: amount exceeds 96 bits");

allowances[msg.sender] [spender] = amount;

emit Approval(msg.sender, spender, amount),
return true;

}
Yok

* (@notice Get the number of tokens held by the “account’
param account The address of the account to get the balance of
* @return The number of tokens held
function balanceOf(address account) external view returns (uint) {
return balancesfaccount],

* (@notice Tmnffer ‘amount’ tokens from ‘msg.sender’ to ‘dst’
param dst The address of the destination account

param rawAmount The number of tokens to transfer
return Whether or not the transfer succeeded

Sfunction transfer(address dst, uint rawAmount) external returns (bool) {
uint96 amount = safe96(rawAmount, "Comp: :transfer: amount exceeds 96 bits");
_transferTokens(msg.sender, dst, amount),
return true;

/

/* %
* @notice Ti mnffer ‘amount’ tokens from ‘srec to - dst’
* @param src The address of the source account
* (@param dst The address of the destination account
* @param rawAmount The number of tokens to transfer
* @return Whether or not the transfer succeeded
*/

function transferFrom(address src, address dst, uint vawdmount) external returns (bool) {
address spender = msg.sender;
uint96 spenderAllowance = allowancesésrc] [spender];
uint96 amount =safe96(rawdmount, "Comp::approve.: amount exceeds 96 bits");

if (spender != src && spenderAllowance 1= uint96(-1)) {
uint96 newAllowance = sub96(spenderAllowance, amount, "Comp::transferFrom: transfer amount
exceeds spender allowance");
allowances[src][spender] = newAllowance;

emit Approval(src, spender, newAllowance),

_transferTokens(src, dst, amount);
return true;

/

/**
* (@notice Delegate votes from ‘msg.sender” to ‘delegatee’
:/ param delegatee The address to delegate votes to

function delegate(address delegatee) public {
return 7delegate(msg.sen§er, a/ef;gatee);

~
*
*

notice Delegates votes from signatory to ‘delegatee’

param delegatee The address to delegate votes to

param nonce The contract state required to match the signature
param expiry The time at which to expire the signature

param v The recove%y bgte of the signature

param r Ha%fofthe CDSA signature pair

param s Half of the ECDSA signature pair

K X X X X X ¥
~

function delegateBySl§(address delegatee, uint nonce, uint expiry, uint8 v, bytes32 r, b}iztes32 s) public {
Z’ytes32 domainSeparator = keccak256(abi.encode(DOMAIN TYPEHASH, keccak256(bytes(name)),
getChainld(), address(this)));
bytes32 structHash = keccak256(abi.encode(DELEGATION TYPEHASH, delegatee, nonce, expiry));
bytes32 digest = keccak256(abi.encodePacked("\x19\x01", domainSeparator, structHash)),
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address signatory = ecrecover(digest, v, 1, s),

require(signatory != address(0), "Comp::delegateBySig: invalid signature”);
require(nonce == nonces|signatory]++, "Comp::delegateBySig: invalid nonce");
require(now <= expiry, "Comp.:delegateBySig: signature expired");

return _delegate(signatory, delegatee),

/
/**
* %ﬂotice Gets the current votes balance for “account’

* @param account The address to get votes balance
* @return The number of current votes for “account’
*

Sfunction getCurrentVotes(address account) external view returns (uint96) {
uint32 nCheckpoints = numCheckpointsfaccount];
return nCheckpoints > 0 ? checkpoints[account][nCheckpoints - 1].votes : 0;

/**

notice Determine the prior number of votes for an account as of a block number

dev Block number must be a finalized block or else this function will revert to prevent misinformation.
param account The address of the account to check

param blockNumber The block number to get the vote balance at

return The number of votes the account had as of the given block

* K X X X

*/
function getPriorVotes(address account, uint blockNumber) public view returns (uint96) {
require(blockNumber < block.number, "Comp. :getPriorVotes: not yet determined"),

uint32 nCheckpoints = numCheckpoints{account];
if (nCheckpoints == 0) {
return 0;

// First check most recent balance
if (checkpoints[account] [nCheckpoints - 1].fromBlock <= blockNumber) {
return checkpoints/account|[nCheckpoints - 1].votes;

// Next check implicit zero balance
if (checkpoints[gccount][O]ﬁomBlock > blockNumber).{
return 0;

uint32 lower = 0;
uint32 upper = nCheckpoints - 1;
while (upfer > lower) {
uint32 center = upper - (up{q)er -lower) /'2; // ceil, avoiding overflow
Checkpoint memory cp = checkpoints/account] [center];
if (cp.fromBlock == blockNumber) {
return cp.votes;
}else if (cp.fromBlock < blockNumber) {
lower = center;

JYelse {

upper = center - 1;

return checkpoints/account|[lower].votes;

/

function _delegate(address delegator, address delegatee) internal {
address currentDelegate = delegates|delegator];
uint96 delifatorBalance = balances|delegator|;
delegates/delegator] = delegatee;

emit DelegateChanged(delegator, currentDelegate, delegatee);

_moveDelegates(currentDelegate, delegatee, delegatorBalance);

function _transferTokens(address src, address dst, uint96 amount) internal {
require(src |= address(0), "Comp::_transferTokens: cannot transfer from the zero address");
require(dst != address(0), "Comp::_transferTokens: cannot transfer to the zero address");

balances[src] = sub96(balances[src], amount, "Comp:: transferTokens: transfer amount exceeds
balance"); -

balances[dst] = add96(balances/[dst], amount, "Comp.:_transferTokens: transfer amount overflows");

emit Transfer(src, dst, amount);

_moveDelegates(delegates[src], delegates[dst], amount);

function _moveDelegates(address srcRep, address dstRep, uint96 amount) internal {
if (srcRep != dstRep && amount > 0) {
if (srcRep != address(0)) {
uint32 srcRepNum = numCheckpoints[srcRep];
uint96 srcRepOld = srcRepNum > 0 ? checa/]cpoints[srcRep][srcRepNum - 1].votes : 0;
uint96 srcRepNew = sub96(srcRepOld, amount, "Comp:: movelVotes: vote amount
underflows");
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_writeCheckpoint(srcRep, srcRepNum, srcRepOld, srcRepNew),

if (dstRep != address(0)) {
uint32 dstRepNum = numCheckpoints[dstRep],

uint96 dstR%Old = dstRepNum > 0 ? checécp E'nts[dstRepJ édstRepNum - 1].votes : 0;

uint96 dstRepNew = add96(dstRepOld, amount, omp::_movelotes: vote amount
overflows");

_writeCheckpoint(dstRep, dstRepNum, dstRepOld, dstRepNew);

/
/

fu}}tcz’(tion _writeCheckpoint(address delegatee, uint32 nCheckpoints, uint96 oldVotes, uint96 newlotes)
interna

uint32 blockNumber = safe32(block.number, "Comp::_writeCheckpoint: block number exceeds 32 bits");

if(nCheclg)oints > () && checkpoints/delegatee] [nCheckpoints - 1].fromBlock == blockNumber) {
Jel checkpoints[delegatee] [nCheckpoints - 1].votes = newVotes;
else

checkpoints[delegatee] [nCheckpoints] = Checkpoint(blockNumber, newVotes);
num heckpointsfdelegatee] = nCheckpoints + 1;

emit DelegateVotesChanged(delegatee, oldVotes, newVotes);

Sfunction safe32(uint n, string memory errorMessage) internal pure returns (uint32) {
require(n < 2**32, errorMessage),
return uint32(n);

Sfunction safe96(uint n, string memory errorMessage) internal pure returns (uint96) {
require(n < 2**96, errorMessage),
return uint96(n);

function add96(uint96 a, uint96 b, string memory errorMessage) internal puréveturns (uint96) {
uint96 ¢ = a + b;

require(c >= a, errorMessage);
return c;

function sub96(uint96 a, uint96 b, string memory errorMessage) internal pure returns (uint96) {
require(b <= a, errorMessage);
return a - b;

Sfunction getChainld() internal pure returns (uint) {
uint256 chainld;
assembly { chainld := chainid() }
return chainld;

/

Governordlpha. sol

pragma solidity ~0.5.16;
pragma experimental ABIEncoderV?2;

contract GovernorAlpha {
/// @notice The name of this contract
string public constant name = "Compound Governor Alpha";

/// @notice The number of votes in support of a proposal required in order for a quorum to be reached and
for a vote to succeed

function quorumVotes() public pure returns (uint) { return 400000e18; } // 400,000 = 4% of Comp

/// @notice The number of votes required in order for a voter to become a proposer
function proposalThreshold() public pure returns (uint) { return 100000e18; }p// 100,000 = 1% of Comp

/1 @notice The maximum number of actions that can be included in a froposal
function proposalMaxOperations() public pure returns (uint) { return 10, } // 10 actions

/// @notice The delay before voting on a proposal may take place, once proposed
function votingDelay() public pure returns (thjint) {return 1;} // 1 block

/// @notice The duration of voting on a proposal, in blocks
function votingPeriod() public pure returns (uint) { return 17280, } //~3 days in blocks (assuming 15s blocks)

/// @notice The address of the Compound Protocol Timelock
TimelockInterface public timelock;

/// @notice The address of the Compound governance token
Complnterface public comp;
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/// @notice The address of the Governor Guardian
address public guardian;

/1 @notice The total number of proposals
uint public proposalCount;

struct Proposal {
V4 @Zlotice Unique id for looking up a proposal
uint id;

/// @notice Creator of the proposal
address proposer;

/// @notice The timestamp that the proposal will be available for execution, set once the vote succeeds
uint eta;

/// @notice the ordered list of target addresses for calls to be made
address[] targets;

/// @notice The ordered list of values (i.e. msg.value) to be passed to the calls to be made
uint[] values,

/// @notice The ordered list of function signatures to be called
string[] signatures;

/// @notice The ordered list of calldata to be passed to each call
bytes[] calldatas;

/// @notice The block at which voting begins: holders must delegate their votes prior to this block
uint startBlock;

/// @notice The block at which voting ends: votes must be cast prior to this block
uint endBlock;

/// @notice Current number of votes in favor of this proposal
uint forVotes;

/] @notice Current number of votes in opposition to this proposal
uint againstVotes;

/// @notice Flag marking whether the proposal has been canceled
bool canceled;

/// @notice Flag marking whether.the proposal has been executed
bool executed;

/// @notice Receipts of ballots for.the entire set of voters
mapping (address => Receipt) receipts;

/

/// @notice Ballot receipt record for a voter

struct Receipt {
//{ @notice Whether or not a vote has been cast
bool hasVoted;

/M @notice Whether or not the voter supports the proposal
bool support;

/// @notice The number of votes the voter had, which were cast
uint96-votes;

/

/// @notice Possible states that a proposal may be in
enum ProposalState {

Pending,

Active,

Canceled,

Defeated,

Succeeded,

gueued,

xpired,
Executed

/

/] @notice The official record of all proposals ever proposed
mapping (uint => Proposal) public proposals;

/// @notice The latest proposal for each proposer
mapping (address => uint) public latestProposallds;

/// @notice The EIP-712 typehash for the contract's domain
bytes32 public constant DOMAIN TYPEHASH = keccak256("EIP712Domain(string name,uint256
chainld,address verifyingContract)");

/// @notice The EIP-712 t)fehash for the ballot struct used by the contract
bytes32 public constant BALLOT TYPEHASH = keccak256("Ballot(uint256 proposalld,bool support)");
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/// @notice An event emitted when a new proposal is created
event ProposalCreated(uint id, address profoser, address[] targets, uint[] values, string[] signatures, bytes[]
calldatas, uint startBlock, uint endBlock, string description);

/// @notice An event emitted when a vote has been cast on a proposal
event VoteCast(address voter, uint proposalld, bool support, uint votes);

/// @notice An event emitted when a proposal has been canceled
event ProposalCanceled(uint id);

/// @notice An event emitted when a proposal has been queued in the Timelock
event ProposalQueued(uint id, uint eta);

/// @notice An event emitted when a proposal has been executed in the Timelock
event ProposalExecuted(uint id);

constructor(address timelock , address comp , address guardian_) public {
timelock = TimelockInterface(timelock );
comp = Complnterface(comp_);
guardian = guardian_;

function propose(address[] memory targets, uint[] memory values, string[] memory signatures, bytes[]
memory calldatas, string memory description) public returns (uint) {
rez{uire(comp.getPriorVotes(msg.sender, sub256(block.number, 1) > proposalThreshold(),
"GovernorAlpha::propose: proposer votes below proposal threshold");
requireﬁpargets‘len th == values.length && targets.length == signatures.length && targets.length ==
calldatas.length, ”Governorflpha:.'propose: proposal function infogrmation arity mismatch”),;
require(targets.length I= 0, "GovernorAlpha::propose: must provide actions");
require(targets.length <= proposalMaxOperations(), "Governordlpha::propose: too many actions");

uint latestProposalld = latestProposallds[msg.sender];
if (latestProposalld I= 0) {
ProposalState proposersLatestProposalState = state(latestProposailld);
require(proposers atestProposalé!tyate I= ProposalState.Active, "Governordlpha::propose: one live
proposal per proposer, ]gund an already active proposal”);
require(proposersLatestProposalState != ProposalState.Pending, "GovernorAlpha::propose: one live
proposal per proposer, ﬁund an already pending proposal”);

uint startBlock = add256(block.number, votingDelay());
uint endBlock = add256(startBlock, votingPeriodO)),{

proposalCount++;

Proposal memory newProposal = Proposal({
id: proposalCount,
proposer: msg.sender;
eta: 0,
targets: targets,
values: values,
signatures: signatures,
calldatas: calldatas,
startBlock: startBlock,
endBlock: endBlock,
forVotes: 0,
againstVotes: 0,
canceled: false,
executed. false

2y

proposals[newProposaliid] = newProposal;
latestProposalldsﬁewProposal. proposer] = newProposal.id;

emit ProposalCreated(newProposal.id, msg.sender, targets, values, signatures, calldatas, startBlock,
endBlock, description);
return newProposal.id;

Sfunction queue(uint proposalld) public {

require(state(proposalld) == ProposalState.Succeeded, "GovernorAlpha::queue: proposal can only be
queued if it is succeeded");

Proposal storage 6proposal = proposals[proposalld];

uint eta = add256(block.timestamp, timelock.delay());

for (uint i = 0; i < proposal.targets.length; i++) {

_queueOrRevert(proposa .targetsfi], proposal.values[i], proposal.signatures/i],

proposal. c}alldatas[ i], eta);

proposal.eta = eta;
emit ProposalQueued(proposalld, eta);

function _queueOrRevert(address target, uint value, string memory signature, bytes memory data, uint eta)
internal {
require(!timelock.queuedTransactions(keccak256(abi. encode(target, value, signature, data, eta))),
"GovernorAlpha:: queueOrRevert: proposal action already queued at eta”);
timelock.queueTransaction(target, value, signature, data, eta);
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function execute(uint proposalld) public payable {

require(state(proposalld) == ProposalState.Queued, "GovernorAlpha::execute: proposal can only be
executed if it is queued");

Proposal storage dproposal = proposals[proposalld];

proposal.executed = true;

for (uint i = 0; i < proposal.targets.length; i++) {

timelock.executeTransaction.value(proposal.values[i] ) (proposal.targets[i], proposal.values[i],

proposal.signatures[i], proposal.calldatas(i], proposal.eta);

emit ProposalExecuted(proposalld);

function cancel(uint proposalld) public {
ProposalState state = state(proposalld),
require(state != ProposalState. Executed, "GovernorAlpha::cancel: cannot cancel executed proposal”);

Proposal storage proposal = proposals[proposalld];
require(msg.sender == guardian || comp.getPriorVotes(proposal.proposer, sub256(block.number, 1)) <
proposalThreshold(), "GovernorAlpha::cancel: proposer above threshold");

proposal.canceled = true;
Jfor (uint i = 0, i < proposal.targets.length; i++) {
timelock.cancelTransaction(proposal.targets/[i], proposal.values[i], proposal.signatures/i],
proposal. c}alldatas[ i, proposal.eta);

emit ProposalCanceled(proposalld);

Sfunction getActions(uint proposalld) public view returns (addressf] memory targets, uint[] memory values,
string[] memory si)gnatures, bytes[] memory calldatasf {
Proposal storage p = proposals[proposalld];
return (p.targets, p.values, p.signatures, p.calldatas),

function getReceipt(uint proposalld, address voter) public view returns (Receipt memory) {
return proposals[proposalld].receipts[voter];

function state(uint proposalld) public view returns (ProposalState) {
&) require(proposalCount >= proposalld && proposalld >0, "GovernorAlpha::state: invalid proposal
i " ’.

Proposal storage proposal = proposals[proposalld];
if (proposal. cancele%p {
return ProposalState. Canceled;
}else if (block.number <=proposal.startBlock) {
return ProposalState.Pending;
} else if (block.number <= proposal.endBlock) {
return ProposalState.Active,
}else if (pmﬁosal.forVotes <= proposal.againstVotes || proposal.forVotes < quorumVotes()) {
return ProposalState.Defeated,
Jelse if (proposal.eta == 0) {
return ProposalState.Succeeded;
Jelse if (progosal. executed) {
return ProposalState. Executed;
} else if (block.timestamp >=add256(proposal.eta, timelock. GRACE PERIOD())) {
Jel re{turn ProposalState. Expired;
else
return ProposalState. Queued;

/

Sfunction castVotegzint roposalld, bool support) public {
return _castVote(msg.sender, proposalld, support),

function castVoteBySl(?g(uint proposalld, bool s?yport, uint8 v, bytes32 r, bytes32 Ss/ public {
Z’ytes32 domainSeparator = keccak256(abi.encode(DOMAIN TYPEHASH, keccak256(bytes(name)),
getChainld(), address(this)));
bytes32 structHash = keccak256(abi.encode(BALLOT TYPEHASH, proposalld, support)));
bytes32 digest = keccak256(abi.encodePacked("\x19\x01", domainSeparator, structHash)),
address signatory = ecrecover(digest, v, 5 8);
require(signatory != address(0), "GovernorAlpha::castVoteBySig: invalid signature”);
return _castVote(signatory, proposalld, support);

/

function _castVote(address voter, uint proposalld, bool su gort) internal {
require(state(proposalld) == ProposalState.Active, "GovernorAlpha:: castVote: voting is closed");
Proposal storage proposal = proposals[proposalld];
Receipt storage receipt = proposal. receiptsﬁ/oter] N
require(receipt.hasVoted == false, "GovernorAlpha::_castVote: voter already voted");
uint96 votes = comp.getPriorVotes(voter, proposal.startBlock);

if (support) {

Jel p;oposal.forVotes = add256(proposal.forVotes, votes),
else
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proposal.againstVotes = add256(proposal.againstVotes, votes);

receipt.hasVoted = true;
receipt.support = support;
receipt.votes = votes;

emit VoteCast(voter, proposalld, support, votes);

/

function __acceptAdmin() public {
require(msg.sender == guardian, "GovernorAlpha:: _acceptAdmin: sender must be gov guardian”);
timelock.acceptAdmin();

function __abdicate() public {
require(msg.sender == guardian, "GovernorAlpha:: _abdicate: sender must be gov guardian”);
guardian = address(0);

Sfunction __queueSetTimelockPendingAdmin(address newPendingAdmin, uint eta) public

require(msg.sender == guardian, "GovernorAlpha:: _queueSetTimelockPendingAdmin: sender must be
gov guardian”);
timelock.queueTransaction(address(timelock), 0, "setPendingAdmin(address)",

abi.encode(mewPendingAdmin), eta);

function __executeSetTimelockPendingAdmin(address newPendingAdmin, uint et;z! public{
require(msg.sender == guardian, "GovernorAlpha:: _executeSetTimelockPendingAdmin: sender must
be gov guardian”);
timelock.executeTransaction(address(timelock), 0; "setPendingAdmin(address)",
abi.encode(mewPendingAdmin), eta);

function add256(uint256 a, uint256 b) internal pure returns (uint).{
uintc =a + b;
require(c >= a, "addition overflow");
return c;

function sub256(uint256 a, uint256 b) internal pure returns (uint). {
require(b <= a, "subtraction underflow");
return a - b;

Sfunction getChainld() internal pure returns (uint) {
uint chainld;
assembly { chainld := chainid() }
return chainld;

/

interface Timelockinterface {

function delay() external view returns (uint);

Sfunction GRACE PERIOD() external view returns (uint);

function acceptAdmin() external;

Sfunction queuedTransactions(bytes32 hash) external view returns (bool);

Sfunction queueTransaction(address target, uint value, string calldata signature, bytes calldata data, uint eta)
external returns (bytes32);

funlction cancelTransaction(address target, uint value, string calldata signature, bytes calldata data, uint eta)
external;

function executeTransaction(address target, uint value, string calldata signature, bytes calldata data, uint eta)
external payable returns (bytes memory);

interface ComplInterface. {
function getPriorVotes(address account, uint blockNumber) external view returns (uint96);

Compoundlens. sol

pragma solidity 0.5.16;
pragma experimental ABIEncoderV?2;

import "../CErc20.sol";

import "../CToken.sol";

import "../PriceOracle.sol";

import "../EIP20Interface.sol";

import "../Governance/GovernorAlpha.sol";
import "../Governance/Comp.sol";

interface ComptrollerLensinterface {
function markets(address) external view returns (bool, uint);
function oracle() external view returns (PriceOracle);
function getAccountLiquidity(address) external view returns (uint, uint, uint);
function getAssetsin(address) external view returns (CToken[] memory),
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Sfunction claimComp(address) external;
function compAccrued(address) external view returns (uint);

contract CompoundLens {
struct ClokenMetadata {

address cToken,
uint exchangeRateCurrent;
uint supplyRatePerBlock;
uint borrowRatePerBlock;
uint reserveFactorMantissa;
uint totalBorrows,
uint tota%eselgves;
uint totalSupply;
uint totalCash;
bool isListed;
uint collateralFactorMantissa;
address underlyingAssetAddress,
uint cTokenDecimals,
uint underlyingDecimals;

/

function cTokenMetadata(CToken cToken) public returns (CTokenMetadata memory) {
uint exchangeRateCurrent = cToken.exchangeRateCurrent();
ComptrollerLensInterface comptroller = ComptrollerLensinterface(address(c Token.comptroller()));
(bool isListed, uint collateralFactorMantissa) = comptroller.markets(address(cToken));
address underlyingAssetAddress,
uint underlyingDecimals;

if (compareStrings(cToken.symbol(), "cETH")) {
underl ingfssetAddress = ad(dress(O); ‘
underlyingDecimals = 18;

}else
C{E}’CZO cErc20 = CErc20(address(cToken));
underlyingAssetAddress = cErc20. underlyingg;
underlyingDecimals = EIP20Interface(cErc20.underlying()).decimals(),

return CTokenMetadata({
cToken: address(cloken),
exchangeRateCurrent: exchangeRateCurrent,
supplyRatePerBlock: cToken‘supplyRatePerBlockg,
borrowRatePerBlock: cToken.borrowRatePerBlock(),
reserveFactorMantissa: cToken.reserveFactorMantissa(),
totalBorrows: cToken.totalBorrows(),
totalReserves: cToken.totalReserves(),
totalSupply: cToken.totalSupply(),
totalCash: cToken.getCash(),
isListed: isListed,
collateralFactorMantissa: collateralFactorMantissa,
underlyingAssetAddress: underlyingdssetAddress,
cTokenDecimals: cToken. decimals(i

5 underlyingDecimals: underlyingDecimals

/

Sfunction cTokenMetadataAll(CToken[] calldata cTokens) external returns (ClokenMetadata[] memory) {
uint cTokenCount = cTokens.length;
CTokenMetadata[] memory res = new CTokenMetadataf[](cTokenCount),
Jor (uint i = 0; i < cTokenCount, i++) {
resfi] = cTokenMetadata(cTokens[i]);

return res;

/

struct CTokenBalances {
address cToken;
uint balanceOf;
uint borrowBalanceCurrent;
uint balanceOfUnderlying;
uint tokenBalance;
uint tokenAllowance;

/

Sfunction cTokenBalances(CToken cToken, address payable account) public returns (CTokenBalances memory)

uint balanceOf = cToken.balanceOf{account);

uint borrowBalanceCurrent = cToken.borrowBalanceCurrent(account);
uint balanceOfUnderlying = cToken.balanceOfUnderlying(account);
uint tokenBalance;

uint tokenAllowance;

if (compareStrings(cToken.symbol(), "cETH")) {
tokenBalance = account.balance;
tokenAllowance = account.balance;
}else
‘Erc20 cErc20 = CErc20(address(cToken));
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EIP20Interface underlying = EIP20Interface(cErc20.underlying()),
tokenBalance = underlying.balanceOf(account);
tokenAllowance = underlying.allowance(account, address(cToken));

return CTokenBalances;{
cToken: address(cToken),
balanceOf: balanceOf,
borrowBalanceCurrent: borrowBalanceCurrent,
balanceOfUnderl n% balanceOfUnderlying,
tokenBalance: tokenBalance,
tokenAllowance: tokenAllowance
; A

function cTokenBalancesAll(CToken[] calldata cTokens, address payable account) external returns
(CTokenBalances[] memory) {
uint cTokenCount = cTokens.length;
CTokenBalances[] memory res = new ClokenBalances[](cTokenCount);
for (uint i = 0, i < cTokenCount; i++)[{
res[i] = cTokenBalances(cTokens[i], account);

return res,

struct CTokenUnderlyingPrice {
address cToken,
uint underlyingPrice;

Sfunction cTokenUnderlyingPrice(CToken cToken) public view returns (CTokenUnderlyingPrice memory) {
ComptrollerLensInterface comptroller = ComptrollerLensinterface(address(cToken.comptroller()));
PriceOracle priceOracle = comptroller.oracle();

return CTokenUnderlyingPrice({
cToken: address(cToke}g,
underlyingPrice. priceOracle.getUnderlyingPrice(cToken)

/

function cTokenUnderlyingPriceAll(CToken[] calldata cTokens) external view returns
(CTokenUnderlyingPrice[] memorky) {
uint cTokenCount = cTokens.length;
CTokenUnderlyingPrice[] memory res = new ClokenUnderlyingPrice[] (cTokenCount);
for (uinti = 0; i < cTokenCount; i++) {
res[i] = cTokenUnderlyingPrice(cTokens[i]);

return res;

struct AccountLimits {
CToken[] markets;
uint liquidity;
uint shortfall;

function  getAccountLimits(ComptrollerLensInterface comptroller, address account) public view returns
(AccountLimits memory) {
(uint_er;orCoge,duint li%jtidity, uint shortfall) = comptroller.getAccountLiquidity(account),
require(errorCode == 0);

return AccountLimits({
markets: comptroller.getAssetsIn(account),
liquidity: liquidity,
shortfall: shortfall

/

struct GovReceipt
uint proposalld;
bool hasVoted;
bool support;
uint96 votes;

Sfunction getGovReceipts(GovernorAlpha governor, address voter, uint{] memory proposallds) public view
returns (GovReceipt[] memory) {
uint proposalCount = proposallds.length;
GovReceipt[] memory res = new GovReceipt[] (proposalCount);
for (uint i = 0; i < proposalCount; i++) {
GovernorAlpha.Receipt memory receipt = governor.getReceipt(proposallds[i], voter);
resfi] = GovReceipt({p
proposalld: proposallds[i],
hasVoted: receipt.hasVoted,
SUpport: receipt.support,
votes: receipt.votes

2y
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return res,

struct GovProposal {
uint proposalld;
address proposer;
uint eta;
address[ ] targets;
uint[] values;
string /§] signatures;
bytes[] calldatas;
uint startBlock;
uint endBlock;
uint forVotes,;
uint againstVotes;
bool canceled;
bool executed;

/

Sfunction setProposal(GovProposal memory res, GovernorAlpha governor, uint proposalld)internal view {
address proposer,
uint eta,

uint startBlock,

uint endBlock,

uint forVotes,

uint againstVotes,

bool canceled,

bool executed
) = governor.proposals(proposalld);
res.proposalld = proposalld;
res.proposer = proposer;
res.eta = eta,
res.startBlock = startBlock;
res.endBlock = endBlock;
res.forVotes = forVotes,
res.againstVotes = againstVotes;
res.canceled = canceled,
res.executed = executed,

/

functlonl ﬁetGovProposals(GovernorAlpha governor, uintf] calldata proposallds) external view returns

(GovProposa memory) {
GovProposal[] memory res = new GovProposal[] (proposallds.length);
for (u(lntl = 0; i < proposallds.length; i++) {

address[] memory targets,
uint[] memory values,
strln%] memory signatures,
bytes[]-memory calldatas
) = governor.getActions(proposallds[i]);
res[i] = GovProposal({

proposalld: 0,

proposer: address(O)

eta:

tar els: targets,

alues: values,

szgnatures signatures,

calldatas: calldatas,

startBlock: 0,

endBlock: 0,

forVotes: 0,

againstlotes: 0,

canceled: false,

executed. false

s
setProposal(res[i], governor, proposallds[i]);
return res,

struct CompBalanceMetadata {
uint balance;

uint votes,
address delegate;
/
function getCompBalanceMetadata( Comp  comp, address account)

(CompBalanceMetadata memory,
return CompBalanceMetadat
balance: comp.balanceOf(account),
votes: uznt256(comlp .getCurrentVotes(account)),
delegate: comp.delegates(account)

>

external view returns
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struct CompBalanceMetadataExt {
uint balance;
uint votes,
address delegate;
uint allocated;

/

Sfunction getCompBalanceMetadataExt(Comp comp, ComptrollerLensInterface comptroller, address account)
external returns (CompBalanceMetadataExt memory) {p

uint balance = cogp. balanceOf{account);

comptroller.claimComp(account);

uint newBalance = comp.balanceOf(account);

uint accrued = comptroller.compAccrued(account);

uint total = add(accrued, newBalance, "sum comp total");

uint allocated = sub(total, balance, "sub allocated");

return CompBalanceMetadataExt({
balance: balance,
votes: uint256(comp.getCurrentVotes(account)),
delegate: comp‘de[g ates(account),
allocated: allocatedg
yon
/

function getCompBaZanceWithAccrued}Comp comp, ComptrollerLensInterface comptroller, address account)
external returns (uint balance, uint allocated) {

balance = comp.balanceOf{account);

comptroller.claimComp(account),

uint newBalance = comp.balanceOf(account);

uint accrued = comptroller.compAccrued(account);

uint total = add(accrued, newBalance, "sum comp total");

allocated = sub(total, balance, "sub allocated");

/

struct CompVotes {
uint blockNumber;
uint votes,

function getCompVotes(Comp comp, address.account, uint32[] calldata blockNumbers) external view returns
(CompVotes[] memory) {
CompVotes[] memory res = new Comp Votes[](blockNumbers.length),
for (uint i = 0, i < blockNumbers.length; i++) {
res[i] = CompVotes({
blockNumber: uint256(blockNumbers/[i]),
votes: uint256(comp.getPriorVotes(account, blockNumbers[i]))

B

return res,

function compareStrings(string memory a, string memory b) internal pure returns (bool) {
return eccak25§(abi‘encodePacked((a))) == keccak256(abi.encodePacked((b))));

function add(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
uintc = a + b;
require(c >= a, errorMessage);
return.c;

Sfunction sub(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
require(b-<= a, errorMessage);
uintc = a -b;
return c;

/

CarefulMalh. sol
pragma solidity 0.5.16;

/**

* @title Careful Math
* @author Compound
* (@notice Derived from OpenZeppelin's Sa]feMath libmrzy

* https://github.com/OpenZeppelin/openzeppelin-solidity/blob/master/contracts/math/SafeMath.sol

*/
contract CarefulMath {
/* k
* @dev Possible error codes that we can return
*/

enum MathError {
NO ERROR,

42 -



il

iy
>
[ayay
op

N

A AR

B

(SYAlEEES FiIDA

\!

/

DIVISION BY ZERO,
INTEGER _OVERFLOW,
INTEGER_UNDERFLOW

/* %
* @dev Multiplies two numbers, returns an error on overflow.
*/

if(@==0

Sfunction mulUIn?(uint a, uint b) internal pure returns (MathError, uint) {
return (MathErrorNO_ERROR, 0);

uintc=a *b;

if(c/al!=b){
Jel re{turn (MathErrorINTEGER_OVERFLOW, 0);
else
return (MathErrorNO_ERROR, ¢);
/
/**

* (@dev Integer division of two numbers, truncating the quotient.
*/

funct{fon divUlInt(uint a, uint b) internal pure returns (MathError, uint) {
i
return (MathErrorDIVISION BY ZERO, 0);

return (MathError NO_ERROR, a/b);
/* %

* @dev Subtracts two numbers, returns an error on overflow (i.e. if subtrahend is greater than minuend).
*

JSunction SubUIntfuint a, uint b) internal pure returns (MathError, uint). {

if(b<=a)
Jel re{turn (MathError.NO_ERROR, a - b);
else
return (MathErrorINTEGER UNDERFLOW,.0);
/
/**

* (@dev Adds two numbers, returns an error-on overflow.
*

Sfunction addUInt(uint a, uint b) internal pure returns (MathError, uint) {
uintc =a + b;

iflc>=a){
sel r?turn (MathError. NO_ERROR, ¢);
else
return (MathErrorINTEGER_OVERFLOW, 0);
}
/* %

I/@dev add a and b and then subtract ¢

Sfunction addThenSubUlnt(uint a, uint b, uint c) internal pure returns (MathError, uint) {
(MathError errQ; uint sum) = addUlnt(a, b),

if (err0 /= MathError NO_ERROR) {
return (err0, 0);

return subUlnt(sum, ¢);

Clailelegate. sol
pragma solidity 0.5.16;

import "./CErc20Delegate.sol";
/* %

* (@notice Cloken which wraps Multi-Collateral DAI

* @title Compound's CDai Contract
: author Compound

contr/czkci CDaiDelegate is CErc20Delegate {

:/@notice DAI adapter address
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address public daiJoinAddress;

/**

:/@notice DAI Savings Rate (DSR) pot address
address public potAddress;

sk
:/@notice DAI vat address

address public vatAddress;

/* %
* (@notice Delegate interface to become the implementation
:/ param data The encoded arguments for becoming

function _becomelmplementation(bytes memory data) public {
require(msg.sender == admin, "only the admin may initialize the implementation");

(address daiJoinAddress_, address potAddress_) = abi.decode(data, (address, address));
return _becomelmplementation(daiJoinAddress_, potAddress );

/**
* (@notice Explicit interface to become the implementation
* @param daiJoinAddress  DAI adapter address
:/ )param potAddress DAI Savings Rate (DSR) pot address

function _becomelmplementation(address daiJoinAddress_, address potAddress ) internal {
// Get dai and vat and sanity check the underlying
DaiJoinLike daiJoin = DaiJoinLike(daiJoinAZdress )y
PotLike pot = PotLike(potAddress ),
GemLike dai = daiJoin.dai();
VatLike vat = daiJoin.vat();
require(address(dai) == underlying, "DAI must be the same. as underlying”),

// Remember the relevant addresses
daiJoinAddress = daiJoinAddress_;
potAddress = potAddress_;
vatAddress = address(vai);

// Approve moving our DAI into the vat through daiJoin
dai.approve(daiJoinAddress, uint(-1));

// Approve the pot to transfer our funds within the vat
vat.hope(potAddress),
vat.hope(layfailoinAddress);

// Accumulate DSR interest -- must do this in order to doTransferin
pot.drip();

// Transfer all cash.in (doTransferIn does this regardless of amount)
; doTransferIn(address(this), 0);

/**
* (@notice Delegate interface to vesign the implementation
*/

function _resignlmplementation() public {
require(msg.sender == admin, "only the admin may abandon the implementation");

// Transfer all cash.out of the DSR - note that this relies on self-transfer
DaiJoinLike daiJoin = DaiJoinLike(daiJoinAddress),

PotLike pot = PotLike(potAddress);

VatLike vat = VatLike(vatAddress);

// Accumulate interest
pot.drip();

// Calculate the total amount in the pot, and move it out

uint pie = pot.pie(address(this));

pot.exit(pie);

// Checks the actual balance of DAI in the vat after the pot exit
uint bal = vat.dai(address(this));

// Remove our whole balance
) daiJoin.exit(address(this), bal / RAY);

/*** CToken Overrides ***/

/* k
* @notice Accrues DSR then applies accrued interest to total borrows and reserves
* @dev This calculates interest accrued from the last checkpointed block
* up to the current block and writes new checkpoint to storage.
*/
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function accruelnterest() public returns (uint) {
/ Accumulate DSR interest
PotLike(potAddress).drip();

// Accumulate CToken interest
return super.accruelnterest();

/*¥*% Safe Token ***/
/**
* %ﬂotice Gets balance of this contract in terms of the underlying

* (@dev This excludes the value of the current message, if any
* @return The quantity of underlying tokens owned by this contract

Sfunction getCashPrior() internal view returns (uint) {
PotLike pot = PotLike(potAddress);
uint pie = pot.pie(address(this));

; return mul(pot.chi(), pie) / RAY;

/* %
* @notice Transfer the underlying to this contract and sweep into DSR pot
* (@param from Address to transfgr funds from
* @param amount Amount of underlying to transfer
:/ return The actual amount that is transferred
Sfunction doTransferIn(address from, uint amount) internal returns (uint) {
// Perform the EIP-20 transfer in
EIP20Interface token = EIP20Interface(underlying),
require(token.transferFrom(from, address(this), amount), "unexpected EIP-20 transfer in return");

DaiJoinLike daiJoin = DaiJoinLike(daiJoinAddress);
GemlLike dai = GemLike(underlying),

PotLike pot = PotLike(potAddress);

VatLike vat = VatLike(vatAddress);

// Convert all our DAI to internal DAI in the vat
daiJoin.join(address(this), dai.balanceOf(address(this))),

// Checks the actual balance of DAI in the vat afterthe join
uint bal = vat.dai(address(this));

// Calculate the percentage increase to th pot forthe entire vat, and move it in

// Note: We may leave a tiny bit of DAI in the vat...but we do the whole thing every time
uint pie = bal / pot.chi();

pot.join(pie);

return amount,

/

/* %
* @notice Transfer the underlying from this contract, after sweeping out of DSR pot
* @param to Address to transfer funds to
:/ param amount Amount of underlying to transfer

Jfunction doTransferOut(address payable to, uint amount) internal {
DaiJoinLike daiJoin = DaiJoinLike(daiJoinAddress);
PotLike pot = PotLike(potAddress);

// Calculate the percentage decrease from the pot, and move that much out

// Note: Use a slightly larger pie size to ensure that we get at least amount in the vat
uint pie. = add(mul(amount, RAY) / pot.chi(), 1);

pot.exit(pie);

daiJoin.exit(to, amount);

/

/*** Maker Internals ***/

uint256 constant RAY = 10 ** 27;

function add(uint x, uint y) internal pure returns (uint z) {

require((z = x + y) >=x, "add-overflow");

functin mlin ) el pue s i L
}
/**% Maker Interfaces ***/
interface PotLike {

function chi() external view returns (uint);

function pie(address) external view returns (uint);
Sfunction drip() external returns (uint);
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function join(uint) external;
function exit(uint) external;

interface GemlLike {
function approve(address, uint) external;
Sfunction balance?/(address) external view returns (uint);
function transferFrom(address, address, uint) external returns (bool);

interface VatLike
function dai(address) external view returns (uint);
function hope(address) external;

interface DaiJoinLike {
function vat() external returns ( VatLike}{;
function dai() external returns (GemLike),;
function join(address, uint) external payable;
function exit(address, uint) external;

CElrel0. sol
pragma solidity 0.5.16;

import "./Cloken.sol";
import "../SToken.sol";

/**

* @title Compound's CErc20 Contract

* (@notice Clokens which wrap an EIP-20 underlying
* @author Compound

contr/aﬂ CErc20 is SToken, CErc20Interface {

notice Initialize the new money market

param underlying The address of the underlying asset

param comptroller The address of the Comptroller

)param interestRateModel _The address of the interest rate model

param initialExchangeRateMantissa_ The.initial exchange rate, scaled by 1el8
param name_ ERC-20 name of this token

jparam symbol ERC-20 symbol of this token

jparam decimals_ ERC-20 decimal precision of this token

* K K K X X X X

*/
function initialize(address underlying .,
ComptrollerInterface comptroller
InterestRateModel interestRateModel ,
uint initialExchangeRateMantissa_,
string memory name_,
stringg memory symbol_,
uint8 decimals ) public {
#/ CToken initialize does the bulk of the work
J ; Jsupen initialize(comptroller., interestRateModel , initialExchangeRateMantissa , name_, symbol
ecimals_);

// Set underlying and sanity check it
underlying = underlying ;
EIP20Interface(underlying).totalSupply(),

/*** User Interface ***/

/* k
* (@notice Sender supplies assets into the market and receives cTokens in exchange
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param mintAmount The amount of the underlying asset to supply
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function mint(uint mintAmount) external returns (uint) {

(uint err,) = mintInternal(mintAmount);

return err;

/* %
* @notice Sender redeems cTokens in exchange for the underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param redeemTokens The number of cTokens to redeem into underlyi%
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*/
function redeem(uint redeemTokens) external returns (uint) {
return redeemlnternal(redeemTokens);

/* k
* @notice Sender redeems cTokens in exchange for a specified amount of underlying asset
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* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param redeemAmount The amount of underlying to redeem
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*
function redeemUnderlying(uint redeemAmount) external returns (uint) {
return redeemUnderlyinglnternal(redeemAmount);

/* %

* (@notice Sender borrows assets from the protocol to their own address

* @param borrowAmount The amount of the underlying asset to borrow

* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function borrow(uint borrowAmount) external returns (uint) {
return borrowlnternal(borrowAmount);

/* %
* %ﬂotice Sender repays their own borrow

* @param repayAmount The amount to repay
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function repayBorrow(uint repayAmount) external returns (uint) {
(uint err,) = repayBorrowlnternal(repayAmount);
return err;

notice Sender repays a borrow belongin % to borrower

param borrower the account with the debt being payed off

param repayAmount The amount to repay

return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function repayBorrowBehalf(address borrower, uint repayAmount) external returns. (uint) {
(uint err,) = repayBorrowBehalfInternal(borrower, repayAmount);
return err;

* @notice The sender liquidates the borrowers collateral.
* “The collateral seized is transferred to the liquidator.
* @param borrower The borrower of this cToken to be liquidated
* (@param re; %yAmount The amount of the underlying borrowed asset to repag/
* @param cTokenCollateral The market in which toseize collateral from the borrower
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
fun(ctio§ ZlfiquidateBorrow(address borrower, uint repayAmount, Clokeninterface cTokenCollateral) external
returns (uint
(uint err,) = liquidateBorrowInternal(borrower, repayAmount, cTokenCollateral);
return err,

/
/* *
* %ﬂotice The sender adds to reserves.

* @param addAmount The amount fo underlying token to add as reserves
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _addReserves(uint addAmount) external returns (uint) {
return _addReservesinternal(addAmount),

/**%* Safe Token ***/
/**
* %ﬂotice Gets balance of this contract in terms of the underlying

* (@dev This excludes the value of the current message, if any
* (@return The quantity of underlying tokens owned by this contract
*

Sfunction getCashPrior() internal view returns (uint) {
EIP20Interface token = EIP20Interface(underlying),
return token.balanceOf{address(this));

/**
* @dev Similar to EIP20 transfer, except it handles a False result from ‘transferFrom' and reverts in that
case.
This will revert due to insufficient balance or insufficient allowance.
This function returns the actual amount received,
which may be less than “amount’ if there is a fee attached to the transfer.

* X X X X

. Note: This wrapper safely handles non-standard ERC-20 tokens that do not return a value.

ee here:
https.'/{kr;ledi um.com/coinmonks/missing-return-value-bug-at-least-130-tokens-affected-d67bf0852 1 ca

Sfunction doTrangerIn(addres;ﬁom, uint amount) internal returns (uint) {
EIP20NonStandardInterface token = EIP20NonStandardinterface(underlying);
uint balanceBefore = EIP20Interface(underlying).balanceOf(address(this)),
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token.transferFrom(from, address(this), amount);
bool success,
assembly {
switch returndatasize()
case 0 { // This is a non-standard ERC-20
; success := not(0) // set success to true
case 32 { // This is a compliant ERC-20
returndatacopy(0, 0, 32)
success := mload(0) // Set “success = returndata’ of external call
default { // This is an excessively non-compliant ERC-20, revert.

revert(0, 0)

require(success, "TOKEN TRANSFER IN FAILED");

// Calculate the amount that was *actually™ transferred

uint balanceAfter = EIP20Interface(underlying).balanceOf(address(this));
require(balanceAfter >= balanceBefore, "TOKEN TRANSFER IN OVERFLOW");
return balanceAfter - balanceBefore;  // underflow already checked above, just subtract

/

/**
p * @dev Similar to EIP20 transfer, except it handles a False success from ‘transfer’ and returns an
explanatory
* error code rather than reverting. If caller has not called checked protocol’s balance, this may revert

due to
* insufficient cash held in this contract. If caller has checked protocol's balance prior to this call, and
verified
: it is >= amount, this should not revert in normal conditions.
: Note: This wrapper safely handles non-standard ERC-20 tokens-that do not return a value. \
See ere:

https:/{k}}wdi um.com/coinmonks/missing-return-value-bug-at-least- 130-tokens-affected-d67bf0852 1 ca
function doTrangferOut(address payable to, uint amount) internal {
EIP20NonStandardInterface token = EIP20NonStandardinterface(underlying);
token.transfer(to, amount);

bool success,

assembly {
switch returndatasize()
case 0 { // This is a non-standard ERC-20
; success := not(0) // set success to true
case 32 { // This is a complaint ERC-20
returndatacopy(0, 0, 32)
) success := mload(0) // Set “success = returndata’ of external call
default{ // This is an excessively non-compliant ERC-20, revert.

revert(0, 0)

) require(success, "TOKEN TRANSFER _OUT FAILED");

/
Clrel20lelegate. sol
pragma solidity 0.5.16;
import "./CErc20.sol";

/**

* @title Compound's CErc20Delegate Contract
* (@notice Clokens which wrap an EIP-20 underlying and are delegated to
: author Compound

contr/aﬂ CErc20Delegate is CErc20, CDelegatelnterface {
: @notice Construct an empty delegate
constructor() public {}
/**
* (@notice Called by the delegator on a delegate to initialize it for duty
:/ param data The encoded bytes data for any initialization
Sfunction _becomelmplementation(bytes memory data) public {
él/ Shh -- currently unused
ata;

// Shh -- we don't ever want this hook to be marked pure

if (false) {
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implementation = address(0);

require(msg.sender == admin, "only the admin may call becomelmplementation”);

/**
:/@notice Called by the delegator on a delegate to forfeit its responsibility

function _resignlmplementation() public };
// Shh -- we don't ever want this hook to be marked pure
if (false)

imp};mentation = address(0),

require(msg.sender == admin, "only the admin may call _resignlmplementation”);

CElrel0lelegalor sol
pragma solidity 0.5.16;

import "./ClokenInterfaces.sol";

/**

* (title Com;)ound 's CErc20Delegator Contract
* @notice Clokens which wrap an EIP-20 underlying and delegate to an implementation
: author Compound

contrtzkci CErc20Delegator is CTokenlnterface, CErc20Interface, CDelegatorInterface {.

notice Construct a new money market

param underlying The address of the underlyin(? asset

param comptroller The address of the Comptroller:

)param interestRateModel _The address of the interest rate model

)param initialExchangeRateMantissa_ The initial exchange rate, scaled by lel8
param name_ ERC-20 name of this token

param symbol ERC-20 symbol of this token

param decimals _ ERC-20 decimal precision of this token

)param admin_ Address of the administrator of this token

param implementation_ The address of the implementation the contract delegates to
param becomelmplementationData The encoded args for becomelmplementation

oK K K KKK XXX X

*/
constructor(address underlying
Comptrollerinterface comptroller. ,
InterestRateModel interestRateModel_,
uint initialExchangeRateMantissa_,
string memory name_,
stringg memory symbol_,
uint8 decimals |
address payable admin_,
address implementation._,
bytes memory becomelmplementationData) public {
// Creator of the contract is.admin during initialization
admin = msg.sender;

// First delegate gets to initialize the delegator (i.e. storage contract)
delegateTo(implementation_,
abi‘encodeWit‘iSignature( "initialize(address,address,address,uint256,string,string,uint8) ",

underlying ,
comptroller_,
interestRateModel ,
initialExchangeRateMantissa_,
name._,
symbol ,

ecimals_));

// New implementations always get set via the settor I(post-initialize)
_setlmplementation(implementation_, false, becomelmplementationData);

// Set the proper admin now that initialization is done
admin = admin_;

B

TR

/
/**

* (@notice Called by the admin to update the implementation of the delegator

* @param implementation_ The address of the new imf)lementation /or delegation

* @param allowResign Flag to indicate whether to call _resignlmplementation on the old implementation

:/ param becomelmplementationData The encoded bytes data to be passed to _becomelmplementation
function _setlmplementation(address ~ implementation_, bool  allowResign, bytes  memory

becomelmplementationData) public

require(msg.sender == admin, "CErc20Delegator:: setImplementation: Caller must be admin");

if (allowResign) {
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delegateTolmplementation(abi.encodeWithSignature(" resignlmplementation()"));

address oldImplementation = implementation;
implementation = implementation_;

delegateTolmplementation(abi.encodeWithSignature(" becomelmplementation(bytes)",
becomelmplementationData));

emit NewImplementation(oldImplementation, implementation),

* @notice Sender supplies assets into the market and receives cTokens in exchange
* (@dev Accrues interest whether or not the operation succeeds, unless reverted

* @param mintAmount The amount of the underlying asset to supply

* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

Sfunction mint(uint mintAmount) external returns (uint) {
mintAmount; // Shh
delegateAndReturn();

* (@notice Sender redeems cTokens in exchange for the underlying asset

* (@dev Accrues interest whether or not the operation succeeds, unless reverted

* (@param redeemTokens The number of cTokens to redeem into underlyin

x ; - ; i
return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

Sfunction redeem(uint redeemTokens) external returns (uint) {
redeemTokens; // Shh
delegateAndReturn();

/* k
* (@notice Sender redeems cTokens in exchange for a specified amount of underlying asset
* (@dev Accrues interest whether or not the operationsucceeds, unless reverted
* @param redeemAmount The amount of underlying to redeem
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function redeemUnderlying(uint redeemAmount) external returns. (uint) {
redeemAmount, /, Shﬁ
delegateAndReturn();

/**
* @notice Sender borrows assets from the protocol to their own address
* @param borrowAmount The amount of the underlying asset to borrow
: return uint 0=success, otherwise a failure (see l:l;rorReportensol for details)
Sfunction borrow(uint borrowAmount) external returns (uint) {
borrowAmount,;//-Shh
delegateAndReturn();

/* k
* (@notice Sender repays their own borrow
* @param repayAmount The amount to re;?ay
return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function repayBorrow(uint repayAmount) external returns (uint) {
repayAmount,; // Shh
delegateAndReturn();

/**

* (@notice Sender repays a borrow belonging to borrower

* @param borrower the account with the debt being payed off

* @param repayAmount The amount to repay

: return uint O=success, otherwise a faiﬁtre (see ErrorReporter.sol for details)

function repayBorrowBehalf(address borrower, uint repayAmount) external returns (uint) {
borrower; repayAmount; // Shh
delegateAnd%eturn();

* @notice The sender liquidates the borrowers collateral.
* “The collateral seized is transferred to the liquidator.
* @param borrower The borrower of this cToken to be liquidated
* @param cTokenCollateral The market in which to seize collateral from the borrower
* @param repayAmount The amount of the underlying borrowed asset to repa
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for detai};)
function liquidateBorrow(address borrower, uint repayAmount, CTokenlnterface cTokenCollateral) external
returns (uint) {
borrower; repayAmount; cTokenCollateral; // Shh
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delegateAndReturn();

/* %

* @notice Transfer ‘amount’ tokens from ‘msg.sender to ‘dst’

* (@param dst The address of the destination account

* @param amount The number of tokens to tranas/er

:/ return Whether or not the transfer succeede

function transfer(address dst, uint amount) external returns (bool) {
dst; amount; // Shh
delegateAndReturn();

/* %

notice Ti mnffer ‘amount’ tokens from ‘src’ to ‘dst’
param src The address of the source account
param dst The address of the destination account
param amount The number of tokens to tranas/er
return Whether or not the transfer succeede

* K X X X

*/
Sfunction transferFrom(address src, address dst, uint256 amount) external returns (bool) {
sre; dst; amount; // Shh
delegateAndReturn();

/* %
* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’
* @dev This will overwrite the approval amount for “spender’
* and is subject to issues notef fhere] (https://eips. et/]:ereum.or /ELPS/eip-20fapprove)
* (@param spender The address of the account which may transfgr tokens
param amount The number of tokens that are approved (-1 means infinite)

* (@return Whether or not the approval succeeded

*/
function approve(address Afender, uint256 amount) external returns (bool) {
spender; amount, // Shh
elegateAndReturn();
/* %
* @notice Get the current allowance from ‘owner ‘hfor ‘spender.
* (@param owner The address of the account which owns the tokens to be spent
* @param ;pender The address of the account which may.transfer tokens
* @return The number of tokens allowed to be spent (-1 means infinite)

*/
Sfunction allowance(address owner, address spender) external view returns (uint) {

owner; spender; // Shh
delegateToViewAndReturn(),

/* %

* @notice Get the token balance of the ‘owner’

* @param owner The address of the account to query
* @return The number of tokens owned by “owner’

*

function balanceOf(address owner) external view returns (uint) {
owner; // Shh
delegateToViewAndReturn(),

/* %
* @notice Get the underlying balance of the “owner”
* (@dev This also accrues interest in a transaction
* aram owner The address of the account to que
P query
*

: return The amount of underlying owned by “owner’

Sfunction balance}ngnderlying(address owner) external returns (uint) {

owner; // S
delegateAndReturn();
/* %
* (@notice Get a snapshot of the account's balances, and the cached exchange rate
* @dev This is used by comptroller to more efficiently perform liquidity checks.
: param account Address of the account to snapshot

return (possible error, token balance, borrow balance, exchange rate mantissa)
Sfunction getAccountSnapshot(address account) external view returns (uint, uint, uint, uint) {

account; // Shh
delegateToViewAndReturn(),

/* k
* (@notice Returns the current per-block borrow interest rate for this cToken
* @return The borrow interest rate per block, scaled by lel§
*

function borrowRatePerBlock() external view returns (uint) {
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delegateToViewAndReturn();

/* %
* @notice Returns the current per-block supply interest rate for this cToken
:/ return The supply interest rate per block, scaled by 1el8
function supplyRatePerBlock() external view returns (uint) {
delegateToViewAndReturn(),

/**
* (@notice Returns the current total borrows plus accrued interest
* @return The total borrows with interest
*/
Sfunction totalBorrowsCurrent() external returns (uint) {
delegateAndReturn();

/**
* ?notice Accrue interest to updated borrowlndex and then calculate account's borrow balance using the
updated borrowIndex
param account The address whose balance should be calculated after updating borrowlIndex
:/ return The calculated balance
function borrowBalanceCurrent(address account) external returns (uint) {
account; // Shh
delegateAndReturn();

/* %
* (@notice Return the borrow balance of account based on stored data
* (@param account The address whose balance should be calculated
* @return The calculated balance

Sfunction borrowBalanceStored(address account) public view returns. (uint) {

account; // Shh
delegateToViewAndReturn(),

/* k
* (@notice Accrue interest then return the up-to-date exchange rate
:/ return Calculated exchange rate scaled by 1el8
Sfunction exchangeRateCurrent() public returns (uint) {
delegateAndReturn();

/**

* @notice Calculates the exchange rate from the underl%/inzg to the CToken

* (@dev This function does not accrue interest before calculating the exchange rate
* @return Calculated-exchange rate scaled by 1el8

Sfunction exchangeRateStored() public view returns (uint) {
delegateTo%iewAndReturn(); ‘

/* %

* @notice Get cash balance of this cToken in the underlying asset

:/ return.The quantity of underlying asset owned by this contract

function getCash() external view returns (uint) {
delegateToViewAndReturn(),

/* %
* (@notice Applies accrued interest to total borrows and reserves.
* @dev This calculates interest accrued from the last checkpointed block
:/ up to the current block and writes new checkpoint to storage.
function accruelnterest() public returns (uint) {
delegateAndRetum£

/**
* @notice Ti mn?vfers collateral tokens (this market) to the liquidator.
* @dev Will fail unless called by another cToken during the process of liquidation.

* Jts absolutely critical to use msg.sender as the borrowed cToken and not a parameter.
* @param liquidator The account receiving seized collateral

* @param borrower The account having collateral seized

* @param seizeTokens The number of cTokens to seize

:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function seize(address liquidator, address borrower, uint seizeTokens) external returns (uint) {
liquidator; borrower, seizeTokens; // Shh
delegateAndReturn();
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/*** Admin Functions ***/

/**
" * @notice Begins transfer of admin rights. The newPendingAdmin must call °_acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call = acceptAdmin” to
finalize the transfer.
)param newPendingAdmin New pending admin.
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _setPendin Admingaddress payable newPendingAdmin) external returns (uint) {
newPendingAdmin, // Shh
delegateAndReturn();

/**
* %notice Sets a new comptroller for the market

* (@dev Admin function to set a new comptroller
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

Sfunction _setComptroller(Comptrollerinterface newComptroller) public returns (uint) {
newComptroller, // Shh
delegateAndReturn();

/* %
* (@notice accrues interest and sets a new reserve factor for the protocol using _setReserveFactorFresh
* @dev Admin function to accrue interest and set a new reserve factor
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setReserveFactor(uint newReserveFactorMantissa) external returns (uint).{
newReserveFactorMantissa, // Shh
delegateAndReturn();

/* %
* @notice Accepts transfer of admin rights. msg.sender must be pendingAdmin
* (@dev Admin function for pending admin to accept role and update admin
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() external returns (uint){
delegateAndReturn();

/* %
* %ﬂotice Accrues interest and adds reserves by transferring from admin

* (@param addAmount Amount of reserves to add
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _addReserves(uint addAmount) external returns (uint) {
addAmount; // Sh
delegateAndReturn();

/* k
* %notice Accrues interest and reduces reserves by transferring to admin

* @param reduceAmount Amount of reduction to reserves
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
%

function reduceReserves(uint reduceAmount) external returns (uint) {
reduceAmount; //Sh

delegateAndReturn();
/* %
* (@notice Accrues interest and updates the interest rate model using _setlnterestRateModelFresh
* @dev Admin function to accrue interest and update the interest rate model
* (@param newlnterestRateModel the new interest rate model to use
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*/
Sfunction setlnterestRateMode{gInterestRateModel newlnterestRateModel) public returns (uint) {
newlnterestRateModel; // Shh
delegateAndReturn();
/* k
* (@notice Internal method to delegate execution to another contract
* (@dev It returns to the external caller whatever the implementation returns or forwards reverts
* @param callee The contract to delegatecall
* @param data The raw data to delegatecall
%

f return The returned bytes from the delegatecall

Sfunction delegateTo(address callee, bytes memory data) internal returns (bytes memory) {
(bool %1;cc{ess, gytes memory returnData) = callee.delegatecall(data);

assembly

if eq(success, 0) {
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revert(add(returnData, 0x20), returndatasize)

return returnData;

}
/* %
* @notice Delegates execution to the implementation contract
* (@dev It returns to the external caller whatever the implementation returns or forwards reverts
* @param data The raw data to delegatecall
:/ return The returned bytes from the delegatecall
Sfunction del?ateTolmplementation(bytes memory data) public returns (bytes memory) {

return delegateTo(implementation, data);

/**
* (@notice Delegates execution to an implementation contract
* (@dev It returns to the external caller whatever the implementation returns or forwards reverts
* There are an additional 2 prefix uints from the wrapper returndata, which we ignore since we make an
extra hop.
*(@param data The raw data to delegatecall
* @return The returned bytes from the delegatecall
*/

Sfunction delegateToViewImplementation(bytes memory data) public view returns (bytes memory) {

(bool success, bfytes memory returnData) =
address(this).Stalz)‘léccall(abi. encodeWithSignature("delegateTolmplementation(bytes)", data));
assembly

s
if eqésuccess, 0)¢{
revert(add(returnData, 0x20), returndatasize)

return abi.decode(returnData, (bytes));

Sfunction delegateToViewAndReturn() private view returns (bytes memory)
J )jbool success, ) = address(this).staticcall(abi.encodeWithSignature("delegateTolmplementation(bytes)",
msg.aata)),

assembly {
let free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_mem_ptr, returndatasize) }
default { return(add(free_mem_ptr, 0x40), returndatasize) }

/
}

function delegateAndReturn() private returns (bytes memory) {
(bool success, ) = implementation.delegatecall(msg.data);

assembly {
let free_mem_ptr := mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free_mem_ptr, returndatasize)
default { return(free_mem_ptr, returndatasize) }

}
}

/* %

* (@notice Delegates execution to an implementation contract

* @dev It returns to the external caller whatever the implementation returns or forwards reverts
*/

function () external payable {
require(msg.value == 0,"CErc20Delegator:fallback: cannot send value to fallback”),

// delegate all other functions to current implementation
delegateAndReturn();

CltrelO0/mmulable. sol
pragma solidity 0.5.16;
import "./CErc20.s0l";

/**

* @title Compound's CErc20Immutable Contract
* (@notice Clokens which wrap an EIP-20 underlying and are immutable
: author Compound

contract CErc20Immutable is CErc20 {
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*
*

notice Construct a new money market

param underlying The address of the underlying asset

param comptroller The address of the Comptroller

)param interestRateModel _The address of the interest rate model

param initialExchangeRateMantissa_ The initial exchange rate, scaled by 1el8
param name_ ERC-20 name of this token

jparam symbol _ERC-20 symbol of this token

param decimals _ ERC-20 decimal precision of this token

)param admin_ Address of the administrator of this token

* K K X K X X X X

*/

constructor(address underlying
Comptrollerinterface comptroller
InterestRateModel interestRateModel _,
uint initialExchangeRateMantissa_,
string memory name_,
stringg memory symbol_,
uint8 decimals

address payable admin_) public {
// Creator of the contract is admin afzjtring initialization
admin = msg.sender;

// Initialize the market

initialize(underlying , comptroller , interestRateModel , initialExchangeRateMantissa , name_,

symbol_, decimals_);

// Set the proper admin now that initialization is done
admin = admin ;

CFEZher sol
pragma solidity 0.5.16;

import "./Cloken.sol";
import "../SToken.sol";

/**

* @title Compound's CEther Contract
* (@notice Cloken which wraps Ether
* @author Compound

contract CEther is SToken {
/* %

notice Construct a new CEther money market

param comptroller The address of the Comptroller

)param interestRateModel The address.of the interest rate model

param initialExchangeRateMantissa_ The initial exchange rate, scaled by 1el8
param name_ ERC-20 name of this token

param symbol ERC-20 symbol of this token

jparam decimals  ERC-20 decimal precision of this token

)param admin_ Address of the administrator of this token

* K K K X X X X

*/
constructor(Comptrollerinterface comptroller

InterestRateModel interestRateModel ,
uint initialExchangeRateMantissa_,
string memory name_,
stringg memory.symbol_,
uint8 decimals
address payable admin_) public {

// Creator of the contract is admin Uﬁtring initialization

admin = msg.sender;

initialize(comptroller ,  interestRateModel ,  initialExchangeRateMantissa_,
decimals_);

// Set the proper admin now that initialization is done
admin = admin ;

J _
/*¥*% User Interface ***/

/* %
* @notice Sender supplies assets into the market and receives cTokens in exchange
* (@dev Reverts upon any failure
*/

function mint() external payable {
(uint err,) = mintlnternal(msg.value);
requireNoError(err, "mint failed");

/* %
* @notice Sender redeems cTokens in exchange for the underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
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* (@param redeemTokens The number of cTokens to redeem into underlyi%
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*/

Sfunction redeem(uint redeemTokens) external returns (uint) {

return redeemlnternal(redeemTokens);

/* k
* (@notice Sender redeems cTokens in exchange for a specified amount of underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
* @param redeemAmount The amount of underlying to redeem
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function redeemUnderlying(uint redeemAmount) external returns (uint) {

return redeemUnderlyinglnternal(redeemAmount);

/* %

* (@notice Sender borrows assets from the protocol to their own address

* @param borrowAmount The amount of the underlying asset to borrow

* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function borrow(uint borrowAmount) external returns (uint) {
return borrowlnternal(borrowAmount);

/* %
* (@notice Sender repays their own borrow
* @dev Reverts upon any failure
*/

Sfunction repayBorrow() external payable {
(uint err,) = repayBorrowlInternal(msg.value);
requireNoErrorérr, "repayBorrow failed");

/**

* (@notice Sender repays a borrow belonging to borrower

* @dev Reverts upon any failure

:/ )param borrower the account with the debt being payed off
function repayBorrowBehalf(address borrower) external payable {
(uint err,) = repayBorrowBehalfinternal(borrower, msg.value);
requireNoErroré/rr, "repayBorrowBehalf failed");

/**
* @notice The sender liquidates the borrowers.collateral.
* The collateral seized is transferred to.the liquidator.
* (@dev Reverts upon any failure
* @param borrower The borrower of this cToken to be liquidated
* @param cTokenCollateral The market in which to seize collateral from the borrower

function liquidateBorrow(address borrower, CToken cTokenCollateral) external payable {
(uint err,) = liquidateBorrowlInternal(borrower, msg.value, cTokenCollateral);
requireNoError(err, "liquidateBorrow failed"),

/**
:/@notice Send Ether to CEther to mint

function () external payable {
(uint err,) = nuntlnternal(msg.value);
requireNoError(err, "mint failed");

/*** Safe Token ***/

/* k
* (@notice Gets balance of this contract in terms of Ether, before this message
* (@dev This excludes the value of the current message, if any
: return The quantity of Ether owned by this contract
Sfunction getCashPrior() internal view returns (uint) {
(MathError err, uint startingBalance) = subUlnt(address(this).balance, msg.value);
require(err == MathError.NO_ERROR);
return startingBalance;

}
/* %
* @notice Perform the actual transfer in, which is a no-op
* Address sending the Ether
param from Eg
* (@param amount Amount of Ether being sent
* @return The actual amount of Ether transferred
*/
Sfunction doTransferIn(address from, uint amount) internal returns (uint) {
// Sanity checks
require(msg.sender == from, "sender mismatch");
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require(msg.value == amount, "value mismatch");
return amount,

function doTransferOut(address payable to, uint amount) internal {
/* Send the Ether, with minimal gas and revert on failure */
to.transfer(amount);

Sfunction requireNoError(uint errCode, string memory message) internal pure {
if (errCode == uint(Error.NOiERRORf) {
return,

bytes memory fullMessage = new bytes(bytes(message).length + 5);
uint i;

for (i = 0; i < bytes(message).length; i++) {
fullMessage[i] = bytes(message)[i];

SfullMessage[i+0] = byte(uint8(32));
fullMessage[i+1] = byte(uint8(40j);

SfullMessage[i+2] = byte(uint§(48 + ( errCode /105));
SfullMessage[i+3] = byte(uint§(48 + (‘errCode % 10 )));
fullMessage[i+4] = byte(uint8(41)),

; require(errCode == uint(ErrorNO_ERROR), string(fullMessage)),

Sfunction isNativeToken() public pure returns (bool) {
return true;

Complroller sol
pragma solidity 0.5.16;

import "./CToken.sol";

import "./ErrorReporter.sol";
import "./Exponential.sol";

import "./PriceOracle.sol";

import "./ComptrollerInterface.sol";
import "./ComptrollerStorage.sol”;
import "./Unitroller.sol";

/**

* @title Cogpound 's Comptroller Contract
:/ author Compound
contract Comptroller is/\ComptrollerV3Storage, Comptrollerinterface, ComptrollerErrorReporter, Exponential {
/// @notice Emitted when an admin supports a.market
event MarketListed(CToken cToken),

/// @notice Emitted when an account enters a market
event MarketEntered(Cloken cToken, address account),

/// @notice-Emitted when an account exits a market
event MarketExited(CToken cToken, address account);

/// @notice Emitted when clossfactor is chaAr?ed by admin
event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa),

/// @notice Emitted when a collateral factor is changed by admin
event NewCollateralFactor(CToken cToken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa),

/1 @notice Emitted when liquidation incentive is changed by admin
event NewlLiquidationIncentive(uint oldLiquidationIncentiveMantissa, uint
newLiquidationIncentiveMantissa);

1/ @notice Emitted when maxAssets is changed by admin
event NewMaxAssets(uint oldMaxAssets, uint newMaxAssets);

/// @notice Emitted when price oracle is changed
event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

/// @notice Emitted when pause guardian is changed
event NewPauseGuardian(address oldPauseGuardian, address newPauseGuardian),

/// @notice Emitted when an action is paused globally
event ActionPaused(string action, bool pauseState);

/// @notice Emitted when an action is paused on a market
event ActionPaused(CToken cToken, string action, bool pauseState);
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/// @notice Emitted when market comped status is changed
event MarketComped(CToken cToken, bool isComped);

/// @notice Emitted when COMP rate is changed
event NewCompRate(uint oldCompRate, uint newCompRate),

/1 @notice Emitted when a new COMP speed is calculated for a market
event CompSpeedUpdated(CToken indexed cToken, uint newSpeed);

/// @notice Emitted when COMP is distributed to a supplier
event DistributedSupplierComp(CToken indexed cToken, address indexed supplier, uint compDelta, uint
compSupplyIndex);

/1 @notice Emitted when COMP is distributed to a borrower
event DistributedBorrowerComp(CToken indexed cToken, address indexed borrower, uint compDelta, uint
compBorrowlndex);

/1 @notice The threshold above which the flywheel transfers COMP, in wei
uint public constant compClaimThreshold = 0.001el8;

/1] @notice The initial COMP index [or a market
uint224 public constant complnitiallndex = 1e36;

// closeFactorMantissa must be strictly greater than this value
uint internal constant closeFactorMinMantissa = 0.05e18; // 0.05

// closeFactorMantissa must not exceed this value
uint internal constant closeFactorMaxMantissa = 0.9el18; // 0.9

// No collateralFactorMantissa may exceed this value
uint internal constant collateralFactorMaxMantissa = 0.9el18; // 0.9

// liquidationIncentiveMantissa must be no less than this value
uint internal constant liquidationlncentiveMinMantissa = 4.0el8;.// 1.0

// liquidationIncentiveMantissa must be no greater than this value
uint internal constant liquidationlncentiveMaxMantissa = 1.5¢18; // 1.5

constructor() public {
) admin = msg.sender;

/*¥** Assets You Are In **%/
/**

* @notice Returns the assets an account has entered.

* (@param account The address of the account to pull assets for
* @return A dynamic list with the assets the account-has entered
*

function getAssetsin(address account) external view returns (CToken[] memory) {
CToken[] memory-assetsIn = accountAssets[account];

return assetsin;

/
/ *

%
* (@notice Returns whether the given account is entered in the given asset
& The address of the account to check

param account The address o
*@param.cToken The cToken to check
%

return Trueif the accountis in the asset, otherwise false.
*

Sfunction checkMembership(address account, CToken cToken) external view returns (bool) {
return markets[address(cToken)].accountMembership[account];

/**

* @notice Add assets to be included in account liquidity calculation
* @param cTokens The list of addresses of the cToken markets to be enabled
* (@return Success indicator for whether each corresponding market was entered

Sfunction enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length,

uint[] memory results = new uint[](len);
for (uinti=0;i<len;i++) {
CToken cToken = CToken(cTokens[i]);

results[i] = uint(addToMarketinternal(cToken, msg.sender));

return results;

/

/**

* @notice Add the market to the borrower's "assets in" for liquidity calculations
* @param cToken The market to enter
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* @param borrower The address of the account to modify
* @return Success indicator for whether the market was entered
*/

Sfunction addToMarketInternal(CToken cToken, address borrower) internal returns (Error) {
Market storage marketToJoin = markets[address(cToken)];

if (ImarketToJoin.isListed) {
// market is not listed, cannot join
return Error MARKET NOT LISTED;

if (marketToJoin.accountMembership[borrower] == true) {
// already joined
return Error NO_ERROR;

if (accountAssets[borrower].length >= maxAssets) {
// no space, cannot join
return ErrornTOO_MANY ASSETS;

// survived the gauntlet, add to list

// NOTE: we store these somewhat redundantly as a significant optimization

// this avoids having to iterate through the list for the most common use cases
// that is, only when we need to per]grm liquidity checks

/" and not Wﬁ}enever we want to check if an account is in a particular market
marketToJoin.accountMembership[borrower] = true;
accountAssets[borrower].push(cloken);

emit MarketEntered(cToken, borrower);

) return Error NO_ERROR;

/* k
* (@notice Removes asset from sender's account liquidity calculation
* (@dev Sender must not have an outstanding borrow.balance in the asset,
* " or be providing necessary collateral for an outstanding borrow.

* @param cTokenAddress The address of the asset to be removed

: return Whether or not the account successfully exited the market

Sfunction exitMarket(address cTokenAddress) external returns (uint).{
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken.getAccountSnapshot(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"); // semi-opaque error code

/* Fail if the sender has a borrow balance */
if (amountOwed = 0) {
return fail(ErrorNONZERO _BORROW BALANCE,
F ailurelnj;o.EXI T MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
15{1'7(1tl?llow5c/i =032?eemAllowedlnternal(cTokenAddress, msg.sender, tokensHeld),
if (allowed !=
return failOpaque(ErrorREJECTION, Failurelnfo. EXIT MARKET REJECTION, allowed);

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already ‘in’ the market */
if (ImarketToExit.accountMembership[msg.sender]) {
return uint(ErronNO_ERROR);

/* Set cToken account membership to false */
delete marketToExit.accountMembership[msg.sender];

/* Delete cToken from the account’s list of assets */
// load into memory for faster iteration
CToken[] memory userAssetList = accountAssets/msg.sender];
uint len = userAssetList.length;
uint assetIndex = len;
for (uinti=0;i<len; i++) {

if (userAssetList[i] == cToken) {

assetIndex = i;

) break;

}

// We *must™ have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len);

// cogy last item in list to location of item to be removed, reduce length by 1

CToken[] storage storedList = accountAssets[msg.sender];
storedList[assetindex] = storedList[storedList.length - 1];
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storedList.length--;
emit MarketExited(cToken, msg.sender);
return uint(Error.NO_ERROR),

/**% Policy Hooks ***/

/**
* @notice Checks if the account should be allowed to mint tokens in the given market
* @param cToken The market to verify the mint against
* @param minter The account which would get the minted tokens
: param mintAmount The amount of underlying being supplied to the market in exchange for tokens

return 0 if the mint is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

function mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint) {
/ Pausing is a very serious situation - we revert to sound the alarms
require(!mintGuardianPaused[cToken], "mint is paused");

// Shh - currently unused
minter;
mintAmount;

if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

// Keep the flywheel moving
Y dateCompSL;pplylndex(cT oken);
istributeSupplierComp(cToken, minter, false);

return uint(ErronNO_ERROR);

/**

notice Validates mint and reverts on rejection. May emit logs.

param cToken Asset being minted

param minter The address minting the tokens

param actualMintAmount The amount of the underlying asset being minted
param mintTokens The number of tokens being minted

* K X X X

*/
Sfunction mintVerify(address cToken, address minter, uint actualMintAmount, uint mintTokens) external {
// Shh - currently unused
cToken;
minter;
actualMintAmount;
mintTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets =maxAssets;

/
/
/* k
* (@notice Checks if the account should be allowed to redeem tokens in the given market
* @param cToken The market to verify the redeem against
*@param redeemer The account which would redeem the tokens
*(@param redeemTokens The number of cTokens to exchange for the underlying asset in the market
* @return 0 if the redeem is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

Sfunction redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
uint allowed = redeemAllowedInternal(cToken, redeemer, redeemTokens);
if (allowed != uint(ErrorNO_ERROR)) {
return allowed;

// Keep the flywheel moving
u dateCompSL;pplylndex(cT oken);
istributeSupplierComp(cToken, redeemer, false),

; return uint(Erron NO_ERROR);

function redeemAllowedInternal(address cToken, address redeemer, uint redeemTokens) internal view returns

(uint) {
if (Imarkets[cToken].isListed) E{
return uint(Erron MARKET NOT LISTED),;

/* If the redeemer is not 'in' the market, then we can bypass the liquidity check */
if (Imarkets[cToken].accountMembership[redeemer]) f
return uint(Erron NO_ERROR);

/* Otherwise, perform a hypothetical liquidity check to guard against shortfall */
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Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(redeemer, CToken(cToken),

redeemTokens, 0);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(l%rronlNS UFFICIENT LIQUIDITY),

return uint(Erron NO_ERROR);

N~

~
*
*

notice Validates redeem and reverts on rejection. May emit logs.

param cToken Asset being redeemed

)param redeemer The address redeeming the tokens

param redeemAmount The amount of tfe underlying asset being redeemed
param redeemTokens The number of tokens being redeemed

* K X X X
~

*

function redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
// Shh - currently unused
cToken,
redeemer;

// Require tokens is zero or amount is also zero
if (redeemTokens == 0 && redeemAmount > 0) {
revert("redeemTokens zero");

/* %

notice Checks if the account should be allowed to borrow the underlying asset of the given market

param cToken The market to verify the borrow against

param borrower The account which would borrow the asset

param borrowAmount The amount of underlying the account would borrow

. return 0 if the borrow is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

function borrowAllowed(address cToken, address borrower, uint borrowAmount).external returns (uint) {
/7 Pausing is a very serious situation - we revertto sound the alarms
require(!borrowGuardianPaused[cToken], "borrow is paused");

* K X X X
~

if (Imarkets[cToken].isListed)
return uint(ErronMARKEZr T _NOT _LISTED),

if (Imarkets[cToken].accountMembership[borrower]) {
// only cTokens may call borrowAllowed if borrower not in market
require(msg.sender == cloken, "sender must be cToken");

// attempt to add borrower to the market
Error err = addToMarketInternal(Cloken(msg.sender), borrower);
if (err I= ErrorNO _FERROR) {

return uint(err);

// it should be impossible to break the important invariant
assert(markets[cToken].accountMembership[borrower]),

/

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
returnuint(Error.PRICE_ERROR); l

(Error err, , uint shortfall) = getHypotheticalAccountLiquidityInternal(borrower, CToken(cToken), 0,
borrowAmount);
if (err I= Error NO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(l%rronlNS UFFICIENT LIQUIDITY),

// Keep the flywheel moving
Exp memory borrowlndex = Exp({mantissa: Cloken(cToken).borrowlndex()});
?dateCOmpBorrowIndex cToken, borrowIndex),

istributeBorrowerComp (cToken, borrower, borrowlndex, false);

) return uint(ErronNO_ERROR);

/* %
* (@notice Validates borrow and reverts on rejection. May emit logs.
* Token Asset wh derlying is being borrowed
param cToken Asset whose underlying g
* @param borrower The address borrowinhg the underlying
* @param borrowAmount The amount of the underlying asset requested to borrow

function borrowVerify(address cToken, address borrower, uint borrowAmount) external {
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// Shh - currently unused
cToken;

borrower;
borrowAmount,

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/* %

notice Checks if the account should be allowed to repay a borrow in the given market
param cToken The market to verify the repay against

param gayer The account which would re %y the asset

param borrower The account which would borrowed the asset

param repayAmount The amount of the underlying asset the account would repay

return 0 if’ t}:e repay is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* K KX X X X X
~

function repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
payer;
borrower;
repayAmount;

if (Imarkets[cToken].isListed)
return uint(ErronMARKE{ T NOT LISTED),

// Keep the flywheel moving

Exp memory borrowlndex = Exp({mantissa: Cloken(cToken).borrowIndex()});

?dateCOmpBorrowIndex cToken, borrowIndex),
istributeBorrowerComp(cToken, borrower, borrowlndex, false);

return uint(ErronNO_ERROR);

/* %
notice Validates repayBorrow and reverts on rejection. May emit logs.
param cToken Asset I;}ein g repaid.
param payer The address repaying the borrow
param borrower The address of the borrower
param actualRepayAmount The amount of underlying being repaid

* K X X X

*/
Sfunction repayBorrowVerify(

address cToken,
address payer,
address borrower;
uint actualRepayAmount,
uint borrowerindex) external {
/N Shh - currently unused
cToken,

ayer;

orrower;
actualRepayAmount;
borrowerlIndex;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/* k
* (@notice Checks if the liquidation should be allowed to occur
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/}t}ze borrower
:/ param repayAmount The amount of underlying being repaid

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
liquidator;

if (Imarkets[cTokenBorrowed].isListed H !markets[cTokenCollateral].isListed) {
return uint(Erron MARKET NOT LISTED),
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/* The borrower must have shortfall in order to be liquidatable */
(Error err, , uint shortfall) = getAccountLiquidityInternal(borrower);
if (err I= ErronNO_ERROR) {

return uint(err);

/
if (shortfall == 0) {
return uint(Error INSUFFICIENT SHORTFALL),

/* The liquidator may not repay more than what is allowed by the closeFactor */
uint borrowBalance = CToken(cTokenBorrowed).borrowBalanceStored(borrower);
;MathError mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr |= MathErrorNO_ERROR) {
return uint(Error. MATH _ERROR);

if (repayAmount > maxClose)
return uint(Error. TOO 1\/}r UCH REPAY);

return uint(ErronNO_ERROR);

}

/* %
* (@notice Validates liqguidateBorrow and reverts on rejection. May emit logs.
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address oftphe borrower
:/ param actualRepayAmount The amount of underlying being repaid

Sfunction liquidateBorrowVerig(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint actualRepayAmount,
uint seizeTokens) external {
// Shh - currently unused
cTokenBorrowed;
cTokenCollateral;
liquidator;
borrower;
actualRepayAmount;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/* %

notice Checks if the seizing of assets should be allowed to occur

param cTokenCollateral Asset which was used as collateral and will be seized
param cTokenBorrowed Asset which was borrowed by the borrower

param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oftphe borrower

)param.seizeTokens The number of collateral tokens to seize

X K X X ¥

*/

function seizeAllowed(
address. cTokenCollateral,
address ¢TokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!seizeGuardianPaused, "seize is paused");

// Shh - currently unused
seizeTokens;

if (Imarkets[cTokenCollateral].isListed || !markets[cTokenBorrowed].isListed) {
return uint(Erron MARKET NOT LISTED),

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Erron COMPTROLLER MISMATCH),

// Keep the flywheel moving

ydateCompSulpply]ndex(cT okenCollateral);
istributeSupplierComp(cTokenCollateral, borrower, false);

distributeSupplierComp(cTokenCollateral, liquidator, false);

return uint(ErronNO_ERROR);
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/* %
* (@notice Validates seize and reverts on rejection. May emit logs‘
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address off‘}'te borrower
:/ param seizeTokens The number of collateral tokens to seize

function seize Veri"/ﬁ/(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
// Shh - currently unused
cTokenCollateral;
cTokenBorrowed;
liquidator;
borrower;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
/* %
* @notice Checks if the account should be allowed to transfer tokens in the given market
* @param cToken The market to verify the transfer against
* @param src The account which sources the tokens
* @param dst The account which receives the tokens
* @param transferTokens The number of cTokens to transfer
* @return 0 if the transfer is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

function transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns (uint)

// Pausing is a very serious situation - we revert to sound the alarms
require(!transferGuardianPaused, "transfer is paused"),

// Currently the only consideration is whether or not
/' the src is allowed to redeem this many tokens
uint allowed = redeemAllowedInternal(cToken, src, transferTokens),
if (allowed != uint(Erron NO_ERROR)){
return allowed;

// Keep the flywheel moving

?dateCOmpSL;pplylndex(cT oken);
istributeSupplierComp(cToken, src, false);

distributeSupplierComp(c Token, dst, false);

return uint(Error. NO_ERROR);

/* %

notice Validates transfer and reverts on rejection. May emit logs.
)param.cToken Asset being transferred

)param src The account which sources the tokens

param dst The account which receives the tokens

param transferTokens The number of cTokens to transfer

* K X X XX
~

function transferVerify(address cToken, address src, address dst, uint transferTokens) external {
/ Shh - currently unused
cToken,
sre;
dst;
transferTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
/**% Liquidity/Liquidation Calculations ***/

/**

* @dev Local vars for avoiding stack-depth limits in calculating account liquidity.

* " Note that cTokenBalance ' is the number of cTokens the account owns in the market,
* whereas "borrowBalance’ is the amount of underlying that the account has borrowed.
*

struct AccountLiquidityLocalVars {

uint sumCollateral;
uint sumBorrowPlusEffects;
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uint cTokenBalance,

uint borrowBalance;

uint exchangeRateMantissa;
uint oraclePriceMantissa;
Exp collateralFactor,

Exp exchangeRate;

Exp oraclePrice;

Exp tokensToDenom;

/

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code (semi-opaque),
account liquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
function getAccountLiquidity(address account) public view returns (uint, uint, uint) {
0.0 (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),

return (uint(err), liquidity, shortfall);

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code,
account liquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
Sfunction getAccountLiquidi}ylntemal(address account) internal view returns (Erroryuint, uint) {
return getHypotheticalAccountLiquidityInternal(account, CToken(0), 0, 0);

/* %
* @notice Determine what the account liquidity would be if the.given amounts were redeemed/borrowed
* @param cTokenModify The market to hypothetically redeem/borrow in
* @param account The account to determine liquidity for
* @param redeemTokens The number of tokens to hypothetically redeem
* @param borrowAmount The amount of underlying to hypothetically borrow
* @return (possible error code (semi-opaque),
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account shortfall below collateral requirements)

function getHypotheticalAccountLiquidity(
address account,
address cTokenModify,
uint redeemTokens,
uint borrowAmount) public view returns (uint, uint, uint) {
Error err, uint liquidity, uint  shortfall) = getHypotheticalAccountLiquiditylnternal(account,
CToken(cTokenModify), redeemTokens, borrowAmount);
return (uint(err), liquidity, shortfall);

~
*
*

notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically redeem/borrow in
param account The account to determine liquidity for
)param redeemTokens The number. of tokens to hypothetically redeem
param borrowAmount The amount of underlying to hypothetically borrow
dev Note that we calculate the exchangeRateStored ]gr each collateral cToken using stored data,
without calculating accumulated interest.
@return (possible error code,
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account shortfall below collateral requirements)
functiondgetHypotheticalAccountLiquidityInternal(
address account,
CToken cTokenModify,
uint redeemTokens,
uint borrowAmount) internal view returns (Error, uint, uint) {

* oK KX X X X X

AccountLiquidityLocalVars memory vars, // Holds all our calculation results
uint oErr;
MathError mErr;

// For each asset the account is in
CToken[] memory assets = accountAssets[account];
for (uinti = 0; i < assets.length; i++) {

CToken asset = assets| 1(77 ;

// Read the balances and exchange rate from the cToken

(oErr, vars.cTokenBalance, vars.borrowBalance, vars.exchangeRateMantissa) =
asset.getAccountSnapshot(account),
if (oErr I= 0) { // semi-opaque error code, we assume NO ERROR == 0 is invariant between

upgrades
return (Error.SNAPSHOT ERROR, 0, 0);
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vars.collateralFactor = Exp({mantissa: markets[address(asset)].collateralFactorMantissa});
vars.exchangeRate = Exp(fmantissa.‘ vars.exchangeRateMantissa}),

// Get the normalized price of the asset
vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == 0) {

return (Error.PRICE_ERROR, 0, 0);

vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

// Pre-compute a conversion factor from tokens -> ether (normalized price value)
(mErr, vars.tokensToDenom) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice),
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// sumCollateral += tokensToDenom * cTokenBalance
mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokensToDenom,
vars.cTokenBalance, vars.sumCollateral),
if (mErr |= MathErrorNO_ERROR) {
return (Error MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUlInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO_ERROR) {
return (ErrorMATH ERROR, 0, 0);

// Calculate effects of interacting with cTokenModify
if (asset == cTokenModify) {
// redeem effect
// sumBorrowPlusEffects += tokensToDenom * redeemTokens
(mErr, vars.sumBorrowPlusEffects) = mulSecalarTruncateAddUlInt(vars.tokensToDenom,
redeemTokens, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// borrow effect
// sumBorrowPlusEjgects += oraclePrice * borrowAmount
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO ERROR) {
return (ErronMATH ERROR, 0, 0);

/
/

// These are safe;as.the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
el rf(turn (ErrorNO ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0);
else
return (Error.NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

/

/* *
* @notice Calculate number of tokens 0][ collateral asset to seize given an underlying amount
* @dev Used in liquidation (called in cToken.liquidateBorrowFresh)
* @param cTokenBorrowed The address of the borrowed cToken
* @param cTokenCollateral The address of the collateral cToken

" * @param actualRepayAmount The amount of cTokenBorrowed underlying to convert into cTokenCollateral
tokens

:/@return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

function  liquidateCalculateSeizeTokens(address  cTokenBorrowed, address cTokenCollateral,  uint
actualRepagAmount) external view returns (uint, uin;‘) {
/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle. getUnderl}yingPrice(CT oken(cTokenBorrowed)/;
uint priceCollateralMantissa = oracle.getUnder yiﬁfPrice(CToken(cTokenCollatem )
if (priceBorrowedMantissa == () || priceCollateralMantissa == 0) {

return (uint(Error.PRICE_ERROR), 0);

/*
* Get the exchange rate and calculate the number of collateral tokens to seize:
*  seizeAmount = actualRepayAmount * liquidationIncentive * priceBorrowed / priceCollateral
*  seizeTokens = seizeAmount / exchangeRate
* = actualRepayAmount * (liquidationincentive * priceBorrowed) / (priceCollateral *

exchan geRtit/e)

uint exchangeRateMantissa = CToken(cTokenCollateral).exchangeRateStored(); // Note: reverts on
error
uint seizeTokens;
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Exp memory numerator;
Exp memory denominator;
Exp memory ratio;
MathError mathErr;

(mathErr, numerator) = mulExp(liguidationlncentiveMantissa, priceBorrowedMantissa);
if (mathErr I= MathError.NO _ER 01}? {
return (uint(Error MATH ERROR), 0);

(mathErr, denominator) = mulExp(priceCollateralMantissa, exchangeRateMantissa);
if (mathErr != MathErrorNO _ERROR) {
return (uint(Error MATH_ERROR), 0);

(mathErr, ratio) = divExp(numerator, denominator),;
if (mathErr = MathError NO_ERROR) {
return (uint(Evror MATH ERROR), 0);

(mathErr, seizeTokens) = mulScalarTruncate(ratio, actualRepayAmount);
if (mathErr I= MathError.NO ERROI}? {
return (uint(Erron MATH _ERROR), 0);

return (uint(Errorn.NO_ERROR), seizeTokens);

/*** Admin Functions ***/

/* %
* (@notice Sets a new price oracle for the comptroller
* (@dev Admin function to set a new price oracle
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol fordetails)

function _setPriceOracle(PriceOracle newOracle) public returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET PRICE_ORACLE _OWNER_CHECK);

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Set comptroller's oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(Error. NO_ERROR);

/
/* %
* @notice Sets.the closeFactor used when liquidating borrows
* @dev Admin function to set closeFactor
* (@param newCloseFactorMantissa New close factor, scaled by lel8
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

Sfunction _setCloseFactor(uint newCloseFactorMantissa) external returns (uint) {
N Check caller is admin
if (msg.sender = admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET _CLOSE_FACTOR_OWNER_CHECK),

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
Exp memory lowLimit = Exp({mantissa: closeFactorMinMantissa});
if ;l?ess ThanOrEqualExp(n ewé‘ loseFactorExp, lowLimit)) {
return fail(EvrorINVALID CLOSE FACTOR, Failurelnfo.SET CLOSE FACTOR VALIDATION);

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa}),
if 5essT hanExp(highLimit, newCloseF actorExﬁg {
return fail(EvrorINVALID CLOSE FACTOR, Failurelnfo.SET CLOSE FACTOR_VALIDATION),

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

) return uint(ErronNO_ERROR);
/* %
* %notice Sets the collateralFactor for a market

* @dev Admin {unction to set per-market collateralFactor
* @param cToken The market to set the factor on
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* @param newCollateralFactorMantissa The new collateral factor, scaled by 1el8
: return uint 0=success, otherwise a failure. (See ErrorReporter for details)

Sfunction _setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED,
F ailure]n@).SE T COLLATERAL FACTOR OWNER CHECK),

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {
return fail(Error MARKET NOT LISTED,
F ailurelnj;o.SE T COLLATERAL FACTOR NO_EXISTS);

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa});

// Check collateral factor <= 0.9
Exp memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});
if 5essT hanExp(highLimit, newCollateralFactorExp)) {
return fail(ErrorINVALID COLLATERAL FACTOR,
F ailurelnj;o.SE T COLLATERAL FACTOR_VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa != () && oracle.getUnderlyingPrice(cToken) == % ;‘
return fail(Error. PRICE_ERROR, Failurelnfo.SET COLLATERAL FACTOR_WITHOUT PRICE);

// Set market's collateral factor to new collateral factor, remember old value
uint oldCollateralFactorMantissa = market.collateralFactorMantissa,
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralFactor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa),

return uint(ErronNO_ERROR);

/* %

notice Sets maxAssets which controls how many markets can be entered
dev Admin function to set maxAssets

param newMaxAssets New max assets

return uint O=success, otherwise a failure. (See ErrorReporter for details)

* K X X X
~

Sfunction _setMaxAssets(uint newMaxAssets) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SET _MAX ASSETS OWNER_CHECK);

uint oldMaxAssets = maxAssets,
maxAssets’=newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets);

return uint(Error.NO_ERROR);

/* %
* (@notice Sets liquidationIncentive
* (@dev Admin function torset liquidationlncentive
* @param newLiquidationIncentiveMantissa New liquidationIncentive scaled by 1el8
: return uint 0=success, otherwise a failure. (See ErrorReporter for details)

Sfunction _setLiquidationlncentive(uint newLiquidationIncentiveMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED,
Fai Zure]n@). SET LIQUIDATION INCENTIVE OWNER CHECK);

// Check de-scaled min <= newLiquidationincentive <= max
Exp memory newLiquidationlncentive = Exp({mantissa: newLiquidationlncentiveMantissa}),
Exp memory minLiquidationlncentive = Exp({mantissa: li?uidationlncentiveMinMantissa});
if ;l?essT hanExp(newLiquidationlncentive, minLiquidationIncentive)) /j
return fail(ErrorINVALID LIQUIDATION INCENTIVE,
F ailurelnj;o.SE T _LIQUIDATION_INCENTIVE VALIDATION);

Exp memory maxLiquidationIncentive = Exp({mantissa: li?uidationlncentiveMaxMantissa});
if ;l?essT hanExp(maxLiquidationIncentive, newLiquidationlncentive)) {
turi Sail(ErrorINVALID LIQUIDATION INCENTIVE,

return
Failurelnj;o.SET LIQUIDATION_INCENTIVE_VALIDATION),
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// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa;

// Set liquidation incentive to new incentive
liquidationIncentiveMantissa = newLiquidationIncentiveMantissa;

// Emit event with old incentive, new incentive
emit NewLiquidationlncentive(oldLiquidationIncentiveMantissa, newLiquidationlncentiveMantissa);

return uint(Erron NO_ERROR);

/* %
* @notice Add the market to the markets mapping and set it as listed
* @dev Admin kfunction to set isListed and add support for the market
* @param cToken The address of the market (token) to list
:/ return uint 0=success, otherwise a failure. (See enum Error for details)

Sfunction _supportMarket(CToken cToken) external returns (uint) {
if (msg.sender != admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SUPPORT MARKET OWNER_CHECK),

if (markets[address(cToken)].isListed) {
return fail(Error MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS),

cToken.isCToken(); // Sanity check to make sure its really a CToken

markets[address(cToken)] = Market({isListed: true, isComped: false, collateralFactorMantissa: 0});
_addMarketInternal(address(cToken)),

emit MarketListed(cToken),

) return uint(ErronNO_ERROR);

Sfunction _addMarketInternal(address cToken) internal {
Sor (uint i = 0, i < allMarkets.length; i ++) {
require(allMarkets[i] |= Cloken(cToken), "market already added");

/
allMarkets.push(CToken(cToken));

/* %
* @notice Admin function to change the Pause Guardian
* @param newPauseGuardian The address of the new Pause Guardian
: return uint O=success, otherwise a failure. (See enum Error for details)
function _setPauseGuardian(address newPauseGuardian) public returns (uint) {
if (msg.sender !=admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SET PAUSE GUARDIAN OWNER CHECK),

//Save current value for inclusion in log
address oldPauseGuardian = pauseGuardian,;

// Store pauseGuardian with value newPauseGuardian
pauseGuardian = newPauseGuardian;

// Emit NewPauseGuardian(OldPauseGuardian, NewPauseGuardian)
emit NewPauseGuardian(oldPauseGuardian, pauseGuardian),

) return uint(Error.NO_ERROR),

function _setMintPaused(CToken cToken, bool state) public returns (bool)
require(markets[address(cToken)].isListed, ”cannotapause a market that is not listed");

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause”);
mintGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Mint", state);
return state;
}

Sfunction _setBorrowPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, ”cannotdpause a market that is not listed"),
) require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause");

borrowGuardianPaused[address(cToken)] = state;

emit ActionPaused(cToken, "Borrow", state);
return state;
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unction _setTransferPaused(bool state) public returns (bool,
_ P
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause”);
transferGuardianPaused = state;
emit ActionPaused("Transfer", state);
return state;
function _setSeizePaused(bool state) public returns (booé) {
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
pause");
require(msg.sender == admin || state == true, "only admin can unpause”);
seizeGuardianPaused = state;
emit ActionPaused("Seize", state);
return state;
/

function _become(Unitroller unitroller) public
require(msg.sender == unitroller.admin(), "only unitroller admin can change brains");
require(unitroller._acceptImplementation() == 0, "change not authorized");

/**
* @notice Checks caller is admin, or this contract is becoming the new implementation
*

Sfunction adminOrlInitializing() internal view returns (bool) {
return msg.sender == admin || msg.sender == comptrollerImplementation;

/**% Comp Distribution ***/
/**

:/@notice Recalculate and update COMP speeds for all COMP markets

Sfunction refreshCompSpeeds() public {
require(msg.sender == tx.origin, "only externally owned accounts may refresh speeds”);
re/?reshCompSpeedsIntemal();

Sfunction refreshCompSpeedsinternal() internal {
CToken[] memory allMarkets = allMarkets;

for (uinti = 0; i < allMarkets .length; i++){
CToken cToken = allMarkets [i];
Exp memory borrowlndex = Exp({fmantissa: cToken.borrowlndex()});
updateCompSupplylndex(address(cToken));

; updateCompBorrowlndex(address(cToken), borrowlndex);

Exp memory totalUtility = Exp({mantissa: 0});

Exp/, memoro‘v utilities = new E(xp[](allMargets; length),

for (uint i = 0;i < allMarkets_.length; i++) {

CToken cToken = allMarkets. [i];

if (markets[address(cToken)].isComped) {
Exp memory assetPrice = Exp({mantissa: oracle.getUnderlyingPrice(cToken)}),
Exp memory utility = mul_(assetPrice, cToken.totalBorrows());
utilitiesfi] = util?;

) totalUtility =add (totalUtility, utility);

/

for (uinti = 0;i < allMarkets _.length; i++) {
CToken cToken = allMaﬂcetsﬁ];
uint newSpeed = totalUtility.mantissa > 0 ? mul_(compRate, div_(utilities[i], totalUtility)) : 0;
compgpeeds[address(cToken )] = newSpeed;
; emit CompSpeedUpdated(cToken, newSpeed);
/

/**

* @notice Accrue COMP to the market by updating the supply index
: param cToken The market whose supply index to update

Sfunction updateCompSupplylndex(address cToken) internal {
CompMarketState storage supplyState = compSupplyState[cToken];
uint supplySpeed = comzéSpeeds[cToken];
uint blockNumber = getBlockNumber();
uint deltaBlocks = sub_(blockNumber, uint(supplyState.block));
if (deltaBlocks > 0 && . su;C)pleSpeed >0){
uint supplyTokens = oken(cToken).totalSug);gly();
uint compAccrued = mul_(deltaBlocks, supplySpeed);
Double  memory ratio = supplyTokens > 0 ? fraction(compAccrued, supplyTokens)
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Double({mantissa: 0});
Double memory index = add_(Double({mantissa: supplyState.index}), ratio);
compSupplyState[cToken] = CompMarketState({
injz‘x: safe224(index.mantissa, "new index exceeds 224 bits ;Q
block: safe32(blockNumber, "block number exceeds 32 bits"

yon
} else if (deltaBlocks > 0) {
supplyState.block = safe32(blockNumber, "block number exceeds 32 bits");

\!

/

/**
* @notice Accrue COMP to the market by updating the borrow index
:/ param cToken The market whose borrow index to update
Sfunction updateCompBorrowlndex(address cToken, Exp memory marketBorrowlndex) internal {
ComgMarketState storage borrowState = compBorrowState[cToken];
uint borrowSpeed = compSpeeds[cToken];
uint blockNumber = getBlockNumber();
uint deltaBlocks = sub_(blockNumber, uint(borrowState.block));
if (deltaBlocks > 0 && borrowSpeed > 0) {
uint borrowAmount = div_((CT oken(cToken).totalBorrows(), marketBorrowIndex);
uint compAccrued = mul_(deltaBlocks, borrowSpeed),
Double memory ratio = borrowAmount > 0 ? fraction(compAccrued, borrowAmount)
Double({mantissa: 0});
Double memory index = add_(Double({mantissa: borrowState.index}), ratio);
compBorrowStateZ[cToken] = CompMarketState({
index: safe224(index.mantissa, "new index exceeds 224 bits ;Q
block: safe32(blockNumber, "block number exceeds 32 bits"

yon
} else if (deltaBlocks > 0) {
borrowState.block = safe32(blockNumber, "block number exceeds 32 bits");

/
/* k
* %ﬂotice Calculate COMP accrued by a supplier and possibly transfer it to them

* @param cToken The market in which the supplier is interactin]‘g/l
:/ param supplier The address of the supplier to'distribute COMP to

function distributeSupplierComp (address cToken, address supplier, bool distributeAll) internal {
ComgMarketState storage supplyState = compSupplyStatg[ clt oke;z/ ;
Double memory supplylndex = Double({mantissa: supplyState.index});
Double memory supplierlndex = Double({mantissa: compSupplierIndex[cToken] [supplier]});
compSupplier ndex[choken ] [supplier] = supplylndex.mantissa;

if (supplierIndex.mantissa ==0&& supplylndex.mantissa > 0) {
supplierIndex.mantissa = complinitiallndex;

Double memory deltalndex = sub_(supplylndex, supplierindex);
uint supplierTokens = CToken(cTo7cen).balanceO[(sup lier);
uint supplierDelta = mul (supplierTokens, delta ndej}i‘

uint siipplierAccrued =add _(compAccrued[supplier], supplierDeltlz‘?;

compAccrued[supplier] = transferComp(supplier,  supplierAccrued,  distributeAll ? 0
compClaim Thresholcg;
emit DistributedSupplierComp(CToken(cToken), supplier, supplierDelta, supplylndex.mantissa);

/* %
* @notice Calculate COMP accrued by a borrower and possibly transfer it to them
* (@dev Borrowers will not begin to accrue until after the first interaction with the protocol.
* @param cToken The market in which the borrower is interactin,
:/ param borrower The address of the borrower to distribute COMP to
function distributeBorrowerComp(address cToken, address borrower, Exp memory marketBorrowIndex, bool
distributeAll) internal {
CompMarketState storage borrowState = compBorrowStatg[cTokey;
Doull)jle memory borrowIndex = Double({mantissa: borrowState.index});
Double memory borrowerlndex = Double({mantissa: compBorrowerIndex[cToken][borrower]});
compBorrowerIndex[cToken] [borrower] = borrowlndex.mantissa;

if (borrowerIndex.mantissa > 0) {
Double memory deltalndex = sub_(borrowlndex, borrowerlndex),

uint borrowerAmount = div_(CToken(cToken).borrowBalanceStored(borrower),
marketBorrowlndex);

uint borrowerDelta = mul a(borrowerAmount, deltalndex);

uint borrowerAccrued = add_(compAccrued[borrower], borrowerDelta);

compAccrued[borrower] = transferComp(borrower, borrowerAccrued, distributeAll ? 0
compClaimThreshold),

emit DistributedBorrowerComp(CToken(cToken), borrower, borrowerDelta,
borrowlndex.mantissa);

/

function transferComp(address user, uint userAccrued, uint threshold) internal returns (uint),
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* @notice Transfer COMP to the user, if they are above the threshold

* (@dev Note: If there is not enough COMP, we do not perform the transfer all.
* @param user The address of the user to transfer COMP to

* @param userAccrued The amount of COMP to (possibly) transfer

* @return The amount of COMP which was NOT transferred to the user

///’unction transferComp(address user, uint userAccrued, uint threshold) internal returns (uint) {
if (userAccrued >= threshold && userAccrued > 0) {

Comp comp = Comp(getCompAddress(});
/7 uint compRemaining = comp.balanceOf(address(this)),
// if (userAccrued <= compRemaining) {
// comp.transfer(user, userAccrued};
/ return 0;
/7
/7
/ return userAccrued;
7}

/**
* @notice Claim all the comp accrued by holder in all markets
:/ param holder The address to claim COMP for

Sfunction claimComp(address holder) public {
return claingmp(holden allMarkets);

/**

* @notice Claim all the comp accrued by holder in the specified markets
* (@param holder The address to claim COMP for
:/ param cTokens The list of markets to claim COMP in

Sfunction claimComp(address holder, CToken[] memory cTokens) public {
address[] memory holders = new address[] (1),
holders[0] = holder,
claimComp(holders, cTokens, true, true);

/
/

*
*

notice Claim all comp accrued by the holders

param holders The addresses to claim COMP for:

param cTokens The list of markets to claim COMP in

)param borrowers Whether or not to claim COMP earned by borrowing
param suppliers Whether or not to claim COMP earned by supplying

* K X X X

*/
b fu?ction claimComp(address[] memory holders, CToken[] memory cTokens, bool borrowers, bool suppliers)
public
for (uinti = 0; i < cTokens.length; i++) {

CToken cToken = cTokens[i];

require(markets[address(cToken)].isListed, "market must be listed");

if (borrowers == true) {
Exp memory borrowlndex = Exp({mantissa: cToken.borrowlndex()});
updateCompBorrowlndex(address(cToken), borrowIndex),
]5” (uint j = 0,j < holders.length; j++) {

distributeBorrowerComp(address(cToken), holders[j], borrowlndex, true);

if (suppliers == true) {
updateCompSupplylndex(address(cToken)),
]5” (uint j = 0;j < holders.length, j++
; distributeSupplierComp (address(cToken), holders[j], true);

7
/
}
/*¥*% Comp Distribution Admin ***/
/**

* %notice Set the amount of COMP distributed per block
:/ param compRate _ The amount of COMP wei per block to distribute

function _setCompRate(uint compRate 7) public {
require(adminOrlnitializing(), "only admin can change comp rate");
uint oldRate = compRate;
compRate = compRate_;

emit NewCompRate(olEc’kate, compRate_);

; refreshCompSpeedsinternal(),

/* k
* (@notice Add markets to compMarkets, allowing them to earn COMP in the flywheel
:/ param cTokens The addresses of the markets to add

Sfunction _addCompMarkets(address[] memory cTokens) public {
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require(adminOrlnitializing(), "only admin can add comp market");

Jor (uinti=0;i< cTokens‘len%‘h; i++)/{
_addCompMarketinternal(cTokens[i]);

refreshCompSpeedsinternal();

Sfunction _addCompMarketInternal(address cToken) internal {
Market storage market = markets[cToken];
require(market.isListed == true, "comp market is not listed"),
require(market.isComped == false, "comp market already added");

market. isCorCnped = frue;
emit MarketComped(CToken(cToken), true);

if (compSupplyState[cToken].index == 0 && compSupplyState[cToken].block == 0) {
comp?ri7 plyState[cToken] = CompMarketSz‘az‘e(f7 ‘
index: complnitiallndex,
block: safe32(getBlockNumber(), "block number exceeds 32 bits")

/

if (compBorrowState[cToken].index == 0 && compBorrowState[cToken].block ==0).{
compBorrowState[cToken] = CompMarketState({
index: complnitiallndex,
block: safe32(getBlockNumber(), "block number exceeds 32 bits")

/
}

/* %
* @notice Remove a market from compMarkets, preventing it from earning COMP in the flywheel
:/%param cToken The address of the market to dlZ’Op

Sfunction _dropCompMarket(address cToken) public {
require(lftsg.sender == admin, "only admin can drop comp market");

Market storage market = markets[cToken];
require(market.isComped == true, "market is not a comp market");

market.isComped = false;
emit MarketComped(CToken(cToken), false);

; refreshCompSpeedsinternal();

/* %

* @notice Return all of the markets

* (@dev The automatic getter may be used to access an individual market.
* @return The list of market addresses

*

function getAllMarkets() public view returns (CToken[] memory) {
return allMarkets,

Sfunction getBlockNumber() public view. returns (uint) {
return block.number;

/* k
* (@notice Return the address of the COMP token
: return The address of COMP

Sfunction getCompAddress() public view returns (address) {
return Oxc00e94Cb662C3520282E6f5717214004A 7f§6888;

/

ComptrollerGy. sol
pragma solidity 0.5.16;

import "./Cloken.sol";

import "./ErrorReporter.sol";
import "./Exponential.sol";

import "./PriceOracle.sol";

import "./ComptrollerInterface.sol";
import "./ComptrollerStorage.sol";
import "./Unitroller.sol”;

/**

* @title Compound's Comptroller Contract
* @author Compound
* (@dev This was the first version of the Comptroller brains.
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*  We keep it so our tests can continue to do the real-life behavior of upgrading from this logic forward.
*

contract ComptrollerG1 is ComptrollerV1Storage, Comptrollerinterface, ComptrollerErrorReporter, Exponential {
Strucﬁ**arket {

* @notice Whether or not this market is listed
*
bool isListed;

/**

* @notice Multiplier representing the most one can borrow against their collateral in this market.
For instance, 0.9 to allow borrowing 90% of collateral value.

*  Must be between 0 and 1, and stored as a mantissa.

*/

uint collateralFactorMantissa;

/* k
* (@notice Per-market mapping of "accounts in this asset"
*

mapping(address => bool) accountMembership,

/
/**

* (@notice Official mspping of cTokens -> Market metadata
:/ dev Used e.g. to determine if a market is supported

mapping(address => Market) public markets;

/* k
* (@notice Emitted when an admin supports a market
*/

event MarketListed(CToken cToken),
/* %
: @notice Emitted when an account enters a market

event MarketEntered(CToken cToken, address account);

/**
* (@notice Emitted when an account exits a market
*/

event MarketExited(CToken cToken, address account);
/* *
: @notice Emitted when close factor is changed by admin
event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa);
/* %
: @notice Emitted when a collateral factor is changed by admin

event NewCollateralFactor(CToken cloken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa);

/**

:/@notice Emitted when liquidation incentive is changed by admin

event NewLiquidationIncentive(uint oldLiquidationlncentiveMantissa, uint
newLiquidationIncentiveMantissa),

/* %
: @notice Emitted when maxAssets is changed by admin

event NewMaxdAssets(uint oldMaxAssets, uint newMaxAssets);

/**
* (@notice Emitted when price oracle is changed
*/

event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

// closeFactorMantissa must be strictly greater than this value
uint constant closeFactorMinMantissa = 5el6; // 0.05

// closeFactorMantissa must not exceed this value
uint constant closeFactorMaxMantissa = 9el7; // 0.9

// No collateralFactorMantissa may exceed this value
uint constant collateralFactorMaxMantissa = 9el7; // 0.9

// liquidationIncentiveMantissa must be no less than this value
uint constant liquidationincentiveMinMantissa = mantissaOne;

// liquidationIncentiveMantissa must be no greater than this value
uint constant liquidationincentiveMaxMantissa = 15el7; // 1.5

constructor() public {
admin = msg.sender;
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/*¥** Assets You Are In ***/

/* k

* (@notice Returns the assets an account has entered

* @param account The address of the account to pull assets for
* @return A dynamic list with the assets the account has entered
*

Sfunction %etAssetsln(address account) external view returns (CToken[] memory) {
CToken[] memory assetsIn = accountAssets[account];

return assetsin,

}

/* %

* (@notice Returns whether the given account is entered in the given asset

* (@param account The address of the account to check

* @param cToken The cToken to check

:/ return True if the account is in the asset, otherwise false.

Sfunction checkMembership(address account, CToken cToken) external view returns (bool) {
return markets[address(cToken)].accountMembership[account];

/**
* %ﬂotice Add assets to be included in account liquidity calculation

* @param cTokens The list of addresses of the cToken markets to be enabled
* @return Success indicator for whether each corresponding market was entered
*

Sfunction enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length,

uint[] memory results = new uint[](len);
for (uinti = 0; i <len, i++)
CToken cToken = CToken}cToke‘ns[ i/);
Market storage marketToJoin = markets[address(cToken)];

if (ImarketToJoin.isListed) {
//if market is not listed, cannot join move along
results[i] = uint(Error MARKET NOT LISTED);

continue;

if (marketToJoin.accountMembership[msg.sender] == true) {
//if already joined, move alor}zég
results[i] = uint(ErrorNO ERROR),

continue; N

if (accountAssets[msg.sender].length >= maxAssets) {
//if nosspace, cannot join, move along
results[i] = uint(Error. TOO_MANY ASSETS);

continue; -

// survived the gauntlet, add to list

// NOTE: we store these somewhat redundantly as a significant optimization

// this avoids having to iterate through the list for the most common use cases
//-._that is, only when we need to pe;/grm liquidity checks

/"~ _and not whenever we want to check if an account is in a particular market
marketToJoin.accountMembership[msg.sender] = true;
accountAssetsfmsg.sender].push(cToken),

emit MarketEntered(cToken, msg.sender);
results[i] = uint(Erron NO_ERROR),

return results;

/* %
* (@notice Removes asset from sender's account liquidity calculation
* (@dev Sender must not have an outstanding borrow balance in the asset,
* or be providing neccessary collateral for an outstanding borrow.
* @param cTokenAddress The address of the asset to be removed
:/ return Whether or not the account successfully exited the market

function exitMarket(address cTokenAddress) external returns (uint) {
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken.getAccountSnapshot(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"); // semi-opaque error code

/* Fail if the sender has a borrow balance */
if (amountOwed != 0) {
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return fail(Error NONZERO BORROW BALANCE,
Fai Zure]n@). EXIT MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
??tl?llow;d/ =032¢eemAllowedlntemal(cT okenAddress, msg.sender, tokensHeld);
if (allowed =
return fail O]I)aque(Error. REJECTION, Failurelnfo.EXIT MARKET REJECTION, allowed),

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already ‘in’the market */
if (ImarketToExit.accountMembership[msg.sender]) {
return uint(Erron NO_ERROR);

/* Set cToken account membership to false */
delete marketToExit.accountMembership[msg.sender];

/* Delete cToken from the account’s list of assets */
// load into memory for faster iteration
CToken[] memory userAssetList = accountAssets/msg.sender];
uint len = userAssetList.length;
uint assetindex = len;
for (uinti=0; i <len, i++) {
if (userAssetList[i] == cToken) {
assetIndex = i;
break;

/

// We *must™ have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len);

/7 cogy last item in list to location of item to be removed, reduce length by 1
CToken[] storage storedList = accountAssets[msg.sender];
storedList[assetindex] = storedList[storedList.length - 1];
storedList.length--;

emit MarketExited(cToken, msg.sender);
return uint(Erron NO_ERROR);

/**% Policy Hooks ***/

/**

notice Checks if the account should be allowed to mint tokens in the given market

param cToken The market to verify the mint against

param minter The account which would get the minted tokens

param mintAmount The amount of underlying being supplied to the market in exchange for tokens
return 0 if the mint is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* X X X X ¥
~

Sfunction mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint) {
minter; / currently unused
mintAmount;  // currently unused

if (lmarkets[cToken].isListed) {
return uint(ErronMARKET NOT LISTED),

// *may.include Policy Hook-type checks
return uint(Error.NO_ERROR),

/**

notice Validates mint and reverts on rejection. May emit logs.

param cToken Asset being minted

param minter The address minting the tokens

param mintAmount The amount of the underlying asset being minted
param mintTokens The number of tokens being minted

* K X X X *

Sfunction mintVerify(address cToken, address minter, uint mintAmount, uint mintTokens) external {
cToken, // currently unused
minter; // currently unused
mintAmount;,  // currently unused
mintTokens;,  // currently unused

if (false) {

maxAssets = maxAssets; // not pure

/

/**
* @notice Checks if the account should be allowed to redeem tokens in the given market
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* @param cToken The market to verify the redeem against

* @param redeemer The account which would redeem the tokens

* (@param redeemTokens The number of cTokens to exchange for the underlying asset in the market
* @return 0 if the redeem is allowed, otherwise a semi-opaque error code (.Syee rrorReporter.sol)

Sfunction redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
return redeemAllowedInternal(cToken, redeemer, redeemTokens);

function redeemAllowedInternal(address cToken, address redeemer, uint redeemTokens) internal view returns

(uint) {
if (Imarkets[cToken].isListed) E{
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks

/* If the redeemer is not 'in' the market, then we can by;)ass the liquidity check */
if (Imarkets[cToken].accountMembership [redeemer]) {
return uint(Error.NO_ERROR),

/* Otherwise, perform a hypothetical liquidity check to guard against shortfall */
Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(redeemer, CToken(cToken),
redeemTokens, 0);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(ErrorINSUFFICIENT LIQUIDITY);

return uint(ErronNO_ERROR);

/* %

notice Validates redeem and reverts on rejection. May emit logs.

param cToken Asset being redeemed

param redeemer The address redeeming the tokens

param redeemAmount The amount of tﬁe underlying asset being redeemed
param redeemTokens The number of tokens being redeemed

* K X X X

*/
Sfunction redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
cToken; // currently unused
redeemer; // currently unused
redeemAmount;  // currently unused
redeemTokens;  // currently unused

// Require tokens is zero or amount is also zero
if (redeemTokens == 0 && redeemAmount > 0) {
revert("redeemTokens zero");

/* %

notice Checks if the account should be allowed to borrow the underlying asset of the given market
param cToken The market to verify the borrow against

param borrower The account which would borrow the asset

param borrowAmount The amount of underlying the account would borrow

return.0 if the borrow is.allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

oKX X X X

*/
function borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint) {
if (Imarkets[cToken].isListed) E{
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks
if (Imarkets[cToken].accountMembership[borrower]) {

return uint(Erron MARKET NOT ENTERED),;

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
return uint(Error.PRICE_ERROR);

(Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(borrower, CToken(cToken), 0,
borrowAmount);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(érror.]NS UFFICIENT LIQUIDITY),

return uint(Error.NO_ERROR),
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/* k
* (@notice Validates borrow and reverts on rejection. May emit logs.
* @param cToken Asset whose underlying is being borrowed
* @param borrower The address borrowing the underlying
%

param borrowAmount The amount of the underlying asset requested to borrow

function borrowVerify(address cToken, address borrower, uint borrowAmount) external {
cToken, // currently unused
borrower; // currently unused
borrowAmount;  // currently unused

if (false) {

) maxAssets = maxAssets; // not pure

/

/* %

notice Checks if the account should be allowed to repay a borrow in the given market
param cToken The market to verify the repay against

param gayer The account which would re %y the asset

param borrower The account which would borrowed the asset

param repayAmount The amount of the underlying asset the account would repay

return 0 if the repay is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* X X X X ¥

*/
function repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns Juint) {

ayer; // currently unuse
orrower, // current ]y unused
repayAmount;,  // currently unused

if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks
return uint(Error.NO_ERROR),

/
/* k
* (@notice Validates repag/Borrow and reverts on rejection. May emit logs.
* @param cToken Asset being repaid
* @param payer The address repaying the borrow
* @param borrower The address of the borrower
: param repayAmount The amount of underlying being repaid

‘unction repayBorrowVeri
S addrelsjs )c}T oken, e
address payer,
address borrower,
uint repayAmount,
uint borrowerindex) external {

cToken, // currently unused
ayer; //.current f} unused
orrower, // currently unused

repayAmount;,  // currently unused
borrowerlndex; // currently unused

if (false) {

maxAssets = maxAssets; // not pure

/

/* k
* (@notice Checks if the liquidation should be allowed to occur
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/}t}ze borrower
:/ param repayAmount The amount of underlying being repaid

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint) {
liquidator;  // currently unused
borrower; // currently unused
repayAmount;  // currently unused

if (Imarkets[cTokenBorrowed].isListed || Imarkets[cTokenCollateral].isListed) {
return uint(Erron MARKET NOT LISTED),;
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// *may include Policy Hook-type checks

/* The borrower must have shortfall in order to be liquidatable */
(Error err, , uint shortfall) = getAccountLiquidityInternal(borrower);
if (err I= Erron NO_ERROR) {

return uint(err);

if (shortfall == 0) {
return uint(Error INSUFFICIENT SHORTFALL),

/* The liquidator may not repay more than what is allowed by the closeFactor */
uint borrowBalance = CToken(cTokenBorrowed).borrowBalanceStored(borrower);
;MathError mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr |= MathErrorNO_ERROR) {
return uint(Error. MATH _ERROR);

if (repayAmount > maxClose)
return uint(Error.TOO 1\/}r UCH REPAY);

return uint(ErronNO_ERROR);

/**

notice Validates liquidateBorrow and reverts on rejection. May emit logs.
param cTokenBorrowed Asset which was borrowed by the borrower
param cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oftphe borrower
+ @param repayAmount The amount of underlying being repaid

unction liquidateBorrowVeri
S addreqss cTt okenBorroweg,(
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount,
uint seizeTokens) external {
cTokenBorrowed,  // currently unused
cTokenCollateral; // currently unused

* K X X X X
~

liquidator; // currently unused
borrower; // currently unused.
repayAmount; // currently unused
seizeTokens; // currently unused
if (false) {
) maxAssets = maxAssets; // not pure
}
/* %
* (@notice Checks if the seizing of assets should be allowed to occur
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower
*@param liquidator The address repaying the borrow and seizing the collateral
*(@param borrower The address oftphe borrower
:/ )param seizelokens The number of collateral tokens to seize

Sfunction seizeAllowed(
address ¢TokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint) {

liquidator; // currently unused
borrower; // currently unused
seizeTokens; // currently unused

if (Imarkets[cTokenCollateral].isListed y Imarkets[cTokenBorrowed].isListed) {
return uint(Erron MARKET NOT LISTED),

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Erron COMPTROLLER MISMATCH),
// *may include Policy Hook-type checks

) return uint(Error.NO_ERROR),

/* k
* (@notice Validates seize and reverts on rejection. May emit logs.
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param cTokenCollateral Asset which was used as collateral and will be seized
param cTokenBorrowed Asset which was borrowed by the borrower

param liquidator The address repaying the borrow and seizing the collateral
jparam borrower The address o/}t}ze borrower

)param seizeTokens The number of collateral tokens to seize

* K X X X

*/

Sfunction seizeVerify(
address cTc ogn Collateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
cTokenCollateral; // currently unused
cTokenBorrowed;  // currently unused
liquidator; // currently unused
borrower; // currently unused
seizeTokens; // currently unused

if (false) {

maxAssets = maxAssets; // not pure

/* %

notice Checks if the account should be allowed to transfer tokens in the given market

param cToken The market to verify the transfer against

param src The account which sources the tokens

param dst The account which receives the tokens

param transferTokens The number of cTokens to transfer

return 0 if the transfer is allowed, otherwise a semi-opaque error-code (See ErrorReporter.sol)

* X X X X ¥

*/
function transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns (uint)

cToken, // currently unused
sre; // currently unused
dst; // currenté/} unused
transferTokens; // currently unused

// *may include Policy Hook-type checks
// Currently the only consideration is whether or not

/' the src is allowed to redeem this many tokens
return redeemAllowedInternal(cToken, sre, transferTokens),

}
/* %
* (@notice Validates transfer and reverts on rejection. May emit logs.
* @param cToken Asset being transferred
* @param src The account which sources the tokens
* @param dst The account which receives the tokens
:/ param transferTokens The number of cTokens to transfer
function transferVerify(address cToken, address src, address dst, uint transferTokens) external {
cToken, // currently unused
sre; // current ﬁ unused
dst; // currently unused
transferTokens; // currently unused
if (false) {
maxAssets = maxAssets; // not pure
/
}
/**% Liquidity/Liquidation Calculations ***/
/* %

* (@dev Local vars for avoiding stack-depth limits in calculating account liquidity.
* ~Note that ‘cTokenBalance is the number of cTokens the account owns in the market,
:/ whereas "borrowBalance ' is the amount of underlying that the account has borrowed.
struct AccountLiquidityLocalVars {

uint sumCollateral;

uint sumBorrowPlusEffects;

uint cTokenBalance;

uint borrowBalance;

uint exchangeRateMantissa;

uint oraclePriceMantissa;

Exp collateralFactor;

Exp exchangeRate;

Exp oraclePrice;

Exp tokensToEther,

/
/**
* %notice Determine the current account liquidity wrt collateral requirements

* @return (possible error code (semi-opaque),
account liquidity in excess of collateral requirements,
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:/ account shortfall below collateral requirements)
Sfunction getAccountLiquidity(address account) public view returns (uint, uint, uint) {
) (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),
0,0);

return (uint(err), liquidity, shortfall);

/**
* @notice Determine the current account liquidity wrt collateral requirements
* (@return (possible error code,
account liquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
Sfunction getAccountLiquidityInternal(address account) internal view returns (Error, uint, uint) {
return getHypotheticalAccountLiquidityInternal(account, CToken(0), 0, 0);

~
*
*

notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically redeem/borrow in
param account The account to determine liquidity for
param redeemTokens The number of tokens to hypothetically redeem
param borrowAmount The amount of underlying to hypothetically borrow
dev Note that we calculate the exchangeRateStored jgr each collateral cToken using stored data,
without calculating accumulated interest.
@return (possible error code,
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account shortfall below collateral requirements)
function getHypotheticalAccountLiquidityInternal(
address account,
CToken cTokenModify,
uint redeemTokens,
uint borrowAmount) internal view returns (Error, uint, uint) {

* K K KX X X X X

AccountLiquidityLocalVars memory vars; // Holds all our calculation results
uint oErr;
MathError mErr;

// For each asset the account is in
CToken[] memory assets = accountAssets[account];
for (uint i = 0, i < assets.length; i++) {

CToken asset = assets| 5 ;

// Read the balances and exchange rate from the cToken

oErr, vars.cTokenBalance, vars.borrowBalance, vars.exchangeRateMantissa) =
asset‘getAccountSn?shot(accoum‘);
if (oErr I= 0) { // semi-opaque error code, we assume NO _ERROR == 0 is invariant between

upgrades
return(Error. SNAPSHOT ERROR, 0, 0);

vars.collateralFactor = Exp({mantissa: markets[address(asset)].collateralFactorMantissa});
vars.exchangeRate = Exp(fmantissa: vars.exchangeRateMantissa});

// Get the normalized price of the asset
vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == ()

return (Error.PRICE _ERROR, 0, 0);

vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

//'Pre-compute a conversion factor from tokens -> ether (normalized price value)
(mEry, vars.tokensToEther) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice);
if (mErr!= MathErrorNO_ERROR) {
return (ErrorMATH ERROR, 0, 0);

// sumCollateral += tokensToEther * cTokenBalance
(mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokensToEther, vars.cTokenBalance,
vars.sumCollateral);
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathError NO_ERROR) {
return (Error MATH ERROR, 0, 0);

// Calculate effects of interacting with cTokenModify
if (asset == c;okenﬁgodlﬁ/) {
// redeem effect
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// sumBorrowPlusEffects += tokensToEther * redeemTokens
(mErr,  vars.sumBorrowPlusEffects) =  mulScalarTruncateAddUInt(vars.tokensToEther,

redeemTokens, vars.sumBorrowPlusEffects);

if (mErr |= MathErrorNO_ERROR) {
return (Error MATH ERROR, 0, 0);

// borrow effect
Vi sumBorrowPlusEjgects += oraclePrice * borrowAmount
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects);

if (mErr |= MathErrorNO_ERROR) {
return (Error MATH ERROR, 0, 0);

/
}

// These are safe, as the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
Jel r?turn (ErrorNO_ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0);
else
return (Error NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

* @notice Calculate number of tokens 07[ collateral asset to seize given an underlying amount

* (@dev Used in liquidation (called in cToken.liquidateBorrowFresh)

* @param cTokenBorrowed The address of the borrowed cToken

* @param cTokenCollateral The address TO/ the collateral cToken

* @param repayAmount The amount of cTokenBorrowed underlying to convert into cTokenCollateral tokens
* @return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

Sfunction  liquidateCalculateSeizeTokens(address — cTokenBorrowed, . address. cTokenCollateral, uint
repayAmount) external view returns (uint, uint) {

error

/

/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle.getUnderl;}ingPrice(CToken(cTokenBorrowed) K
uint priceCollateralMantissa = oracle.getUnderlyingPrice(CToken(c TokenCollateral)),
if (priceBorrowedMantissa == MriceCollatemlMantissa ==0){

return (uint(Error.PRICE _ERROR), 0);

/*
* Get the exchange rate and calculate the number of collateral tokens to seize:
* seizeAmount = repayAmount *liquidationIncentive * priceBorrowed / priceCollateral
*  seizeTokens = seizeAmount / excl?angeRate
* = repayAmount * (liquidationIncentive * priceBorrowed) / (priceCollateral * exchangeRate)

uint exchangeRateMantissa = ClToken(cTokenCollateral).exchangeRateStored(); // Note: reverts on

uint seizeTokens;

Exp memory numerator;

Exp memory denominator,

Exp memory ratio;
athError mathErr;

(mathErr, numerator) = mulExpgl{iguidationlncentiveMantissa, priceBorrowedMantissa);
if (mathErr |= MathError NO _ERROR
return (uint(Error MATH ERROR), 0);

(mathErr, denominator) = mulExp(priceCollateralMantissa, exchangeRateMantissa),
if (mathErr |= MathError NO _ERROR
return (uint(Error MATH_ERROR), 0);

(mathErr, ratio) = divExp(numerator, denominator),;
if (mathErr = MathError NO_ERROR) {
return (uint(Evror MATH ERROR), 0);

(mathErr, seizeTokens) = mulScalarTruncate(ratio, repayAmount);
if (mathErr = MathError.NO ERROI}? {
return (uint(Error MATH _ERROR), 0);

return (uint(Errorn.NO_ERROR), seizeTokens);

/*** Admin Functions ***/

/**

* (@dev Admin function to set a new price oracle

* (@notice Sets a new price oracle for the comptroller
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setPriceOracle(PriceOracle newOracle) public returns (uint) {
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// Check caller is admin OR currently initialzing as new unitroller implementation
if (ladminOrlnitializing()) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET PRICE ORACLE OWNER CHECK),;

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Ensure invoke newOracle.isPriceOracle() returns true
// require(newOracle.isPriceOracle(), "oracle method isPriceOracle returned false");

// Set comptroller's oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(Erron NO_ERROR);

/
/* %
* @notice Sets the closeFactor used when liquidating borrows
* @dev Admin function to set closeFactor
* @param newCloseFactorMantissa New close factor, scaled by lel8
* (@return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

Sfunction _setCloseFactor(uint newCloseFactorMantissa) external returns (uint256) {
Check caller is admin OR currently initialzing as new unitroller implementation
if (ladminOrlnitializing()) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SET _CLOSE.FACTOR_OWNER _CHECK);

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
Exp memory lowLimit = Exp({mantissa: closeFactorMinMantissa});
if ;l?essT hanOVEqualExp(newé‘loseFactorExp, lowLimit)) {
return fail(ErrorINVALID CLOSE FACTOR, Failurelnfo.SET CLOSE FACTOR VALIDATION);

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa});
if 5essT hanExp(highLimit, newCloseF actorExﬁé) {
return fail(EvrorINVALID CLOSE_FACTOR, Failurelnfo.SET CLOSE FACTOR_VALIDATION),

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

return uint(ErronNO_ERROR);

/
/* %
* (@notice Sets thecollateralFactor for a market
* (@dev Admin {unction to set per-market collateralFactor
* @param cToken The market to set.the factor on
* @param newCollateralFactorMantissa The new collateral factor, scaled by 1el8
:/ return uint O=success, otherwise a failure. (See ErrorReporter for details)

function _setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external returns (uint256)

// Check caller is admin
if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
Faﬂurelnj;o.SET_COLLA TERAL FACTOR_OWNER CHECK);

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {
return Sfail(Error MARKET NOT LISTED,
F ailurelnj;o.SE T COLLATERAL FACTOR NO_EXISTS);

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa});

// Check collateral factor <= 0.9
Exp memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});
if ;l?ess ThanExp(highLimit, newCollateralFactorExp)) {
return fail(ErrorINVALID COLLATERAL FACTOR,
F ailurelnj;o.SE T COLLATERAL FACTOR _VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa |= () && oracle.getUnderlyingPrice(cToken) == 0) {
return fail(Error. PRICE _ERROR, Failurelnfo.SET COLLATERAL FACTOR WITHOUT PRICE);

// Set market's collateral factor to new collateral factor, remember old value
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uint oldCollateralFactorMantissa = market.collateralFactorMantissa,
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralF actor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa);

return uint(Erron NO_ERROR);

/* %
* @notice Sets maxAssets which controls how many markets can be entered
* (@dev Admin function to set maxAssets
* (@param newMaxAssets New max assets
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

Sfunction _setMaxAssets(uint newMaxAssets) external returns (uint)
// Check caller is admin OR currently initialzing as new unitroller implementation
lf(/adminOrInitializinlg]%) %
return fail(Error UNAUTHORIZED, Failurelnfo.SET MAX ASSETS OWNER CHECK);

uint oldMaxAssets = maxAssets;
maxAssets = newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets);

return uint(Error.NO_ERROR),

/
/* k
* (@notice Sets liquidationIncentive
* @dev Admin function to set liquidationlncentive
* @param newLiquidationIncentiveMantissa New liquidationIncentive scaled by lel8
* (@return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

function _setLiquidationincentive(uint newLiquidationIncentiveMantissa) external returns (uint) {
Check caller is admin OR currently initialzing as new unitroller implementation

if (ladminOrlnitializing()) {
return Jail(Error UNAUTHORIZED,
Fai lurelnj}o. SET _LIQUIDATION_INCENTIVE_OWNER_CHECK);

// Check de-scaled 1 <= newLiquidationDiscount <= 1.5

Exp memory newLiquidationlncentive = Exp({mantissa: newLiquidationIncentiveMantissa}),
Exp memory minLiquidationlncentive = Exp({mantissa: liguidationincentiveMinMantissa});
if (lessThanExp(newLiquidationincentive, minLiquidationlncentive,

) {
return fail(Error.IN| V/iLID_LI QUIDATION_INCENTIVE,
F ailure]n@). SET LIQUIDATION INCENTIVE VALIDATION);

Exp memory maxLiquidationIncentive = Exp({mantissa: liguidationIncentiveMaxMantissa});
if (lessThanExp(maxLiquidationlncentive, newLiquidationlncen ti\}/\? ) {
return fail(ErrorINVALID LIQUIDATION INCENTIVE,
Fai Zure]nj}).SE T LIQUIDATION_INCENTIVE VALIDATION);

// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa;

// Set liquidation incentive to new incentive
liquidationIncentiveMantissa = newLiquidationIncentiveMantissa;

// Emit event with-old incentive, new incentive
emit NewLiquidationlncentive(oldLiquidationlncentiveMantissa, newLiquidationlncentiveMantissa);

return uint(Error.NO_ERROR),

/
/* k
* (@notice Add the market to the markets mapping and set it as listed
* @dev Admin I{unction to set isListed and add support for the market
* @param cToken The address of the market (token) to list
:/ return uint O=success, otherwise a failure. (See enum Error for details)

function _supportMarket(CToken cToken) external returns (uint) {
if (msg.sender = a mg%{
return fail(Error UNAUTHORIZED, Failurelnfo.SUPPORT MARKET OWNER CHECK),

if (markets/address(cToken)].isListed) {
return fail(Erron MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS);

cToken.isCToken(); // Sanity check to make sure its really a CToken

markets[address(cToken)] = Market({isListed: true, collateralFactorMantissa: 0});
emit MarketListed(cToken),
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return uint(ErronNO_ERROR);

function _become(Unitroller unitroller, PriceOracle oracle, uint closeFactorMantissa, uint _maxAssets,

bool reinitializing) public {

require(msg.sender == unitroller.admin(), "only unitroller admin can change brains");
uint changeStatus = unitroller._acceptlmplementation();

require(changeStatus == 0, "change not authorized");

l'f(/reinitializing)é
ComptrollerG1 freshBrainedComptroller = ComptrollerGl(address(unitroller));

// Ensure invoke 7setPriceOracle{) =0
uint err = freshBrainedComptroller._setPriceOracle( oracle);
require (err == uint(ErrorNO_ERROR), "set price oracle error”);

// Ensure invoke _setCloseFactor() = 0
err = freshBrainedComptroller. setCloseFactor( closeFactorMantissa);
require (err == uint(ErrorNO_ERROR), "set close factor error");

// Ensure invoke _setMaxAssets() = 0
err = freshBrainedComptroller._setMaxAssets(_maxAssets);
require (err == uint(ErrorNO_ERROR), "set max asssets error”);

// Ensure invoke 7setLiquidationlncentivifiquidation]ncentiveMinMantissa) =0
err = freshBrainedComptroller. setLi%ui ationlncentive(liquidationlncentiveMinMantissa),
; require (err == uint(Error NO_ERROR), "set liquidation incentive error");
/

/**
* @dev Check that caller is admin or this contract is initializing itself as
* the new implementation.
* There should be no way to satisfy msg.sender == comptrollerimplementaiton
:/without tx.origin also being admin, but both are included for extra safety

function adminOrlnitializing() internal view returns. (bool) {
bool initializing =
mié.sen er == comptrollerlmplementation
&

//solium-disable-next-line security/no-tx-origin
tx.origin == admin

.
bool isAdmin = msg.sender == admin,
return isAdmin || initializing;

CompitrollerGe. sol
pragma solidity 0.5.16;

import "./Cloken.sol";

import "./EvrorReporter.sol”;
import "./Exponential.sol";
import"./PriceOracle.sol";

import "./ComptrollerInterface.sol"”;
import "./ComptrollerStorage.sol";
import "./Unitroller.sol";

/**
*
*
*

title Compound's Comptroller Contract
author Compound

contr/a*ci ComptrollerG2is ComptrollerV2Storage, Comptrollerinterface, ComptrollerEvrrorReporter, Exponential {

* (@notice Emitted when an admin supports a market
*

event MarketListed(CToken cToken),
/* %
:/@notice Emitted when an account enters a market

event MarketEntered(CToken cToken, address account),

/**
* (@notice Emitted when an account exits a market
*

event MarketExited(CToken cToken, address account);

/**
:/@notice Emitted when close factor is changed by admin

event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa);
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/* %
:/@notice Emitted when a collateral factor is changed by admin
event NewCollateralFactor(CToken cloken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa),
/* %
:/@notice Emitted when liquidation incentive is changed by admin
event NewlLiquidationIncentive(uint oldLiquidationIncentiveMantissa, uint

newLiquidationIncentiveMantissa);

/**
: @notice Emitted when maxAssets is changed by admin

event NewMaxAssets(uint oldMaxAssets, uint newMaxAssets);
/* %

* (@notice Emitted when price oracle is changed

*/

event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

/**
* @notice Emitted when pause guardian is changed
*

event NewPauseGuardian(address oldPauseGuardian, address newPauseGuardian);
/* %
:/@notice Emitted when an action is paused globally

event ActionPaused(string action, bool pauseState);

/**
* (@notice Emitted when an action is paused on a market
*

event ActionPaused(CToken cToken, string action, bool pauseState);

// closeFactorMantissa must be strictly greater than this value
uint internal constant closeFactorMinMantissa = 0.05el8; //.0.05

// closeFactorMantissa must not exceed this value
uint internal constant closeFactorMaxMantissa-= 0.9e18; // 0.9

// No collateralFactorMantissa may exceed this value
uint internal constant collateralFactorMaxMantissa = 0.9el8; // 0.9

// liquidationIncentiveMantissa.must be no less than this value
uint internal constant liquidationIncentiveMinMantissa = 1.0el8; // 1.0

// liquidationIncentiveMantissa must be no greater than this value
uint internal constant liquidationIncentiveMaxMantissa = 1.5el8; // 1.5

constructor() public {
admin = msg.sender;

/*** Assets You Are In ***/

JE%
* %ﬂotice Returns the assets an account has entered

* (@param account The address of the account to pull assets for
* @return A dynamic list with the assets the account has entered
*

Sfunction %etAssetsln(address account) external view returns (CToken[] memory) {
CToken[] memory assetsIn = accountAssets[account];

return assetsIn;

/* %

* (@notice Returns whether the given account is entered in the given asset

* (@param account The address of the account to check

* @param cToken The cToken to check

:/ return True if the account is in the asset, otherwise false.

Sfunction checkMembership(address account, CToken cToken) external view returns (bool) {
return markets[address(cToken)].accountMembership[account];

/**

* (@notice Add assets to be included in account liquidity calculation

* @param cTokens The list of addresses of the cToken markets to be enabled

* @return Success indicator for whether each corresponding market was entered
*

Sfunction enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length,
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uint[] memory results = new uint[](len);
for (uinti=0; i <len; i++) {
CToken cToken = Cloken(cTokens[i]);

results[i] = uint(addToMarketInternal(cToken, msg.sender)),

return results;

notice Add the market to the borrower's "assets in" for liquidity calculations
* @param cToken The market to enter

param borrower The address of the account to modify

return Success indicator for whether the market was entered

function addToMarketInternal(CToken cToken, address borrower) internal returns (Error) {
Market storage marketToJoin = markets[address(cToken)];

if (ImarketToJoin.isListed) {
// market is not listed, cannot join
return Error MARKET NOT LISTED;

if (marketToJoin.accountMembership[borrower] == true) {
// already joined
return Error NO_ERROR;

if (accountAssets[borrower].length >= maxAssets) {
// no space, cannot join
return Erron.TOO _MANY ASSETS;

// survived the gauntlet, add to list

// NOTE: we store these somewhat redundantly as a significant optimization

// this avoids having to iterate through the list for the most common use cases.
// that is, only when we need to perfgrm liquidity checks

/" and not wﬁ}enever we want to check if an account is.in a particular market
marketToJoin.accountMembership[borrower] = true;
accountAssets[borrower].push(cloken);

emit MarketEntered(cToken, borrower);

) return Error NO_ERROR;

/* %
* (@notice Removes asset from sender's account liquidity calculation
* @dev Sender must not have an outstanding borrow balance in the asset,
* or be providing neccessary collateral for an outstanding borrow.
* @param cTokenAddress The address of the asset to be removed
:/ return Whether or not.the account successfully exited the market

Sfunction exitMarket(address cTokenAddress) external returns (uint) {
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken.getAccountSnapshot(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"); // semi-opaque error code

/* Fail if the sender has aborrow balance */
if (amountOwed I=.0) {

return fail(Error NONZERO BORROW BALANCE,
Fai lurelnj}o.EXI T MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
L’J{‘i?tl?llowja/, =0};e¢eemAZlowed]nternal(cT okenAddress, msg.sender, tokensHeld);
if (allowed !=
return failO}gaque(Error.REJECTION, Failurelnfo. EXIT MARKET REJECTION, allowed);

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already ‘in’the market */
if (ImarketToExit.accountMembership[msg.sender]) {
return uint(Error.NO_ERROR),

/* Set cToken account membership to false */
delete marketToExit.accountMembership[msg.sender];

/* Delete cToken from the account’s list of assets */

// load into memory for faster iteration

CToken[] memory userAssetList = accountAssets/msg.sender];
uint len = userAssetList.length;

uint assetindex = len;
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for (uinti=0;i<len; i++) {
if (userAssetList[i] == cToken) {
assetIndex = i;
break;

/

// We *must™ have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len);

// copy last item in list to location of item to be removed, reduce length by 1
CTofen[ ] storage storedList = accountAssets[msg.sender];
storedList[assetindex] = storedList[storedList.length - 1];
storedList.length--;

emit MarketExited(cToken, msg.sender);
return uint(Erron NO_ERROR);

/**% Policy Hooks ***/

/**

notice Checks if the account should be allowed to mint tokens in the given market

param cToken The market to verify the mint against

param minter The account which would get the minted tokens

param mintAmount The amount of underlying being supplied to the market in exchange for tokens
return 0 if the mint is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* K X X X *
~

Sfunction mintAllowed(address cToken, address minter, uint mintAmount).external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!mintGuardianPaused[cToken], "mint is paused");

// Shh - currently unused
minter;
mintAmount;

if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks
return uint(Error.NO_ERROR),

/**

notice Validates mint and reverts onrejection. May emit logs.

param cToken Asset being minted

param minter The address minting the tokens

param actualMintAmount The amount of the underlying asset being minted
param mintTokens The number of tokens being minted

* K X X X *
~

Sfunction mintVerify(address cToken, address minter, uint actualMintAmount, uint mintTokens) external {
/N Shh - currently unused
cToken,
minter;
actualMintAmount;
mintTokens;

/ Shh -wedon't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets,

N S~
*
*

notice Checks if the account should be allowed to redeem tokens in the given market

param cToken The market to verify the redeem against

jparam redeemer The account which would redeem the tokens

param redeemTokens The number of cTokens to exchange for the underlying asset in the market
return 0 if the redeem is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* X X X X
~

*

function redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
return redeemAllowedInternal(cToken, redeemer, redeemTokens);

function redeemAllowedInternal(address cToken, address redeemer, uint redeemTokens) internal view returns

(uint) {
if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks

/* If the redeemer is not 'in' the market, then we can bypass the liquidity check */
if (Imarkets[cToken].accountMembership[redeemer]) {
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return uint(ErronNO_ERROR);

/* Otherwise, perform a hypothetical liquidity check to guard against shortfall */
Error err, , uint short]gll) = getHypothetical AccountLiquidityInternal(redeemer, CToken(cToken),
redeemTokens, 0);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(érror.]NS UFFICIENT LIQUIDITY),

return uint(Error.NO_ERROR),

/
/* k
* (@notice Validates redeem and reverts on rejection. May emit logs.
* @param cToken Asset being redeemed
* @param redeemer The address redeemin f the tokens
* @param redeemAmount The amount of the underlying asset being redeemed
* @param redeemTokens The number of tokens being redeemed
*

Sfunction redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
// Shh - currently unused
cToken;
redeemer;

// Require tokens is zero or amount is also zero
if (redeemTokens == (0 && redeemAmount > 0) {
revert("redeemTokens zero");

/* k

notice Checks if the account should be allowed to borrow the underlying asset of the given market
param cToken The market to verify the borrow against

param borrower The account which would borrow the asset

param borrowAmount The amount of underlying the account would borrow

return 0 if the borrow is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* K X X X

*/
Sfunction borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!borrowGuardianPaused[cToken], "borrow is paused");

if (Imarkets[cToken].isListed)
return uint(Error.MA T NOT LISTED);

// *may include Policy Hook-type checks

if (Imarkets[cToken].accountMembership[borrower]) {
// only cTokens may call borrowAllowed if borrower not in market
require(msg.sender == cToken, "sender must be cToken");

// attempt to add borrower to the market
Error err = addToMarketInternal(CToken(msg.sender), borrower);
if (err I= ErrorNO_ERROR).{

return uint(err);

// it should be.impossible to break the important invariant
assert(markets[cToken].accountMembership[borrower]);

/

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
return uint(Erron]gRICE_ERROR); ‘

(Error err, , uint shortfall) = getHypotheticalAccountLiquidityInternal(borrower, CToken(cToken), 0,
borrowAmount);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(l%rronlNS UFFICIENT LIQUIDITY),

return uint(ErronNO_ERROR);

notice Validates borrow and reverts on rejection. May emit logs.

param cToken Asset whose underlying is being borrowed

jparam borrower The address borrowing the underlying

param borrowAmount The amount of tfe underlying asset requested to borrow
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Sfunction borrowVerify(address cToken, address borrower, uint borrowAmount) external {
// Shh - currently unused
cToken,
borrower;
borrowAmount;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

}
/* %
* @notice Checks if the account should be allowed to repay a borrow in the given market
* @param cToken The market to verify the repay against
* @param payer The account which would re aby the asset
* @param borrower The account which would borrowed the asset
* @param repayAmount The amount of the underlying asset the account would repa
- - - - Re
* @return 0 if the repay is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

unction repayBorrowAllowed(
S addrelsjs )c}T oken,
address payer,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
ayer;
orrower;
repayAmount;

if (Imarkets[cToken].isListed) {

return uint(Erron MARKET NOT LISTED),
// *may include Policy Hook-type checks
return uint(Erron NO_ERROR);

N~

~
*
*

notice Validates repag}Borrow and reverts on rejection. May.emit logs.
param cToken Asset being repaid

param payer The address repaying the borrow

param borrower The address of the borrower

param actualRepayAmount The amount of underlying being repaid

* K X X X X
~

function repayBorrowVerify(

address cToken,
address payer,
address borrower,
uint actualRepayAmount,
uint borrowerindex) external {
//.Shh - currently unused
cToken,

ayer;

orrower;
actualRepayAmount;
borrowerlIndex;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets =maxAssets;

/* %

notice Checks if the liquidation should be allowed to occur

param cTokenBorrowed Asset which was borrowed by the borrower

param cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
param borrower The address off‘}'te borrower

param repayAmount The amount of underlying being repaid

* K K X X X X
~

function liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
liquidator;

if (Imarkets[cTokenBorrowed].isListed || Imarkets[cTokenCollateral].isListed) {
return uint(Erron MARKET NOT LISTED),

// *may include Policy Hook-type checks
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/* The borrower must have shortfall in order to be liquidatable */
(Error err, , uint shortfall) = getAccountLiquidityInternal(borrower);
if (err I= ErronNO_ERROR) {

return uint(err);

/
if (shortfall == 0) {
return uint(Error INSUFFICIENT SHORTFALL),

/* The liquidator may not repay more than what is allowed by the closeFactor */
uint borrowBalance = CToken(cTokenBorrowed).borrowBalanceStored(borrower);
;MathError mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr |= MathErrorNO_ERROR) {
return uint(Error. MATH _ERROR);

if (repayAmount > maxClose)
return uint(Error. T OO_A/; UCH REPAY);

return uint(ErronNO_ERROR);

/* %

notice Validates liquidateBorrow and reverts on rejection. May emit logs:
param cTokenBorrowed Asset which was borrowed by the borrower

param cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oftphe borrower

param actualRepayAmount The amount of underlying being repaid

* K K X X X ¥

Sfunction liquidateBorrowVerig(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint actualRepayAmount,
uint seizeTokens) external {
// Shh - currently unused
cTokenBorrowed;
cTokenCollateral;
liquidator;
borrower;
actualRepayAmount;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/* %

notice Checks if the seizing of assets should be allowed to occur

param cTokenCollateral Asset which was used as collateral and will be seized
param cTokenBorrowed Asset which was borrowed by the borrower

param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oftphe borrower

)param.seizeTokens The number of collateral tokens to seize

* KX X X X X
~

function seizeAllowed(
address. cTokenCollateral,
address ¢TokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!seizeGuardianPaused, "seize is paused");

// Shh - currently unused
liquidator;

borrower;

seizeTokens;

if (Imarkets[cTokenCollateral].isListed || !markets[cTokenBorrowed].isListed) {
return uint(Erron MARKET NOT LISTED),

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Erron COMPTROLLER MISMATCH),

// *may include Policy Hook-type checks
return uint(Error.NO_ERROR),
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* (@notice Validates seize and reverts on rejection. May emit logs‘

* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower

* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/}t}ze borrower

* @param seizeTokens The number of collateral tokens to seize

function seize VerZﬁ/(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
// Shh - currently unused
cTokenCollateral;
cTokenBorrowed;
liquidator;
borrower;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/* k

notice Checks if the account should be allowed to transfer tokens-in the given market

param cToken The market to verify the transfer against

param src The account which sources the tokens

param dst The account which receives the tokens

param transferTokens The number of cTokens to transfer

: return 0 if the transfer is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

Sfunction transferAllowed(address cToken, address src,.address dst, uint transferTokens) external returns (uint)

* K X X X *
~

// Pausing is a very serious situation - we revert to sound the alarms
require(!transferGuardianPaused, "transfer is paused");

// Shh - currently unused
dst;

// *may include Policy Hook-type checks

// Currently the only consideration is whether or not
the src is allowed to redeem this many tokens
return redeemAllowedInternal(cToken, src, transferTokens),

/* %

notice Validates transfer and reverts on rejection. May emit logs.
param cToken Asset being transferred

param src The account which sources-the tokens

param dst The account which receives the tokens

param transferlokens The number of cTokens to transfer

* X X X X

*/
function transferVerify(address cToken, address src, address dst, uint transferTokens) external {
// Shh - currently unused
cToken;
SrC;
dst;
transferTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
/**% Liquidity/Liquidation Calculations ***/
/* *
* @dev Local vars for avoiding stack-depth limits in calculating account liquidity.
* " Note that cTokenBalance ' is the number of cTokens the account owns in the market,
* whereas "borrowBalance is the amount of underlying that the account has borrowed.
*/
StructAccountLlZuidityLocal Vars {
uint sumCollateral;
uint sumBorrowPlusEffects;
uint cTokenBalance,
uint borrowBalance;
uint exchangeRateMantissa;
uint oraclePriceMantissa;
Exp collateralFactor,
Exp exchangeRate;
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Exp oraclePrice;
Exp tokensToEther;

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code (semi-opaque),
account liquidity in excess of collateral requirements,

* account shortfall below collateral requirements)

*/
function getAccountLiquidity(address account) public view returns (uint, uint, uint) {
0.0 (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),

return (uint(err), liquidity, shortfall);

/**
* @notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code,
account liquidity in excess of collateral requirements,

* account shortfall below collateral requirements)

*/
Sfunction getAccountLiquidi}ylntemal(address account) internal view returns (Error, uint, uint) {
return getHypotheticalAccountLiquidityInternal(account, CToken(0), 0, 0);

/* %
* (@notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
* @param cTokenModify The market to hypothetically redeem/borrow.in
* @param account The account to determine liquidity for
* @param redeemTokens The number of tokens to hypothetically redeem
: param borrowAmount The amount of underlying to hypothetically borrow

return (possible error code (semi-opaque),
hypothetical account liquidity in excess of collateral requirements,

* hypothetical account shortfall below collateral requirements)

*/
function getHypotheticalAccountLiquidity(
address account,

address cTokenModify,

uint redeemTokens,

uint borrowAmount) public view returns (uint, uint, uint) {

Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquidityInternal(account,

CToken(cTokenModify), redeemTokens, borrowAmount);
return (uint(err), liquidity, shortfall);

~
*
*

notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically redeem/borrow in
param account The account to determine liquidity for
)param redeemTokens The number of tokens to hypothetically redeem
)param borrowAmount The amount of underlying to hypothetically borrow
dev Note that we calculate the exchangeRateStored ]gr each collateral cToken using stored data,
without calculating accumulated interest.
@return (possible error code,
hypothetical account liquidity in excess of collateral requirements,
hypothetical account shortfall below collateral requirements)

* K K K X X X X

k
%
functio;zlgetHypotheticalAccountLiquiditylnternal(
address account,
CToken cTokenModify,
uint redeemTokens,
uint borvowAmount) internal view returns (Error, uint, uint) {

AccountLiquidityLocalVars memory vars, // Holds all our calculation results
uint oErr;
MathError mErr;

// For each asset the account is in
CToken[] memory assets = accountAssets[account];
for (uinti = 0; i < assets.length; i++) {

CToken asset = assets| 1(77 ;

// Read the balances and exchange rate from the cToken

(oErr, vars.cTokenBalance, vars.borrowBalance, vars.exchangeRateMantissa) =
asset.getAccountSnapshot(account),
if (oErr I= 0) { // semi-opaque error code, we assume NO ERROR == 0 is invariant between

upgrades
return (Error.SNAPSHOT ERROR, 0, 0);

vars.collateralFactor = Exp({mantissa: markets[address(asset)].collateralFactorMantissa});
vars.exchangeRate = Exp({mantissa: vars.exchangeRateMantissa}),

// Get the normalized price of the asset

vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == 0) {
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return (Error.PRICE_ERROR, 0, 0);
vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

// Pre-compute a conversion factor from tokens -> ether (normalized price value)
(mErr, vars.tokensToEther) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice),
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// sumCollateral += tokensToEther * cTokenBalance
(mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokensToEther, vars.cTokenBalance,
vars.sumCollateral);
if (mErr |= MathErrorNO_ERROR) {
return (Error MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
;mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO_ERROR) {
return (ErrorMATH ERROR, 0, 0);

// Calculate effects of interacting with cTokenModify
if (asset == cTokenModify) {
// redeem effect
// sumBorrowPlusEffects += tokensToEther * redeemTokens
(mErr,  vars.sumBorrowPlusEffects) =  mulScalarTruncateAddUInt(vars.tokensToEther,
redeemTokens, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// borrow effect
// sumBorrowPlusEffects += oraclePrice * borrowAmount
(mErr, vars.sumBorrowPlusEffects) = mulSecalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO_ERROR) {
return (Error MATH ERROR, 0, 0);

/
/

// These are safe, as the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
Jel rf(turn (ErrorNO_ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0);
else
return (Error.NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

/

/* %
* (@notice Calculate number of tokens (5{ collateral asset to seize given an underlying amount
* @dev Used in liquidation (called in cToken.liquidateBorrowFresh)
* @param cTokenBorrowed The address of the borrowed cToken
* @param cTokenCollateral The address of the collateral cToken

" * @param actualRepayAmount The amount of cTokenBorrowed underlying to convert into cTokenCollateral
tokens

:/@return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

Sfunction  liquidateCalculateSeizeTokens(address  cTokenBorrowed, address cTokenCollateral,  uint
actualRepagAmount) external view returns (uint, uin;‘) {
/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle. getUnderl}yingPrice(CT oken(cTokenBorrowed)/;
uint priceCollateralMantissa = oracle.getUnder yiﬁfPrice(CToken(cTokenCollatem )
if (priceBorrowedMantissa == 0 || priceCollateralMantissa == 0) {
return (uint(Error.PRICE_ERROR), 0);

/*
* Get the exchange rate and calculate the number of collateral tokens to seize:
*  seizeAmount = actualRepayAmount * liquidationIncentive * priceBorrowed / priceCollateral
*  seizeTokens = seizeAmount / exchangeRate
* = actualRepayAmount * (liquidationincentive * priceBorrowed) / (priceCollateral *

exchan geRtit/e)

uint exchangeRateMantissa = CToken(cTokenCollateral).exchangeRateStored(); // Note: reverts on
error

uint seizeTokens;

Exp memory numerator;

Exp memory denominator;

Exp memory ratio;

MathError mathErr;

(mathErr, numerator) = mulExp(liquidationIncentiveMantissa, priceBorrowedMantissa);
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if (mathErr I= MathError.NO ERROI}? {
return (uint(Erron MATH _ERROR), 0);

(mathErr, denominator) = mulExp(priceCollateralMantissa, exchangeRateMantissa);
if (mathErr |= MathError NO _ERROR
return (uint(Error MATH_ERROR), 0);

(mathErr, ratio) = divExp(numerator, denominator),;
if (mathErr = MathError NO_ERROR) {
return (uint(Evror MATH ERROR), 0);

(mathErr, seizeTokens) = mulScalarTruncate(ratio, actualRepayAmount);
if (mathErr = MathError.NO ERROI}? {
return (uint(Error MATH _ERROR), 0);

return (uint(Errorn.NO_ERROR), seizeTokens);

/*** Admin Functions ***/

/* %

* (@notice Sets a new price oracle for the comptroller

* (@dev Admin function to set a new price oracle
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setPriceOracle(PriceOracle newOracle) public returns (uing){
// Check caller is admin
if (msg.sender != admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SET PRICE ORACLE OWNER _CHECK);

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Set comptroller's oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(ErronNO_ERROR);

/
/* %
* @notice Sets the closeFactor used when. liquidating borrows
* @dev Admin function to set closeFactor
* @param newCloseFactorMantissa New close factor, scaled by lel8
* (@return uint O=success, otherwise a failure. (See ErrorReporter for details)
*/

Sfunction setCloseFactor(uint newCloseFactorMantissa) external returns (uint256) {
/N Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET CLOSE FACTOR _OWNER CHECK),

Exp memory newCloseFactorExp = Exp({mantissa: newCloseFactorMantissa});
Exp memory.lowLimit = Exp({mantissa: closeFactorMinMantissa});
if ;ljessT hanOrE$ualExp(newéloseF actorExp, lowLimit)) {
return fail(ErrorINVALID CLOSE FACTOR, Failurelnfo.SET CLOSE FACTOR VALIDATION);

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa}),
if 5essT hanExp(highLimit, newCloseF actorExﬁg {
return fail(EvrorINVALID CLOSE FACTOR, Failurelnfo.SET CLOSE FACTOR_VALIDATION),

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

return uint(ErronNO_ERROR);

/
/* %
* (@notice Sets the collateralFactor for a market
* @dev Admin {unction to set per-market collateralFactor
* @param cToken The market to set the factor on
* @param newCollateralFactorMantissa The new collateral factor, scaled by 1el8
:/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)

Sfunction _setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external returns (uint256)

// Check caller is admin
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if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
Faﬂurelnj;o.SET_COLLA TERAL FACTOR_OWNER CHECK);

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {

return Sfail(Error MARKET NOT LISTED,
F ailurelnj}o. SET COLLATERAL FACTOR_NO_EXISTS);

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa});

// Check collateral factor <= 0.9
]j?{x;l? memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});
i

essThanExp(highLimit, newCollateralFactorExp)) {
return fail(ErrorINVALID COLLATERAL FACTOR,
Failureln j;o SET COLLATERAL FACTOR VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa |= () && oracle.getUnderlyingPrice(cToken) ==0) {
return fail(Error. PRICE _ERROR, Failurelnfo.SET COLLATERAL FACTOR WITHOUT PRICE);

// Set market's collateral factor to new collateral factor, remember old value
uint oldCollateralFactorMantissa = market.collateralFactorMantissa;
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralF actor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa);

return uint(Erron NO_ERROR);

}
/* %
* @notice Sets maxAssets which controls how many markets can be entered
* (@dev Admin function to set maxAssets
* @param newMaxAssets New max assets
* @return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

Sfunction _setMaxAssets(uint newMaxAssets) external returns (uint) {
// Check caller is admin
if (msg.sender = admiUnK[{
return fail(Error UNAUTHORIZED, Failurelnfo.SET. MAX ASSETS OWNER CHECK);

uint oldMaxAssets = maxAssets,
maxAssets = newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets);

return uint(Error.NO_ERROR);

/
/* k
* (@notice Sets liquidationIncentive
* (@dev Admin function to set liquidationlncentive
* @param newLiquidationIncentiveMantissa New liquidationIncentive scaled by 1el8
*/ return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*

function _setLiquidationlncentive(uint newLiquidationIncentiveMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
Failurelnj;o.SET_LlQUIDA TION INCENTIVE_OWNER _CHECK);

// Check de-scaled min <= newLiquidationIncentive <= max

Exp memory newLiquidationlncentive = Exp({mantissa: newLiquidationIncentiveMantissa}),
Exp memory minLiquidationlncentive = Exp({mantissa: liguidationincentiveMinMantissa});
if (lessThanExp(newLiquidationincentive, minLiquidationlncentive,

) {
return fail(Error.IN| V/iLID_LI QUIDATION_INCENTIVE,
F ailure]n@). SET LIQUIDATION INCENTIVE VALIDATION);

Exp memory maxLiquidationIncentive = Exp({mantissa: liguidationlncentiveMaxMantissa});
if (lessThanExp(maxLiquidationlncentive, newLiquidationIncenti}/\?)) {
return fail(ErrorINVALID LIQUIDATION INCENTIVE,
F ailure]n@). SET LIQUIDATION INCENTIVE VALIDATION);

// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa;

// Set liquidation incentive to new incentive
liquidationIncentiveMantissa = newLiquidationIncentiveMantissa;
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// Emit event with old incentive, new incentive
emit NewLiquidationlncentive(oldLiquidationIncentiveMantissa, newLiquidationlncentiveMantissa);

return uint(Error.NO_ERROR),

/* k
* (@notice Add the market to the markets mapping and set it as listed
* @dev Admin I{unction to set isListed and add support for the market
* @param cToken The address of the market (token) to list
:/ return uint O=success, otherwise a failure. (See enum Error for details)

function _supportMarket(CToken cToken) external returns (uint) {

/

if (msg.sender = a mg%{
return fail(Error UNAUTHORIZED, Failurelnfo.SUPPORT MARKET OWNER CHECK),

if (markets/address(cToken)].isListed) {
return _fail(Error MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS);
cToken.isCToken(); // Sanity check to make sure its really a CToken

markets[address(cToken)] = Market({isListed: true, isComped: false, collateralFactorMantissa: 0});
emit MarketListed(cToken),

return uint(Erron NO_ERROR);

/**

param newPauseGuardian The address of the new Pause Guardian

notice Admin function to change the Pause Guardian
return uint O=success, otherwise a failure. (See enum Error for details)

Sfunction _setPauseGuardian(address newPauseGuardian) public veturns (uint) {

/

if (msg.sender != adm{%{
return fail(Erron UNAUTHORIZED, Failurelnfo.SET PAUSE. GUARDIAN OWNER _CHECK);

// Save current value for inclusion in log
address oldPauseGuardian = pauseGuardian,

// Store pauseGuardian with value newPauseGuardian
pauseGuardian = newPauseGuardian;

// Emit NewPauseGuardian(OldPauseGuardian, NewPauseGuardian)
emit NewPauseGuardian(oldPauseGuardian, pauseGuardian);

return uint(Error.NO_ERROR),

function _setMintPaused(CToken cloken, bool state) public returns (bool) {

require(markets[address(cToken)].isListed, "cannotapause a market that is not listed"),
require(msg:sender == pauseGuardian|| msg.sender == admin, "only pause guardian and admin can

pause");

/

require(msg.sender == admin || state == true, "only admin can unpause”);

mintGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Mint", state);
return state;

Sfunction _setBorrowPaused(CToken cToken, bool state) public returns (bool) {

require(markets[address(cToken)].isListed, ”cannotdpause a market that is not listed"),
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can

pause");

/

require(msg.sender == admin || state == true, "only admin can unpause");

borrowGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Borrow", state);
return state;

Sfunction _setTransferPaused(bool state) public returns (bool) {

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can

pause");

/

require(msg.sender == admin || state == true, "only admin can unpause”);

transferGuardianPaused = state;
emit ActionPaused("Transfer", state);
return state;

function _setSeizePaused(bool state) public returns (booé) {

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can

pause");

-97.-



ap
[ayay
op

AN

\!

A AR

B

S it FilDA

require(msg.sender == admin || state == true, "only admin can unpause”);

seizeGuardianPaused = state;
emit ActionPaused("Seize", state);
return state;

function _become(Unitroller unitroller) public {
require(msg.sender == unitroller.admin(), "only unitroller admin can change brains");

uint changeStatus = unitroller._acceptImplementation();
require(changeStatus == 0, "change not authorized");

Complrollercs. sol
pragma solidity 0.5.16;

import "./CToken.sol";

import "./ErrorReporter.sol";
import "./Exponential.sol”;

import "./PriceOracle.sol";

import "./ComptrollerInterface.sol";
import "./ComptrollerStorage.sol";
import "./Unitroller.sol”;

import "./Governance/Comp.sol";

/**

* @title Compound's Comptroller Contract
:/ author Compound
contract ComptrollerG3 is ComptrollerV3Storage, Comptrollerinterface, ComptrollerErrorReporter, Exponential {
/// @notice Emitted when an admin supports a market
event MarketListed(CToken cToken),

/// @notice Emitted when an account enters a market
event MarketEntered(CToken cToken, address account),

/// @notice Emitted when an account exits a market
event MarketExited(CToken cToken, address account),

/// @notice Emitted when close factor is changed by admin
event NewCloseFactor(uint oldCloseFactorMantissa, uint newCloseFactorMantissa),

/// @notice Emitted when a collateral factor is changed by admin
event NewCollateralFactor(CToken cToken, uint oldCollateralFactorMantissa, uint
newCollateralFactorMantissa),

/1 @notice Emitted when liquidation incentive is changed by admin
event NewlLiquidationincentive(uint oldLiquidationlncentiveMantissa, uint
newLiquidationIncentiveMantissa),

/// @notice Emitted when maxdssets is changed by admin
event NewMaxAssets(uint oldMaxAssets, uint newMaxAssets);

/I @notice Emitted when price oracleiis changed
event NewPriceOracle(PriceOracle oldPriceOracle, PriceOracle newPriceOracle);

/// @notice Emitted when pause guardian is changed
event NewPauseGuardian(address oldPauseGuardian, address newPauseGuardian),

/// @notice Emitted when an action is paused globally
event ActionPaused(string action, bool pauseState);

/// @notice Emitted when an action is paused on a market
event ActionPaused(CToken cToken, string action, bool pauseState);

/// @notice Emitted when market comped status is changed
event MarketComped(CToken cToken, bool isComped);

/1 @notice Emitted when COMP rate is changed
event NewCompRate(uint oldCompRate, uint newCompRate),

/1 @notice Emitted when a new COMP speed is calculated for a market
event CompSpeedUpdated(CToken indexed cToken, uint newSpeed);

/1 @notice Emitted when COMP is distributed to a s%pflier
event DistributedSupplierComp(CToken indexed cToken, address indexed supplier, uint compDelta, uint
compSupplyIndex);

/// @notice Emitted when COMP is distributed to a borrower
event DistributedBorrowerComp(CToken indexed cToken, address indexed borrower, uint compDelta, uint
compBorrowIndex);

/// @notice The threshold above which the flywheel transfers COMP, in wei
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uint public constant compClaimThreshold = 0.001el8;

/] @notice The initial COMP index ]for a market
uint224 public constant complnitiallndex = 1e36;

// closeFactorMantissa must be strictly greater than this value
uint internal constant closeFactorMinMantissa = 0.05el8; // 0.05

// closeFactorMantissa must not exceed this value
uint internal constant closeFactorMaxMantissa = 0.9el18; // 0.9

// No collateralFactorMantissa may exceed this value
uint internal constant collateralFactorMaxMantissa = 0.9el8; // 0.9

// liquidationIncentiveMantissa must be no less than this value
uint internal constant liquidationIncentiveMinMantissa = 1.0el8; // 1.0

// liquidationIncentiveMantissa must be no greater than this value
uint internal constant liquidationIncentiveMaxMantissa = 1.5el8; // 1.5

constructor() public {
admin = msg.sender;

/*¥** Assets You Are In ***/

/* %
* %ﬂotice Returns the assets an account has entered

* @param account The address of the account to pull assets for
* (@return A dynamic list with the assets the account has entered
*

function getAssetsIn(address account) external view returns (CToken[] memory) {
CToken[] memory assetsIn = accountAssets[account];

return assetsin;

* (@notice Returns whether the given account is entered in the given asset
%
param account The address of the account to check
* @param cToken The cToken to check
* @return True if the account is in the asset, otherwise false.

function checkMembership(address account, CToken c¢Token) external view returns (bool) {
return markets[address(cToken)].accountMembership/account];

/**
* (@notice Add assets to be included in account liquidity calculation
param cTokens The list of addresses of the cToken markets to be enabled
* @return Success indicator for whether each corresponding market was entered
function enterMarkets(address[] memory cTokens) public returns (uint[] memory) {
uint len = cTokens.length,

uint/, memozy results = newuint[](len);
for (uinti = 0;i < len; i++
CToken cToken = CTloken(cTokens[i]);

results[i] = uint(addToMarketinternal(cToken, msg.sender));

return results;

/

/* %

* (@notice Add the market to the borrower's "assets in" for liquidity calculations

* @param cToken The market to enter

* @param borrower The address of the account to modify

: return Success indicator for whether the market was entered

Sfunction addToMarketInternal(CToken cToken, address borrower) internal returns (Error) {
Market storage marketToJoin = markets[address(cToken)];

if (ImarketToJoin.isListed) {
// market is not listed, cannot join
return Error MARKET NOT LISTED;

if (marketToJoin.accountMembership[borrower] == true) {
// already joined
return ErrorNO_ERROR;

if (accountAssets[borrower].length >= maxAssets) {
// no space, cannot join
return ErrorTOO_MANY ASSETS;
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// survived the gauntlet, add to list

// NOTE: we store these somewhat redundantly as a significant optimization

// this avoids having to iterate through the list for the most common use cases
// that is, only when we need to perfgrm liquidity checks

/" and not w;enever we want to check if an account is in a particular market
marketToJoin.accountMembership[borrower] = true;
accountAssets[borrower].push(cloken);

emit MarketEntered(cToken, borrower),;

; return Error NO_ERROR;

/* %
* (@notice Removes asset from sender's account liquidity calculation
* (@dev Sender must not have an outstanding borrow balance in the asset,
or be providing neccessary collateral for an outstanding borrow.
* @param cTokenAddress The address of the asset to be removed
:/ return Whether or not the account successfully exited the market

*

function exitMarket(address cTokenAddress) external returns (uint) {
CToken cToken = CToken(cTokenAddress);
/* Get sender tokensHeld and amountOwed underlying from the cToken */
(uint oErr, uint tokensHeld, uint amountOwed, ) = cToken.getAccountSnapshot(msg.sender);
require(oErr == 0, "exitMarket: getAccountSnapshot failed"); // semi-opaque error.code

/* Fail if the sender has a borrow balance */
if (amountOwed = 0) {
return fail(Error NONZERO BORROW BALANCE,
Fai Zure]n@). EXIT MARKET BALANCE OWED);

/* Fail if the sender is not permitted to redeem all of their tokens */
??tl?llow;d/ =032¢eemAllowedlntemal(cT okenAddress, msg.sender, tokensHeld);
if (allowed =
return fail O]I)aque(Error. REJECTION, Failurelnfo. EXIT MARKET/REJECTION, allowed),

Market storage marketToExit = markets[address(cToken)];

/* Return true if the sender is not already ‘in’the market */
if (ImarketToExit.accountMembership [msg.sender]) {
return uint(ErronNO_ERROR);

/* Set cToken account membership to.false */
delete marketToExit.accountMembership/msg.sender];

/* Delete cToken from the accounts list of assets */
// load into memory for faster iteration
CToken[] memory userAssetList = accountdssets/msg.sender];
uint len = userAssetList.length;
uint assetindex = len;
for (uint i = 0; i < len, i++) {

if (userAssetList[i] == cToken) {

assetIndex = i;

) break;

/

// We *must* have found the asset in the list or our redundant data structure is broken
assert(assetIndex < len),

/7 cogy last item in list to location of item to be removed, reduce length by 1
CToken[] storage storedList = accountAssets[msg.sender];
storedList[assetindex] = storedList[storedList.length - 1];
storedList.length--;

emit MarketExited(cToken, msg.sender);

return uint(Erron NO_ERROR);

}
/**% Policy Hooks ***/
/**
* @notice Checks if the account should be allowed to mint tokens in the given market
* Token Th rket to verify the mint against
param cToken The ma 7Y
* @param minter The account which would get the minted tokens
* @param mintAmount The amount of underlying being supplied to the market in exchange for tokens
* @return 0 if the mint is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*

Sfunction mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!mintGuardianPaused[cToken], "mint is paused");
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// Shh - currently unused
minter;
mintAmount;

if (Imarkets[cToken].isListed)
return uint(ErronMARKEZr T NOT LISTED),

// Keep the flywheel moving
ydateCompSulpply]ndex(cT oken);
istributeSupplierComp(cToken, minter, false);

return uint(Error.NO_ERROR),

/**
* (@notice Validates mint and reverts on rejection. May emit logs.
* @param cToken Asset being minted
* @param minter The address minting the tokens
* @param actualMintAmount The amount of the underlying asset being minted
: param mintTokens The number of tokens being minted

Sfunction mintVerify(address cToken, address minter, uint actualMintAmount, uint mintTokens) external {
// Shh - currently unused
cToken;
minter;
actualMintAmount;
mintTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
}
/* %
* @notice Checks if the account should be allowed to redeem tokens in the given-market
* (@param cToken The market to verify the redeem against
* @param redeemer The account which would redeem the tokens
* @param redeemTokens The number of cTokens to exchange for the underéyin o asset in the market
:/ return 0 if the redeem is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

function redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint) {
uint allowed = redeemAllowedInternal(cToken, redeemer, redeemTokens);
if (allowed != uint(Erron NO_ERROR)){
return allowed;

// Keep the flywheel moving
?daz‘eCompSL;pplylndex(c Token);
istributeSupplierComp(cToken, redeemer, false);

) return uint(ErrorNO_ERROR);

Sfunction redeemAllowedInternal(address cToken, address redeemer, uint redeemTokens) internal view returns

(uint) {
if (lmarkets[cToken].isListed) {
return uint(ErronMARKET NOT LISTED),

/* If the redeemer is not'in' the market, then we can by;)ass the liquidity check */
if (Imarkets[cToken].accountMembership [redeemer]) {
return uint(Error.NO_ERROR),

/* Otherwise, perform a hypothetical liquidity check to guard against shortfall */
Error err, , uint shortfall) = getHypotheticalAccountLiquiditylnternal(redeemer, CToken(cToken),
redeemTokens, 0);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(ErrorINSUFFICIENT LIQUIDITY);

return uint(ErronNO_ERROR);

/* %

notice Validates redeem and reverts on rejection. May emit logs.

param cToken Asset being redeemed

)param redeemer The address redeeming the tokens

param redeemAmount The amount of tﬁe underlying asset being redeemed
param redeemTokens The number of tokens being redeemed

* K X X X
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Sfunction redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external {
// Shh - currently unused
cToken,
redeemer;

// Require tokens is zero or amount is also zero
if (redeemTokens == (0 && redeemAmount > 0) {
revert("redeemTokens zero");

~~

~
*
*

notice Checks if the account should be allowed to borrow the underlying asset of the given market
param cToken The market to verify the borrow against

param borrower The account which would borrow the asset

param borrowAmount The amount of underlying the account would borrow

return 0 if the borrow is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)

* K X X X
~

*

Sfunction borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!borrowGuardianPaused[cToken], "borrow is paused");

if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

if (Imarkets[cToken].accountMembership[borrower]) {
// only cTokens may call borrowAllowed if borrower not in market
require(msg.sender == cloken, "sender must be cToken");

// attempt to add borrower to the market
Error err = addToMarketInternal(CToken(msg.sender), borrower);
if (err I= ErronNO_ERROR) {

return uint(err);

//it should be impossible to break the important invariant
assert(markets[cToken].accountMembership[borrower]),

/

if (oracle.getUnderlyingPrice(CToken(cToken)) == 0) {
return uint(Error PRICE_ERROR);

(Error err, , uint shortfall) = getHypotheticalAccountLiquidityInternal(borrower, CToken(cToken), 0,
borrowAmount);
if (err I= ErronNO_ERROR) {
return uint(err);

if (shortfall > 0) {
return uint(ErrorINSUFFICIENT LIQUIDITY),

7/ Keep the flywheel moving

Exp memory borrowlndex = Exp({mantissa: CToken(cToken).borrowlndex()});

updateCompBorrowlndex(cToken, borrowlndex);
istributeBorrowerComp(cToken, borrower, borrowIndex, false);

return uint(Error NO.ERROR);

/
/* k
* (@notice Validates borrow and reverts on rejection. May emit logs.
* @param cloken Asset whose underlying is being borrowed
* @param borrower The address borrowing the underlying
%

param borrowAmount The amount of the underlying asset requested to borrow

function borrowVerify(address cToken, address borrower, uint borrowAmount) external {
// Shh - currently unused
cToken,
borrower;
borrowAmount,

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/
/* k
* @notice Checks if the account should be allowed to repay a borrow in the given market
* @param cToken The market to verify the repay against
* @param payer The account which would re ag/ the asset
* @param borrower The account which would borrowed the asset
* @param repayAmount The amount of the underlying asset the account would repa
. - - - - Re
return 0 if the repay is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/
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Sfunction repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns (uint) {
// Shh - currently unused
payer;
borrower;
repayAmount;

if (Imarkets[cToken].isListed) {
return uint(Erron MARKET NOT LISTED),

// Keep the flywheel moving

Exp memory borrowlndex = Exp({mantissa: CToken(cToken).borrowlndex()});

updateCompBorrowlndex(cToken, borrowlndex);
istributeBorrowerComp(cToken, borrower, borrowIndex, false);

return uint(Error.NO_ERROR),

/* k
notice Validates repag/Borrow and reverts on rejection. May emit logs.
param cToken Asset being repaid
param payer The address repaying the borrow
param borrower The address of the borrower
param actualRepayAmount The amount of underlying being repaid

* K X X X *
~

‘unction repayBorrowVeri
S addrels)s )c}T oken, e

address payer,
address borrower,
uint actualRepayAmount,
uint borrowerindex) external {
// Shh - currently unused
cToken,
payer;
borrower;
actualRepayAmount;
borrowerIndex;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/* %

notice Checks if the liquidation should be allowed to occur

param cTokenBorrowed Asset which was borrowed by the borrower

jparam cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
param borrower The address oft%ze borrower

)param repayAmount The amount of underlying being repaid

* K K K X X ¥

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount)-external returns (uint) {
// Shh - currently unused
liquidator;

if (Imarkets[cTokenBorrowed].isListed H !markets[cTokenCollateral].isListed) {
return uint(Erron MARKET NOT LISTED),

/* The borrower must have shortfall in order to be liquidatable */
(Error err, , uint shortfall) = getAccountLiquidityInternal(borrower);
if (err I= ErronNO_ERROR) {

return uint(err);

if (shortfall == 0) {
return uint(ErrorINSUFFICIENT SHORTFALL),

/* The liquidator may not repay more than what is allowed by the closeFactor */
uint borrowBalance = CToken(cTokenBorrowed).borrowBalanceStored(borrower);
;MathError mathErr, uint maxClose) = mulScalarTruncate(Exp({mantissa: closeFactorMantissa}),
borrowBalance);
if (mathErr = MathErrorNO_ERROR) {
return uint(Erron MATH ERROR);

if (repayAmount > maxClose) {
return uint(Erron TOO_MUCH REPAY);
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return uint(Erron NO_ERROR);

/* %

notice Validates liquidateBorrow and reverts on rejection. May emit logs.
param cTokenBorrowed Asset which was borrowed by the borrower

param cTokenCollateral Asset which was used as collateral and will be seized
param liquidator The address repaying the borrow and seizing the collateral
param borrower The address off‘}'te borrower

param actualRepayAmount The amount of underlying being repaid

* K KX X X X X

function liquidateBorrowVerify(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint actualRepayAmount,
uint seizeTokens) external {
// Shh - currently unused
cTokenBorrowed;
cTokenCollateral;
liquidator;
borrower;
actualRepayAmount;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

/

/* k
* (@notice Checks if the seizing of assets should be allowed to occur
* @param cTokenCollateral Asset which was used as:collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/}t}ze borrower
:/ param seizeTokens The number of collateral tokens to seize

Sfunction seizeAllowed(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint) {
// Pausing is a very serious situation - we revert to sound the alarms
require(!seizeGuardianPaused, "seize is paused");

// Shh - currently unused
seizeTokens;

if (/markets[cTokenCollateral].isListed || Imarkets[cTokenBorrowed].isListed) {
return uint(Erron MARKET NOT LISTED),

if (CToken(cTokenCollateral).comptroller() != CToken(cTokenBorrowed).comptroller()) {
return uint(Erron COMPTROLLER MISMATCH),

// Keep the flywheel moving

?dateCompSL;pplylndex(cT okenCollateral);
istributeSupplierComp(cTokenCollateral, borrower, false);

distributeSupplierComp(cTokenCollateral, liquidator, false);

return uint(Error.NO_ERROR),

/

/* k
* (@notice Validates seize and reverts on rejection. May emit logs‘
* @param cTokenCollateral Asset which was used as collateral and will be seized
* @param cTokenBorrowed Asset which was borrowed by the borrower
* @param liquidator The address repaying the borrow and seizing the collateral
* @param borrower The address o/}t}ze borrower
:/ param seizeTokens The number of collateral tokens to seize

Sfunction seizeVerify(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external {
// Shh - currently unused
cTokenCollateral;
cTokenBorrowed;
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liquidator;
borrower;
seizeTokens;

// Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets;

}
/
/* k
* @notice Checks if the account should be allowed to transfer tokens in the given market
* @param cToken The market to verify the transfer against
* @param src The account which sources the tokens
* @param dst The account which receives the tokens
* @param transferTokens The number of cTokens to transfer
* @return 0 if the transfer is allowed, otherwise a semi-opaque error code (See ErrorReporter.sol)
*/

Sfunction transferAllowed(address cToken, address src, address dst, uint transferTokens) external returns (uint)

// Pausing is a very serious situation - we revert to sound the alarms
require(!transferGuardianPaused, "transfer is paused");

// Currently the only consideration is whether or not
/' the src is allowed to redeem this many tokens
uint allowed = redeemAllowedInternal(cToken, src, transferTokens),
if (allowed != uint(Erron NO_ERROR)) {
return allowed;

// Keep the flywheel moving

Uy, dateCompSu}pply]ndex(cToken);
istributeSupplierComp(cToken, src, false);

distributeSupplierComp(cToken, dst, false);

return uint(ErronNO_ERROR);

/* %

notice Validates transfer and reverts on rejection. May emit logs.
param cToken Asset being transferred

param src The account which sources the tokens

param dst The account which receives the tokens

param transferTokens The number of cTokens to transfer

* K X X X

*/
Sfunction transferVerify(address cToken, address src, address dst, uint transferTokens) external {
/ Shh - currently unused
cToken;
sre;
dst;
transferTokens;

//.Shh - we don't ever want this hook to be marked pure

if (false) {

maxAssets = maxAssets,

/
/¥*%* Liquidity/Liquidation Calculations ***/

/**
* @dev Local vars for.avoiding stack-depth limits in calculating account liquidity.
* " Note that cTokenBalance  is the number of cTokens the account owns in the market,
:/ whereas “borrowBalance ' is the amount of underlying that the account has borrowed.

struct AccountLiquidityLocalVars {
uint sumCollateral;
uint sumBorrowPlusEffects;
uint cTokenBalance,
uint borrowBalance;
uint exchangeRateMantissa,
uint oraclePriceMantissa;
Exp collateralFactor,
Exp exchangeRate;
Exp oraclePrice;
Exp tokensToDenom,

/

/**
* @notice Determine the current account liquidity wrt collateral requirements
* (@return (possible error code (semi-opaque),
account liquidity in excess of collateral requirements,

* account shortfall below collateral requirements)

*/
Sfunction getAccountLiquidity(address account) public view returns (uint, uint, uint) {
0.0 (Error err, uint liquidity, uint shortfall) = getHypotheticalAccountLiquiditylnternal(account, CToken(0),
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return (uint(err), liquidity, shortfall),

/**
* (@notice Determine the current account liquidity wrt collateral requirements
* @return (possible error code,
account liquidity in excess of collateral requirements,
:/ account shortfall below collateral requirements)
function getAccountLiquidl’?]nternal(address account) internal view returns (Error, uint, uint) {
return getHypotheticalAccountLiquidityInternal(account, CToken(0), 0, 0);

/* %
* (@notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
* @param cTokenModify The market to hypothetically redeem/borrow in
* @param account The account to determine liquidity for
* @param redeemTokens The number of tokens to hypothetically redeem
* @param borrowAmount The amount of underlying to hypothetically borrow
* @return (possible error code (semi-opaque),
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account shortfall below collateral requirements)

functiondgetHypotheticalAccountLiquidity(
address account,

address cTokenModify,

uint redeemTokens,

uint borrowAmount) public view returns (uint, uint, uint) {

Error err, uint liquidity, uint shortfall = getHypotheticalAccountLiquiditylnternal(account,
CToken(cTokenModify), redeemTokens, borrowAmount);

return (uint(err), liquidity, shortfall),

~
*
*

notice Determine what the account liquidity would be if the given amounts were redeemed/borrowed
param cTokenModify The market to hypothetically. redeem/borrow in
param account The account to determine liquidity for
param redeemTokens The number of tokens to hypothetically redeem
param borrowAmount The amount of underlying to hypothetically borrow
dev Note that we calculate the exchangeRateStored jgr each collateral cToken using stored data,
without calculating accumulated interest.
@return (possible error code,
hypothetical account liquidity in excess of collateral requirements,
:/ hypothetical account s;llortfall below collateral requirements)
function getHypotheticalAccountLiquidityInternal(
address account,
CToken cTokenModify,
uint redeemTokens,
uint borrowAmount) internal view returns (Error, uint, uint) {

* K K X X X X X

AccountLiquidityLocalVars memory vars; // Holds all our calculation results
uint oErr;
MathError mErr,

//'For each asset the account is.in
CToken[] memory assets = accountAssets[account];
Sfor(uint i = 0, i < assets.length; i++) {

CTIoken asset = assets/i 5 ;

// Read the balances and exchange rate from the cToken

oL, vars.cTokenBalance, vars.borrowBalance, vars.exchangeRateMantissa) =
asset‘getAccountSn?shot(account);
if (oErr != 0) { // semi-opaque error code, we assume NO _ERROR == 0 is invariant between

upgrades
return (Error.SNAPSHOT ERROR, 0, 0);

vars.collateralFactor = Exp({mantissa: markets[address(asset)].collateralFactorMantissa});
vars.exchangeRate = Exp(fmantissa: vars.exchangeRateMantissa});

// Get the normalized price of the asset
vars.oraclePriceMantissa = oracle.getUnderlyingPrice(asset);
if (vars.oraclePriceMantissa == 0) {

return (Error.PRICE_ERROR, 0, 0);

vars.oraclePrice = Exp({mantissa: vars.oraclePriceMantissa});

// Pre-compute a conversion factor from tokens -> ether (normalized lgrice value)
(mErr, vars.tokensToDenom) = mulExp3(vars.collateralFactor, vars.exchangeRate,
vars.oraclePrice);
if (mErr |= MathErrorNO_ERROR) {
return (ErrorMATH ERROR, 0, 0);

// sumCollateral += tokensToDenom * cTokenBalance
(mErr, vars.sumCollateral) = mulScalarTruncateAddUInt(vars.tokensToDenom,
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vars.cTokenBalance, vars.sumCollateral);
if (mErr != MathError NO _ERROR) {
return (Error MATH ERROR, 0, 0);

// sumBorrowPlusEffects += oraclePrice * borrowBalance
mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,
vars.borrowBalance, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO _ERROR) {
return (Error MATH ERROR, 0, 0);

// Calculate ejgfects of interacting with cTokenModify

if (asset == cTokenModify) {
// redeem effect
// sumBorrowPlus%/fects += tokensToDenom * redeemTokens
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.tokensToDenom,

redeemTokens, vars.sumBorrowPlusEffects);
if (mErr |= MathErrorNO_ERROR) {
return (ErrorMATH ERROR, 0, 0);

// borrow effect
// sumBorrowPlusEffects += oraclePrice * borrowAmount
(mErr, vars.sumBorrowPlusEffects) = mulScalarTruncateAddUInt(vars.oraclePrice,

borrowAmount, vars.sumBorrowPlusEffects);
if (mErr != MathError NO _ERROR) {
return (Error MATH ERROR, 0, 0);

/
/

// These are safe, as the underflow condition is checked first
if (vars.sumCollateral > vars.sumBorrowPlusEffects) {
Jel re{turn (ErrorNO_ERROR, vars.sumCollateral - vars.sumBorrowPlusEffects, 0);
else
return (Error NO_ERROR, 0, vars.sumBorrowPlusEffects - vars.sumCollateral);

}

/* k
* @notice Calculate number of tokens of collateral asset to seize given an underlying amount
* (@dev Used in li%uidation (called in cToken.liquidateBorrowFresh)
* @param cTokenBorrowed The address of the borrowed ¢Ioken
* @param cTokenCollateral The address of the collateral cloken

. * @param actualRepayAmount The amount of cTokenBorrowed underlying to convert into cTokenCollateral
tokens

:/@return (errorCode, number of cTokenCollateral tokens to be seized in a liquidation)

function  liquidateCalculateSeizeTokens(address — cTokenBorrowed, address  cTokenCollateral,  uint
actualRepaZAmount) external view returns (uint, uin?
/* Read oracle prices for borrowed and collateral markets */
uint priceBorrowedMantissa = oracle.getUnderlyingPrice(CTt oken(cTokenBorrowed)/;
uint priceCollateralMantissa = oracle. getUnderl))}/ingPrice(C Token(cTokenCollateral));
if (priceBorrowedMantissa. == )€| {riceCollatemlMantissa ==0){
return (uint(Error.PRICE _ERROR), 0);

/*
* Get the exchange rate and calculate the number of collateral tokens to seize:
* seizeAmount = actualRepayAmount * liquidationlncentive * priceBorrowed / priceCollateral
*_ seizeTokens = seizeAmount / exchangeRate

= actualRepayAmount * (liquidationincentive * priceBorrowed) / (priceCollateral *
exchangeRcit/e)

uint exchangeRateMantissa = CToken(cTokenCollateral).exchangeRateStored(); // Note: reverts on
error

uint seizeTokens;

Exp memory numerator;

Exp memory denominator;

Exp memory ratio,

MathError mathErr,

if (mathErr = MathError.NO _E

(mathErr, numerator) = mulExpgleizglg)ationlncentiveMantissa, priceBorrowedMantissa);
return (uint(Erron MATH _ERROR), 0);

(mathErr, denominator) = mulExg}goriceCollateralMantissa, exchangeRateMantissa);
if (mathErr = MathError.NO _E 0]}? {
return (uint(Erron MATH _ERROR), 0);

(mathErr, ratio) = divExp(numerator, denominator),
if (mathErr |= MathErrornNO _ERROR) {
return (uint(Erron MATH _ERROR), 0);
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(mathErr, seizeTokens) = mulScalarTruncate(ratio, actualRepayAmount);
if (mathErr |= MathErrornNO _ERROR) {
return (uint(Error MATH_ERROR), 0);

; return (uint(Error.NO_ERROR), seizeTokens);

/*** Admin Functions ***/

/* %
* (@notice Sets a new price oracle for the comptroller
* @dev Admin function to set a new price oracle
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function _setPriceOracle(PriceOracle newOracle) public returns (uint) {
// Check caller is admin
if (msg.sender = adm{%{
return fail(Erron UNAUTHORIZED, Failurelnfo.SET PRICE ORACLE OWNER CHECK);

// Track the old oracle for the comptroller
PriceOracle oldOracle = oracle;

// Set comptroller's oracle to newOracle
oracle = newOracle;

// Emit NewPriceOracle(oldOracle, newOracle)
emit NewPriceOracle(oldOracle, newOracle);

return uint(Error.NO_ERROR),

/
/* k
* (@notice Sets the closeFactor used when liquidating borrows
* @dev Admin function to set closeFactor
* @param newCloseFactorMantissa New close factor, scaled by 1el8
* (@return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

function _setCloseFactor(uint newCloseFactorMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET CLOSE FACTOR OWNER CHECK);

Exp memory newCloseFactorExp.= Exp({mantissa: newCloseFactorMantissa});
Exp memory lowLimit = Exp({mantissa: closeFactorMinMantissa});
if (lessT] hanOrE%ualEx newé‘losel’ actorExp, lowLimit)) {
return fail(EvrorINVALID CLOSE_FACTOR, Failurelnfo.SET CLOSE FACTOR_VALIDATION),

Exp memory highLimit = Exp({mantissa: closeFactorMaxMantissa});
if (lessThanExp (highLimit, newCloseF actorExﬁé) {
return fail(ErrorINVALID _CLOSE_FACTOR, Failurelnfo.SET _CLOSE _FACTOR_VALIDATION),

uint oldCloseFactorMantissa = closeFactorMantissa;
closeFactorMantissa = newCloseFactorMantissa;
emit NewCloseFactor(oldCloseFactorMantissa, closeFactorMantissa);

return uint(ErrorNO_ERROR);

/
/* k
* (@notice Sets the collateralFactor for a market
* @dev Admin I{unction to set per-market collateralFactor
* @param cToken The market to set the factor on
* @param newCollateralFactorMantissa The new collateral factor, scaled by 1el8
* @return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

Sfunction _setCollateralFactor(CToken cToken, uint newCollateralFactorMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
Fai lurelnj}o. SET COLLATERAL FACTOR_OWNER_CHECK);

// Verify market is listed
Market storage market = markets[address(cToken)];
if (Imarket.isListed) {

return fail(Error MARKET NOT LISTED,
Fai Zure]n@). SET COLLATERAL FACTOR NO _EXISTS),

Exp memory newCollateralFactorExp = Exp({mantissa: newCollateralFactorMantissa});
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// Check collateral factor <= 0.9
Exp memory highLimit = Exp({mantissa: collateralFactorMaxMantissa});
if (lessThanExp(highLimit, newCollateralFactorExp)) {
return fail(ErrorINVALID COLLATERAL FACTOR,
Fai Zure]n@). SET COLLATERAL FACTOR _VALIDATION);

// If collateral factor != 0, fail if price ==
if (newCollateralFactorMantissa != 0 && oracle‘getUnderlyinﬁPrice(cTokeg/g) == % }f
return fail(Error. PRICE _ERROR, Failurelnfo.SET COLLATERAL FACTOR WITHOUT PRICE);

// Set market's collateral factor to new collateral factor, remember old value
uint oldCollateralFactorMantissa = market.collateralFactorMantissa;
market.collateralFactorMantissa = newCollateralFactorMantissa;

// Emit event with asset, old collateral factor, and new collateral factor
emit NewCollateralFactor(cToken, oldCollateralFactorMantissa, newCollateralFactorMantissa),

return uint(Error.NO_ERROR),

/
/* k
* (@notice Sets maxAssets which controls how many markets can be entered
* @dev Admin function to set maxAssets
* @param newMaxAssets New max assets
* (@return uint 0=success, otherwise a failure. (See ErrorReporter for details)
*/

function _setMaxAssets(uint newMaxAssets) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.SET MAX ASSETS OWNER CHECK);

uint oldMaxAssets = maxAssets;
maxAssets = newMaxAssets;
emit NewMaxAssets(oldMaxAssets, newMaxAssets);

return uint(ErronNO_ERROR);

/**

notice Sets liquidationlncentive

dev Admin function to set liquidationIncentive

)param newLiquidationincentiveMantissa New liquidationIncentive scaled by 1el8
return uint O=success, otherwise a failure. (See ErrorReporter for details)

* K X X

*/
Sfunction _setLiquidationlncentive(uint newLiquidationincentiveMantissa) external returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED,
F ailurelnj;o.SE T _LIQUIDATION INCENTIVE OWNER_CHECK),

/| Check de-scaled min <= newLiquidationIncentive <= max
Exp memory newLiquidationlncentive = Exp({mantissa: newLiquidationIncentiveMantissa});
Exp memory minLiquidationIncentive = Exp({mantissa: li?uidationlncentiveMinMantissa});
if 5essT hanExp(newLiquidationlncentive, minLiquidationIncentive)) {
return fail(ErrorIN| V/iLIDiL] QUIDATION INCENTIVE,
Fai lurelnj}o. SET .LIQUIDATION_ INCENTIVE_VALIDATION),

Exp memory maxLiquidationIncentive = Exp({mantissa: liqguidationIncentiveMaxMantissa});
if 5essT hanExp(maxLiquidationIncentive, newLiquidationlncen ti\ﬁ) ) {

return fail(ErrorINVALID LIQUIDATION INCENTIVE,
F ailurelnj}o. SET _LIQUIDATION INCENTIVE_VALIDATION),

// Save current value for use in log
uint oldLiquidationlncentiveMantissa = liquidationIncentiveMantissa;

// Set liquidation incentive to new incentive
liquidationIncentiveMantissa = newLiquidationIncentiveMantissa;

// Emit event with old incentive, new incentive
emit NewLiquidationlncentive(oldLiquidationIncentiveMantissa, newLiquidationlncentiveMantissa);

return uint(ErronNO_ERROR);

/
/* %
* @notice Add the market to the markets mapping and set it as listed
* @dev Admin {unction to set isListed and add support for the market
* @param cToken The address of the market (token) to list
:/ return uint O=success, otherwise a failure. (See enum Error for details)

Sfunction _supportMarket(CToken cToken) external returns (uint) {
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if (msg.sender = adm{%{
return fail(Error UNAUTHORIZED, Failurelnfo.SUPPORT MARKET OWNER_CHECK),

if (markets[address(cToken)].isListed) {
return fail(Error MARKET ALREADY LISTED, Failurelnfo.SUPPORT MARKET EXISTS),

cToken.isCToken(); // Sanity check to make sure its really a CToken

markets[address(cToken)] = Market({isListed: true, isComped: false, collateralFactorMantissa: 0});
_addMarketInternal(address(cToken)),

emit MarketListed(cToken),

) return uint(Error.NO_ERROR),

function _addMarketInternal(address cToken) internal {
Sor (uint i = 0, i < allMarkets.length; i ++) {
require(allMarkets[i] |= Cloken(cToken), "market already added");

allMarkets.push(CToken(cToken));

/* %
* (@notice Admin function to change the Pause Guardian
* @param newPauseGuardian The address of the new Pause Guardian
: return uint O=success, otherwise a failure. (See enum Error for details)
function _setPauseGuardian(address newPauseGuardian) public returns (uint) {
if (msg.sender = admiUnK[{
return fail(Erron UNAUTHORIZED, Failurelnfo.SET PAUSE. GUARDIAN OWNER_CHECK),

// Save current value for inclusion in log
address oldPauseGuardian = pauseGuardian,

// Store pauseGuardian with value newPauseGuardian
pauseGuardian = newPauseGuardian;

// Emit NewPauseGuardian(OldPauseGuardian, NewPauseGuardian)
emit NewPauseGuardian(oldPauseGuardian, pauseGuardian),

; return uint(Erron NO_ERROR);

Sfunction _setMintPaused(CToken cToken, bool state) public returns (bool) {
require(markets[address(cToken)].isListed, ”cannotdpause a market that is not listed"),

pause");

require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
require(msg.sender == admin || state == true, "only admin can unpause”);
mintGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Mint", state);
return state,

/

function _setBorrowPaused(CToken cToken, bool state) public returns (bool) {
require(markets/address(cToken)].isListed, "cannot pause a market that is not listed"),

pause");

pause");

require(msg.sender. == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
require(msg.sender == admin || state == true, "only admin can unpause”);
borrowGuardianPaused[address(cToken)] = state;
emit ActionPaused(cToken, "Borrow", state);
return state;
/
function _setTransferPaused(bool state) public returns (bool) {
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can
require(msg.sender == admin || state == true, "only admin can unpause");
transferGuardianPaused = state;
emit ActionPaused("Transfer", state);
return state;
/
Sfunction _setSeizePaused(bool state) public returns (bool) {
— . t . ” ; ;
require(msg.sender == pauseGuardian || msg.sender == admin, "only pause guardian and admin can

pause");

require(msg.sender == admin || state == true, "only admin can unpause”);

seizeGuardianPaused = state;
emit ActionPaused("Seize", state);
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return state;

function _become(Unitroller unitroller, uint compRate , address[] memory compMarketsToAdd, address[]
memory otherMarketsToAdd) public {
require(msg.sender == unitroller.admin(), "only unitroller admin can change brains");
require(unitroller._acceptlmplementation() == 0, "change not authorized");

ComptrollerG3(address(unitroller)). becomeG3(compRate , compMarketsToAdd, otherMarketsToAdd),

function _becomeG3(uint compRate , address[] memory compMarketsToAdd, address[] memory
otherMarketsToAdd) public {
require(msg.sender == comptrollerlmplementation, "only brains can become itself"),

for (uint i = 0; i < compMarketsToAdd.length; i++)j
_addMarketInternal(address(compMarketsToAdd[i]));

for (uint i = 0; i < otherMarketsToAdd.length; i++)5
_addMarketInternal(address(otherMarketsToAdd[i]));

_setCompRate(compRate 7&[
; _addCompMarkets(compMarketsToAdd),
/* %
: @notice Checks caller is admin, or this contract is becoming the new implementation

Sfunction adminOrlInitializing() internal view returns (bool) {
return msg.sender == admin || msg.sender == comptrollerImplementation;

/**% Comp Distribution ***/
/**

:/@notice Recalculate and update COMP speeds for all COMP markets

Sfunction refreshCompSpeeds() public {
CToken[] memory allMargetg = allMarkets,

for (uinti = 0; i < allMarkets _.length; i++){
CToken cToken = allMarkets E[ if;
Exp memory borrowlndex = Exp({mantissa: cToken.borrowIndex()});
updateCompSupplylndex(address(cToken));
updateCompBorrowlndex(address(cToken), borrowlndex);

/

Exp memory totalUtility' = Exp({mantissa: 0});
Exp/, memo;(’)y utilities = new Exp[] (allMarkets .length);
for (uinti = 0; i< allMarkets .length; i++) {
CToken ¢Token = allMarkets [i];
if (markets[address(cToken)].isComped) {
Exp memory assetPrice = Exp({mantissa: oracle.getUnderlyingPrice(cToken) I}?)
Exp memory interestPerBlock = muli(Expf{mantissa: cToken.borrowRatePerBlock()}),
cToken. totalBorrowiQf;
xp memory utility = mul_(interestPerBlock, assetPrice);
utilities[i] = utilly;
totalUtility = add (totalUtility, utility);

/

for (uinti=0; i < allMarkets .length; i++) {
CToken cToken = allMaﬂcetsﬁ];
uint newSpeed = totalUtility.mantissa > 0 ? mul_(compRate, div_(utilities[i], totalUtility)) : 0;
compSpeeds[address(cToken)] = newSpeed,
; emit CompSpeedUpdated(cToken, newSpeed);
/

/**

* @notice Accrue COMP to the market by updating the supply index
: param cToken The market whose supply index to update

Sfunction updateCompSupplylndex(address cToken) internal {

CompMarketState storage supplyState = compSupplyState[cToken];

uint supplySpeed = comzéSpeeds[cToken];

uint blockNumber = getBlockNumber();

uint deltaBlocks = sub_(blockNumber, uint(supplyState.block));

if (deltaBlocks > 0 && . su;C)pleSpeed >0){
uint supplyTokens = oken(cToken).totalSug);gly();
uint compAccrued = mul_(deltaBlocks, supplySpeed);
Double  memory ratio = supplyTokens > 0 ? fraction(compAccrued, supplyTokens)

Double({mantissa: 0});

Double memory index = add_(Double({mantissa: supplyState.index}), ratio);
compSupplyState[cToken] = CompMarketState({
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index: safe224(index.mantissa, "new index exceeds 224 bits ;Q
block: safe32(blockNumber, "block number exceeds 32 bits"

j ezse})zjf(dehaz;mcks >0){
supplyState.block = safe32(blockNumber, "block number exceeds 32 bits");

/

/* %
* @notice Accrue COMP to the market by updating the borrow index
:/ param cToken The market whose borrow index to update

Sfunction updateCompBorrowlndex(address cToken, Exp memory marketBorrowlndex) internal {
ComgMarketState storage borrowState = compBorrowState[cToken];
uint borrowSpeed = corfg)Speeds[cToken];
uint blockNumber = getBlockNumber();
uint deltaBlocks = sub_(blockNumber, uint(borrowState.block));
if (deltaBlocks > 0 && borrowSpeed > 0) {
uint borrowAmount = div_(CTc oken(ci’oken).totalBorrows(), marketBorrowlndex);
uint compAccrued = mul_(deltaBlocks, borrowSpeed),
Double memory ratio = borrowAmount > 0 ? fraction(compAccrued; borrowAmount)
Double({mantissa: 0});
Double memory index = add_(Double({mantissa: borrowState.index}), ratio);
compBorrowStateZ[cToken] = CompMarketState({
index: safe224(index.mantissa, "new index exceeds 224 bits"),
block: safe32(blockNumber, "block number exceeds 32 bits"

j ezse})zjf(dehaz;mcks >0){
borrowState.block = safe32(blockNumber, "block number exceeds 32 bits");

/

/* %
* @notice Calculate COMP accrued by a supplier and possibly transfer it to them
* @param cToken The market in which the supplier is interactinﬁf
:/ param supplier The address of the supplier to distribute COMP to

function distributeSupplierComp (address cToken, address supplier, bool distributeAll) internal {
CompMarketState storalge SupplgState = compSupplyStatg[cT oken];
Double memory supplylndex = Double({mantissa: supplyState.index});
Double memory supplierlndex = Double({mantissa: compSupplierIndex[cToken][supplier]});
compSupplierindex|[cToken] [supplier] = supplyIndex.mantissa;

if (supplierIndex.mantissa == 0 && supplylndex.mantissa > 0) {
supplierindex.mantissa = complnitiallndex;

Double memory deltalndex = sub (supplyIndex, supplierlndex);
uint supplierTokens = CToken(cTo7cen57,balanceO supplier);

uint supplierDelta = mul H(supplierTokens, deltalndex),

uint szpplierAccrued = add_(compAccrued[supplier], SupplierDelt/?;

compAccrued[supplier] =  transferComp(supplier,  supplierAccrued, distributeAll ? 0
compClaim Thresholcg;
emit DistributedSupplierComp(CIoken(cToken), supplier, supplierDelta, supplylndex.mantissa);

/**
k
*
%
%
*/
Sfunction distributeBorrowerComp(address cToken, address borrower, Exp memory marketBorrowlndex, bool
distributeAll) internal {
ComgMarketState storage borrowState = compBorrowState, cTokey;
Double memory borrowlndex = Double({mantissa: borrowState.in eﬁ);
Double memory borrowerlndex = Double({mantissa: compBorrowerIndex[cToken][borrower]});
compBorrowerIndex[cToken] [borrower] = borrowlndex.mantissa;

notice Calculate COMP accrued by a borrower and possibly transfer it to them

dev Borrowers will not begin to accrue until after the first interaction with the protocol.
)param.cToken The market in which the borrower is interactin,

)param borrower The address of the borrower to distribute COMP to

if (borrowerIndex.mantissa > 0) {
Double memory deltalndex = sub_(borrowlndex, borrowerlndex),

uint borrowerAmount = div_(CToken(cToken).borrowBalanceStored(borrower),
marketBorrowlndex);
uint borrowerDelta = mul H(borrowerAmount, deltalndex);
uint borrowerAccrued = add_(compAccrued[borrower], borrowerDelta);
compAccrued[borrower] = transferComp(borrower, borrowerAccrued, distributeAll ? 0
compClaimThreshold),
emit DistributedBorrowerComp(CToken(cToken), borrower, borrowerDelta,
borrowlndex.mantissa);
/
/* k
* @notice Transfer COMP to the user, if they are above the threshold
* (@dev Note: If there is not enough COMP, we do not perform the transfer all.
: param user The address of the user to transfer COMP to

param userAccrued The amount of COMP to (possibly) transfer
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:/@return The amount of COMP which was NOT transferred to the user

Sfunction transferComp(address user, uint userAccrued, uint threshold) internal returns (uint) {
if (userAccrued >= threshold && userAccrued > 0) {
Comp comp = Comp(getCompAddress());
uint cor:lszemaining = comp.balanceOf(address(this)),
if (userAccrued <= compRemaining)
comp.transfer(user, userAccrued);
return 0;

return userAccrued;

/**
* %notice Claim all the comp accrued by holder in all markets
:/ )param holder The address to claim COMP for

Sfunction claimComp(address holder) public {
return claingmp(holder, allMarkets),

/**
* @notice Claim all the comp accrued by holder in the specified markets
* @param holder The address to claim COMP for
:/ param cTokens The list of markets to claim COMP in

Sfunction claimComp(address holder, CToken[] memory cTokens) public {
address[] memory holders = new address[] (1),
holders[0] = holder,
claimComp(holders, cTokens, true, true);

/**
* @notice Claim all comp accrued by the holders
* @param holders The addresses to claim COMP for
* @param cTokens The list of markets to claim COMP . in
: param borrowers Whether or not to claim COMP earned by borrowing

+/ param suppliers Whether or not to claim COMP earned by supplying
" fu}z}tction claimComp(address[] memory holders, CToken[] memory cTokens, bool borrowers, bool suppliers)
ublic
P for (uinti = 0; i < cTokens.length; i++) {
CToken cToken = cTokens[i];
require(markets[address(cToken)].isListed, "market must be listed");
if (borrowers == true) {
Exp memory borrowlndex = Exp({mantissa: cToken.borrowlndex()});
updateCompBorrowlIndex(address(cToken), borrowlndex);
/}o)r (uint j = 0; j < holders.length, j++)
distributeBorrowerComp(address(cToken), holders[j], borrowlndex, true);

if (suppliers == true) {
updateCompSupplyIndex(address(cToken)),
f£” (uint j = 0, j < holders.length, j++
) distributeSupplierComp(address(cToken), holders[j], true);

/
/
}

/*** Comp Distribution.Admin ***/

/* %
* @notice Set the amount of COMP distributed per block
:/ param compRate The amount of COMP wei per block to distribute

function _setCompRate(uint compRate 7) public {
require(adminOrlnitializing(), "only admin can change comp rate");

uint oldRate = compRate;
compRate = compRate ;
emit NewCompRate(oldRate, compRate ),

) refreshCompSpeeds();

/* %
* %notice Add markets to compMarkets, allowing them to earn COMP in the flywheel
:/ param cTokens The addresses of the markets to add

Sfunction _addCompMarkets(address[] memory cTokens) public {
require(adminOrlnitializing(), "only admin can add comp market");

for (uinti=0;i< cTokens‘len%‘h; i++)
) _addCompMarketinternal(cTokens[i]);
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refreshCompSpeeds();

function _addCompMarketInternal(address cToken) internal {
Market storage market = mar ets[cT oken];
require(market.isListed == true, "comp market is not listed"),
require(market.isComped == false, "comp market already added");

market. isCorCnped = frue;
emit MarketComped(CToken(cToken), true);

if (compSupplyState[cToken].index == 0 && compSupplyState[cToken].block == 0) {
compgft) plyState[cToken] = CompMarketState({p ‘
index: complnitiallndex,
Y block: safe32(getBlockNumber(), "block number exceeds 32 bits")
; )

if (compBorrowState[cToken].index == (0 && compBorrowState[cToken].block == 0) {
compBorrowState[cToken] = CompMarketState({
index: complnitiallndex,
5 block: safe32(getBlockNumber(), "block number exceeds 32 bits")
; ;
}

/**

* @notice Remove a market from compMarkets, apreventing it from earning COMP in'the flywheel
param cToken The address of the market to drop

function _dropCompMarket(address cToken) public {
require%sg.sender == admin, "only admin can drop comp market");

*
*/

Market storage market = markets[cToken];
require(market.isComped == true, "market is not a comp market");

market.isComped = dfalse;
emit MarketComped(CToken(cToken), false);

; refreshCompSpeeds();

/* k

* (@notice Return all of the markets

* (@dev The automatic getter may be used to access an individual market.

:/ return The list of market addresses

Sfunction getAlIMarkets() public view returns.(CToken[] memory) {
return allMarkets;

function getBlockNumber() public view returns (uint) {
return block.number;

/* %
* @notice Return the address of the COMP token
: return The address of COMP

Sfunction getCompAddress() public view returns (address) {
return 0xc00e94Cb662C3520282E6f5717214004A 7]&6888;

Complroller/nier.face. sol

pragma solidity 0.5.16;

contract ComptrollerInterface {

/] @notice Indicator that this is a Comptroller contract (for inspection)
bool public constant isComptroller = true;

/*¥** Assets You Are In ***/

function enterMarkets(address[] calldata cTokens) external returns (uint[] memory);
Sfunction exitMarket(address cToken) external returns (uint);

/**% Policy Hooks ***/

Sfunction mintAllowed(address cToken, address minter, uint mintAmount) external returns (uint);
function mintVerify(address cToken, address minter, uint mintAmount, uint mintTokens) external;

Sfunction redeemAllowed(address cToken, address redeemer, uint redeemTokens) external returns (uint);
function redeemVerify(address cToken, address redeemer, uint redeemAmount, uint redeemTokens) external;
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Sfunction borrowAllowed(address cToken, address borrower, uint borrowAmount) external returns (uint);
function borrowVerify(address cToken, address borrower, uint borrowAmount) external;

Sfunction repayBorrowAllowed(
address cToken,
address payer,
address borrower,
uint repayAmount) external returns (uint);
Sfunction repayBorrowVerify(
address cToken,
address payer,
address borrower,
uint repayAmount,
uint borrowerindex) external;

Sfunction liquidateBorrowAllowed(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount) external returns (uint);

Sfunction liquidateBorrowVerify(
address cTokenBorrowed,
address cTokenCollateral,
address liquidator,
address borrower,
uint repayAmount,
uint seizeTokens) external;

Sfunction seizeAllowed(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external returns (uint);
function seize Vergﬁ/(
address cTokenCollateral,
address cTokenBorrowed,
address liquidator,
address borrower,
uint seizeTokens) external;

_ function transferdllowed(address cToken, address. src, address dst, uint transferTokens) external returns
(umti’)unction transferVerify(address cToken, address sre, address dst, uint transferTokens) external;
/*¥** Liquidity/Liquidation Calculations ***/
Sfunction liquidateCalculateSeize Tokens(
address cTokenBorrowed,

address cTokenCollateral,
uint repayAmount).external view returns (uint, uint);

ComplrollerSiorage. sol
pragma solidity 0.5.16;

import " /CToken.sol";
import "./PriceOracle:sol";

contract UnitrollerAdminStorage{
k3k
* @notice Administrator for this contract
*

address public admin;

/**
* (@notice Pending administrator for this contract
*

address public pendingAdmin,

/**
* (@notice Active brains of Unitroller
*

address public comptrollerImplementation;

/**
:/@notice Pending brains of Unitroller

address public pendingComptrollerImplementation;

/

contract ComptrollerV1Storage is UnitrollerAdminStorage {
/**
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* (@notice Oracle which gives the price of any given asset
*
PriceOracle public oracle;

/**
* (@notice Multiplier used to calculate the maximum repayAmount when liquidating a borrow
*

uint public closeFactorMantissa;
/* %
: @notice Multiplier representing the discount on collateral that a liquidator receives

uint public liquidationIncentiveMantissa;

/**
* (@notice Max number of assets a single account can participate in (borrow or use as collateral)
*

uint public maxAssets;

/* k
* (@notice Per-account mapping of "assets you are in", capped by maxAssets
*

mapping(address => CToken[]) public accountAssets;
/

contract ComptrollerV2Storage is ComptrollerV1Storage {
struct Market {
/// @notice Whether or not this market is listed
bool isListed;

/**
* (@notice Multiplier representing the most one can borrow against their collateral in this market.
* “For instance, 0.9 to allow borrowing 90% of collateral value.
*  Must be between 0 and 1, and stored as a mantissa.
*/
uint collateralFactorMantissa;

/// @notice Per-market mapping of "accounts in this asset”
mapping(address => bool) accountMembership;

/// @notice Whether or not this market receives COMP
bool isComped;

/

/* %
* @notice Official mg’pping of cTokens -> Market metadata
:/ dev Used e.g. to determine if a market is supported

mapping(address => Market) public markets;

/* k
* @notice The Pause Guardian can pause certain actions as a safety mechanism.

* " Actions which allow users to remove their own assets cannot be paused.
* - Liquidation /seizing / transfer can only be paused globally, not by market.
%

address public pauseGuardian;

bool public _mintGuardianPaused;

bool public._borrowGuardianPaused;

bool public transferGuardianPaused;

bool public seizeGuardianPaused;

mapping(address => bool/ public mintGuardianPaused;
mapping(address => bool) public borrowGuardianPaused;

/

contract ComptrollerV3Storage is ComptrollerV2Storage {
struct CompMarketState i
/1] @notice The market's last updated compBorrowIndex or compSupplyIndex
uint224 index;

/// @notice The block number the index was last updated at
uint32 block;

/

/// @notice A list of all markets
CToken[] public allMarkets;

/// @notice The rate at which the flywheel distributes COMP, per block
uint public compRate;

/// @notice The portion of compRate that each market currently receives
mapping(address => uint) public compSpeeds;

/1] @notice The COMP market supply state for each market
mapping(address => CompMarketState) public compSupplyState;
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/1] @notice The COMP market borrow state for each market
mapping(address => CompMarketState) public compBorrowState;

/11 @notice The COMP borrow index for each market for each supplier as of the last time they accrued

COMP

COM.

mapping(address => mapping(address => uint)) public compSupplierIndex;
/g @notice The COMP borrow index for each market for each borrower as of the last time they accrued
mapping(address => mapping(address => uint)) public compBorrowerIndex;

/1 @notice The COMP accrued but not yet transferred to each user
mapping(address => uint) public compAccrued;

C7oken.sol
pragma solidity 0.5.16;

import "./ComptrollerInterface.sol";
import "./ClokenInterfaces.sol";
import "./ErrorReporter.sol";

import "./E)[cgonential.sol "
import "./E.

20Interface.sol";

import "./EIP20NonStandardInterface.sol";
import "./InterestRateModel.sol";

/**
*
*
*

notice Abstract base for Clokens
author Compound

%title Compound's CToken Contract

contract CToken is CTokenInterface, Exponential, TokenErrorReporter {

/* k

notice Initialize the money market

param comptroller The address 5/ the Comptroller

jparam interestRateModel _The address of the interest rate model

param initialExchangeRateMantissa The initial exchange rate, scaled by 1el8
param name_ EIP-20 name of this token

jparam symbol _ EIP-20 symbol of this token

param decimals_ EIP-20 decimal precision of this token

oK K X X X X X
~

function initialize(Comptrollerinterface comptroller .,
InterestRateModel interestRateModel_,
uint initialExchangeRateMantissa
string memory. name._,
string memory symbol
uint8 decimals ) public {
require(msg.sender == admin, "only admin may initialize the market");
require(accrualBlockNumber == 0 && borrowIndex == 0, "market may only be initialized once");

//.Set initial exchange rate
initialExchanfeRateMantissa = initialExchangeRateMantissa_;
require(initialExchangeRateMantissa> 0, "initial exchange rate must be greater than zero.");

//'Set the comptroller

uint err = _setComptroller(comé)troller ;
require(err == uint(Error.NO_ERROR), "setting comptroller failed");

/W Initialize block number and borrow index (block number mocks depend on comptroller being set)
accrualBlockNumber = getBlockNumber(),

borrowlndex = mantissaOne;

// Set the interest rate model (depends on block number / borrow index)
err = _setlnterestRateModelFresh(interestRateModel ),
require(err ==uint(Erron NO_ERROR), "setting interest rate model failed");

name = name_;
symbol = symbol_;

ecimals = decimals_;
// The counter starts true to prevent changing it from zero to non-zero (i.e. smaller cost/refund)
_notEntered = true;

/* k

notice Ti mnifer ‘tokens " tokens from ‘src’ to ‘dst’ by ‘spender’
dev Called by both “transfer” and “transferFrom” internally
param spender The address of the account performing the transfer
param src The address of the source account
param dst The address of the destination account
param tokens The number of tokens to transfer
return Whether or not the transfer succeeded

* K X X X X ¥

*/
function transferTokens(address spender, address src, address dst, uint tokens) internal returns (uint) {
/* Fail if transfer not allowed */
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uint allowed = comptroller.transferAllowed(address(this), src, dst, tokens);

if (allowed != 0) {
return failOpaque(Error. COMPTROLLER REJECTION,
Fai lurelnj}o. TRANSFER_COMPTROLLER _REJECTION, allowed);

/* Do not allow self-transfers */
if (src == dst)l{
return fail(Error. BAD INPUT, Failurelnfo. TRANSFER NOT ALLOWED);

/* Get the allowance, infinite for the account owner */
uint startingAllowance = 0;
if (spender == src) {
Jel st{artingAllowance = uint(-1);
else
startingAllowance = transferAllowances(src] [spender];

/* Do the calculations, checking for {under,over)flow */
MathError mathErr;

uint allowanceNew;

uint srcTokensNew;

uint dstTokensNew,

(mathErr, allowanceNew) = subUlInt(startingAllowance, tokens);
if (mathErr |= MathError NO _ERROR
return fail(Error MATH ERROR, Failurelnfo. TRANSFER_NOT ALLOWED),

(mathErr, srcTokensNew) = subUlInt(accountTokens[src], tokens);
if (mathErr = MathError NO_ERROR) {
return fail(Error MATH ERROR, Failurelnfo.TRANSFER_NOT ENOUGH);

(mathErr, dstTokensNew) = addUlngaccountTokens[dst], tokens);
if (mathErr |= MathError NO _ERROR
return fail(Erron MATH ERROR, Failurelnfo.TRANSFER _TOO MUCH);

Vi
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

accountTokens[src] = srcTokensNew;
accountTokens[dst] = dstTokensNew,

/* Eat some of the allowance ((ifnecessary) */
if (startingAllowance !=uint(-1)) {
transferAllowances|src] [spender] = allowanceNew,

/* We emit a Transfer event */
emit Transfer(src, dst, tokens);

comptroller.transferVerify(address(this), src, dst, tokens);

; return uint(Error.NO_ERROR);

/* %

* (@notice Transfer “amount  tokens from ‘msg.sender to ‘dst’
* (@param dst The address of the destination account

* @param amount The number of tokens to tranas/er

* @return Whether or not the transfer succeede

function transfer(address dst, uint256 amount) external nonReentrant returns (bool) é
return transferTokens(msg.sender, msg.sender, dst, amount) == uint(ErrorNO_ERROR);

/**
* (@notice Transfer ‘amount’ tokens from ‘src’ to ‘dst’
* he add) f the source account

param src The address o
* @param dst The address of the destination account
* @param amount The number of tokens to tranj/er
* (@return Whether or not the transfer succeede.
*/

function transferFrom(address src, address dst, uint256 amount) external nonReentrant returns (bool) {

return transferTokens(msg.sender, src, dst, amount) == uint(Erron NO_ERROR),

/* %
* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’
* (@dev This will overwrite the approval amount for “spender’
* “and is subject to issues notevf7 ﬁtere] (https://eips. etll:ereum.or /EIPS/eip-20#approve)
param spender The address of the account which may transﬁer tokens
* @param amount The number of tokens that are approved (-1 means infinite)
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:/@return Whether or not the approval succeeded

function approve(address spender, uint256 amount) external returns (bool) {
address src = msg.sender;
transferAllowances|src] [spender] = amount;
emit Approval(src, spender, amount);
return true;

* @notice Get the current allowance from ‘owner ‘hfor ‘spender’
* (@param owner The address of the account which owns the tokens to be spent
* der The address of the account which may transfer tokens
param gpen er 1y fer to
return The number of tokens allowed to be spent (-1 means infinite)

Sfunction allowance(address owner, address spender) external view returns (uint256) {
return transferAllowances[owner] [spender];

/**
* %ﬂotice Get the token balance of the “owner”

* @param owner The address of the account to query
* @return The number of tokens owned by “owner”

Sfunction balanceOf{address owner) external view returns (uint256) {
return accountTokens[owner],

* (@notice Get the underlying balance of the ‘owner’

* (@dev This also accrues interest in a transaction
param owner The address of the account to query
* @return The amount of underlying owned by ‘owner’

function balanceOfUnderlying(address owner) external returns (uint) {
]E}?\)/Cf memory exchangeRate = Exp({mantissa: exchangeRateCurrent()});
(MathError mErr, uint balance) = mulScalarTruncate(exchangeRate, accountTokens[owner]);
require(mErr == MathError.NO_ERROR, "balance could not be calculated");
return balance;

* (@notice Get a snapshot of the account's balances, and the cached exchange rate
dev This is used by comptroller to. more efficiently perform liquidity checks.

* (@param account Address of the account to snapshot

* @return (possible error, token balance, borrow balance, exchange rate mantissa)

Sfunction getAccountSnapshot(address account) external view returns (uint, uint, uint, uint) {
uint cTokenBalance = accountTokens[account];
uint borrowBalance;
uint exchangeRateMantissa;

MathError mErr;

(mErr, borrowBalance) = borrowBalanceStoredInternal(account);
if (mErr != MathError NO ERROR) {
return (uint(Error MATH_ERROR), 0, 0, 0);

(mErr.exchangeRateMantissa) = exchangeRateStoredInternal();
if mErr !=»MathErrorNO. ERROR) {
return (wint(Error MATH ERROR), 0, 0, 0);

return (uint(Error.NO_ERROR), cTokenBalance, borrowBalance, exchangeRateMantissa),

/

/* k
* (@dev Function to simply retrieve block number
* “This exists mainly for inheriting test contracts to stub this result.
*/
Sfunction getBlockNumber() internal view returns (uint) {
return block.number;

/* %
* %notice Returns the current per-block borrow interest rate for this cToken

:/ return The borrow interest rate per block, scaled by 1el8

function borrowRatePerBlock() external view returns (uint) {
return interestRateModel.getBorrowRate(getCashPrior(), totalBorrows, totalReserves),

/* %
* %notice Returns the current per-block supply interest rate for this cToken

:/ return The supply interest rate per block, scaled by 1el8

- 119 -



S mistlF FIIDA 0 &40 iHR

Sfunction supplyRatePerBlock() external view returns (uint)

return interestRateModel.getSupplyRate(getC. asZPrior(), totalBorrows, totalReserves,
reserveFactorMantissa);

/* %
* (@notice Returns the current total borrows plus accrued interest
* @return The total borrows with interest

Sfunction totalBorrowsCurrent() external nonReentrant returns (uint) {
require(accruelnterest() == uint(ErrornNO_ERROR), "accrue interest failed");
return totalBorrows;

/**
* (@notice Accrue interest to updated borrowlndex and then calculate account's borrow balance using the
updated borrowIndex
param account The address whose balance should be calculated after updating borrowlndex
:/ return The calculated balance

Sfunction borrowBalanceCurrent(address account) external nonReentrant returns (uint) {
require(accruelnterest() == uint(ErrorNO_ERROR), "accrue interest failed");
return borrowBalanceStored(account);

5

/* k
* %ﬂotice Return the borrow balance of account based on stored data

* @param account The address whose balance should be calculated
: return The calculated balance

Sfunction borrowBalanceStored(address account) public view returns (uint) {
(MathError err, uint result) = borrowBalanceStoredInternal(account),

require(err == MathError NO_ERROR, "borrowBalanceStored: borrowBalanceStoredInternal failed");
return result;

/* %
* (@notice Return the borrow balance of account based on stored data
* (@param account The address whose balance should be calculated
:/ return (error code, the calculated balance or 0 'if error code is non-zero)
Sfunction borrowBalanceStoredInternal(address accounj internal view returns (MathError, uint) {
/* Note: we do not assert that the market is up.to date */
MathError mathErr,
uint principalTimesIndex;
uint result;

/* Get borrowBalance and borrowlndex */
BorrowSnapshot storage borrowSnapshot = accountBorrows[account];

/* If borrowBalance = 0 then borrowlndex is likely also 0.
:Rather than failing the calculation with a division by 0, we immediately return 0 in this case.

if (borrowSnapshot.principal ==.0) {
return (MathError. O_ERRO)R, 0);

/* Calculate new borrow balance using the interest index:
:/ recentBorrowBalance = borrower.borrowBalance * market.borrowIndex / borrower.borrowlndex
(mathEry, principalTimesindex) = mulUlnt(borrowSnapshot.principal, borrowlndex);
if (mathErr '= MathErrorNO_ERROR) {
return (mathErr, 0);

(mathErr, result) = divUInItv(principalTimeslndex, borrowSnapshot.interestIndex);
if (mathErr |= MathErrorNO_ERROR) {
return (mathErr, 0);

; return (MathErrorNO_ERROR, result);

/* k
* (@notice Accrue interest then return the up-to-date exchange rate
* @return Calculated exchange rate scaled by 1el8
*

Sfunction exchangeRateCurrent() public nonReentrant returns (uint) {
require(accruelnterest() == uint(ErrornNO_ERROR), "accrue interest failed");
return exchangeRateStored();

/**

* @notice Calculates the exchange rate from the underlzyin to the CToken
* (@dev This function does not accrue interest before calculating the exchange rate
* @return Calculated exchange rate scaled by 1el8
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function exchangeRateStored() public view returns (uint) {
(MathError err, uint result) = exchangeRateStoredInternal();
require(errl== MathErrorNO_ERROR, "exchangeRateStored: exchangeRateStoredInternal failed");
return result;

/**
* @notice Calculates the exchange rate from the underl;}in to the CToken
* (@dev This function does not accrue interest before calcu atin§ the exchange rate
: return (error code, calculated exchange rate scaled by 1el8)

Sfunction exchanfeRateStoredlnternal() internal view returns (MathError, uint) {
uint _totalSupply = totalSupply;
if (J%alSuppy ==0{

* [f there are no tokens minted:

: exchangeRate = initialExchangeRate
return (MathErrorNO_ERROR, initialExchangeRateMantissa);
}else i
* Otherwise:

* exchangeRate = (totalCash + totalBorrows - totalReserves) / totalSupply

uint totalCash = getCashPrior();
uint cashPlusBorrowsMinusReserves;

Exp memory exchangeRate;
MathError mathErr,

(mathErr,  cashPlusBorrowsMinusReserves) =  addThenSubUlnt(totalCash, _ totalBorrows,
totalReserves);
if (mathErr |= MathErrorNO_ERROR) {
return (mathErr, 0);

(mathErr, exchangeRate) = getExp(cashPlusBorrowsMinusReserves, _totalSupply);
if (mathErr != MathErrorNO_ERROR) {
return (mathErr, 0);

return (MathErrornNO_ERROR, exchangeRate.mantissa),

/
/* %
* (@notice Get cash balance of this cToken in the underlying asset
: return The quantity of underlying asset owned by this contract
Sfunction getCash() external view returns (uint) {
return getCashPrior();
/* k
* (@notice Applies accrued interest to.total borrows and reserves
* (@deyv This calculates interest accrued from the last checkpointed block
:/ up to the current block and writes new checkpoint to storage.

function accruelnterest() public returns. (uint) {
/* Remember the initial block number *
uint currentBlockNumber = getBlockNumber (),
uint accrualBlockNumberPrior = accrualBlockNumber;

/* Short-circuit accumulating 0 interest */
if (accrualBlockNumberPrior == currentBlockNumber) {
returnuint(Error.NO_ERROR);

/* Read the previous values out of storage */
uint cashPrior = getCashPrior();

uint borrowsPrior = totalBorrows;

uint reservesPrior = totalReserves;

uint borrowlIndexPrior = borrowlndex;

/* Calculate the current borrow interest rate */
uint borrowRateMantissa = interestRateMode}\l/.lgetBorrowRate(cashPrion borrowsPrior, reservesPrior);
require(borrowRateMantissa <= borrowRateMaxMantissa, "borrow rate is absurdly high");

/* Calculate the number of blocks elapsed since the last accrual */
(MathError mathErr, uint blockDelta) = subUlnt(currentBlockNumber, accrualBlockNumberPrior);
require(mathErr == MathErrorNO_ERROR, "could not calculate block delta”);

/*

* Calculate the interest accumulated into borrows and reserves and the new index:
simplelnterestFactor = borrowRate * blockDelta
interestAccumulated = simplelnterestFactor * totalBorrows

totalBorrowsNew = interestAccumulated + totalBorrows
totalReservesNew = interestAccumulated * reserveFactor + totalReserves

*

* % *
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*  borrowlndexNew = simplelnterestFactor * borrowlndex + borrowIndex
*

Exp memory simplelnterestFactor,
uint interestAccumulated;

uint totalBorrowsNew,

uint totalReservesNew;

uint borrowIndexNew;

(mathErr, simplelnterestFactor) = mulScalar(Exp({mantissa: borrowRateMantissa}), blockDelta);
if (mathErr = MathError NO_ERROR) {

return ail 0§a?ue(ErronMA TH ERROR,
F ailurelnj}o.A CCRUE_INTEREST SIMPLE INTEREST FACTOR _CALCULATION FAILED, uint(mathErr));

(mathErry, interestAccumulated) = mulScalarTruncate(simplelnterestFactor, borrowsPrior);
if (mathErr |= MathError NO_ERROR) {

return fail %pazue(Error.MA TH ERROR,
F ailurelnj}o.A CCRUE_INTEREST ACCUMULATED INTEREST CALCULATION FAILED, uint(mathErr));

(mathErr, totalBorrowsNew) = addUInt(interestAccumulated, borrowsPrior);
if (mathErr = MathError NO_ERROR) {

return fail O%ague(Error.MA TH ERROR,
F ailurelnj}o.A CCRUE_INTEREST NEW _TOTAL BORROWS CALCULATION FAILED, uint(mathErr));

(mathErr, totalReservesNew) = mulScalarTruncateAddUInt(Exp({mantissa: reserveFactorMantissa}),
interestAccumulated, reservesPrior),

if (mathErr != MathErrorNO_ERROR) {

return failOpaque(Error MATH ERROR,
Fai Zure]n@).A CCRUE_INTEREST NEW _TOTAL RESERVES CALCULATION_FAILED, uint(mathErr));

mathErr, borrowIndexNew) = mulScalarTruncateAddUlnt(simplelnterestFactor, borrowlndexPrior,
borrowlIndexPrior);

if (mathErr |= MathErrorNO_ERROR) {

return failOpaque(Error MATH ERROR,
Failure[n}}o.ACCRUE_INTEREST_NEW_BORROW_INDEX_CALCULATION_FAIL D, uint(mathErr));

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We write the previously calculated values into storage */
accrualBlockNumber = currentBlockNumber;
borrowlndex = borrowIndexNew,

totalBorrows = totalBorrowsNew;

totalReserves = totalReservesNew,

/* We emit an Accruelnterest event */
emit Accruelnterest(cashPrior, interestAccumulated, borrowIndexNew, totalBorrowsNew);

; return uint(Error. NO_ERROR);

/**
*
%
%
*

notice Sender supplies assets into the market and receives cTokens in exchange
dev Accrues interest whether or not the operation succeeds, unless reverted
param mintAmount The amount of the underlyinf asset to supply

return (uint, wint)-An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
mint amount.
*

function mintInternal(uint mintAmount) internal nonReentrant returns (uint, uint) {
uint error = accruelnterest

0;
if (error = uint(ErronNO_éRROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow

return (fail(Evror(error), Failurelnfo. MINT ACCRUE INTEREST FAILED), 0);

failed

// mintFresh emits the actual Mint event if successful and logs on errors, so we don't need to
return mintFresh(msg.sender, mintAmount);

struct MintLocalVars {
Error err;
MathError mathErr;
uint exchangeRateMantissa;
uint mintTokens;
uint totalSupzlglyNew;
uint accountlokensNew;
uint actualMintAmount;

/

/* k
* @notice User supplies assets into the market and receives cTokens in exchange
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dev Assumes interest has already been accrued up to the current block
param minter The address of the account which is supplying the assets
param mintAmount The amount of the underlying asset to supply

* @return (uint, uint) An error code (0=success, otﬁerwise a faiﬁtre, see ErrorReporter.sol), and the actual
mint amount.

*/

Sfunction mintFresh(address minter, uint mintAmount) internal returns (uint, uint) {

/* Fail if mint not allowed */
uint allowed = comptroller mintAllowed(address(this), minter, mintAmount);

if (allowed !=0) {
return (failOpaque(Error COMPTROLLER _REJECTION,
Failurelnj;o.MINT_COMPTROLLER_REJECTION, allowed), 0);

*
*
*

/* Verify market's block number equals current block number */
if (accrualBlockNumber = jg(g‘tBlockNumber ) {
return (fail(Error MARKET NOT FRESH, Failurelnfo.MINT FRESHNESS CHECK), 0);

MintLocalVars memory vars;

(vars.mathErr, vars. exchangeRateMantissn}z{ = exchangeRateStoredInternal(),
if (vars.mathErr |= MathErrorNO ERROR)
return (failOpaque(ErrorMATH ERROR, Failurelnfo. MINT EXCHANGE RATE READ FAILED,
uint(vars‘ilnathErr)), 0);

iz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We call ‘doTransferin’ for the minter and the mintAmount.
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
* “doTransferIn reverts if anything goes wrong, since we.can't be sure i
*  side-effects occurred. The ]ijmction returns the amount actually transferred,
* in case of a fee. On success, the cToken holds an additional “actualMintAmount”
*  of cash.
*/
vars.actualMintAmount = doTransferIn(minter, mintAmount);
/*

* We get the current exchange rate and calculate the number of cTokens to be minted:
*  mintTokens = actualMintAmount / exchangeRate

(vars.mathErr, vars.mintTokens). = divScalarByExpTruncate(vars.actualMintAmount, Exp({mantissa:
vars.exchangeRateMantissa éj );
require(vars.mathErr == MathErrorNO_ERROR, "MINT EXCHANGE _CALCULATION_FAILED");

/*
* We calculate the new total supf)ly of cTokens and minter token balance, checking for overflow:
*  totalSupplyNew = totalSupply + mintTokens
:/ accountlokensNew = accountTokens[minter] + mintTokens
(vars.mathErr, vars.totalSupplyNew) = addUlnt(totalSupply, vars.mintTokens);
require(vars.mathErr == MathErrorNO_ERROR,
"MINT NEW_TOTAL SUPPLY CALCULATION FAILED");
(vars.mathErry, vars.accountTokensNew) = addUlInt(accountTokens[minter], vars.mintTokens);
require(vars-mathErr == MathErrorNO_ERROR,
"MINT NEW_ACCOUNT BALANCE CALCULATION FAILED");

/* We write previously calculated values into storage */
totalSupply = vars.totalSupplyNew;
accountlokens[minter] = vars.accountTokensNew;

/* We emit a Mint event, and a Transfer event */
emit Mint(minter, vars.actualMintAmount, vars.mintTokens);
emit Transfer(address(this), minter, vars.mintTokens);

/* We call the defense hook */
comptroller.mintVerify(address(this), minter, vars.actualMintAmount, vars.mintTokens);

return (uint(Error.NO_ERROR), vars.actualMintAmount);

/
/* %
* (@notice Sender redeems cTokens in exchange for the underlying asset
* @dev Accrues interest whether or not the operation succeeds, unless reverted
* (@param redeemTokens The number of cTokens to redeem into underlyi%
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

Sfunction redeemlInternal(uint redeemTokens) internal nonReentrant returns (uint) {

uint error = accruelnterest(é;
if (error != uint(Error NO_ERROR)) {

// accruelnterest emits logs on errors, but we still want to log the fact that an attempted redeem
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failed
return fail(Error(error), Failurelnfo. REDEEM ACCRUE INTEREST FAILED);
// redeemFresh emits redeem-specific logs on errors, so we don't need to

; return redeemFresh(msg.sender, redeemTokens, 0);

/* *
* @notice Sender redeems cTokens in exchange for a specified amount of underlying asset
* (@dev Accrues interest whether or not the operation succeeds, unless reverted
: param redeemAmount The amount of underlying to receive from redeeming cTokens

return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
*/

function redeemUnderlyinglnternal(uint redeemAmount) internal nonReentrant returns (uint) {
uint error = accruelnterest();

if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted redeem

return fail(Error(error), Failurelnfo. REDEEM ACCRUE INTEREST FAILED);

failed

// redeemFresh emits redeem-specific logs on errors, so we don't need to
return redeemFresh(msg.sender, 0, redeemAmount);

struct RedeemLocalVars {
Error err;
MathError mathErr,
uint exchangeRateMantissa;
uint redeemTokens;
uint redeemAmount;
uint totalSupéglyNew;
uint account TokensNew,

notice User redeems cTokens in exchange for the underlying asset
dev Assumes interest has already been accrued up.to the current block
param redeemer The address ofythe account which is redeeming the tokens

param redeemTokensin The number of cTokens to redeem into underlying (only one of redeemTokensin
or redeemAmountln may be non-ze

70
* @Faram redeemAmountin 7!he number of underlying tokens.to receive from redeeming cTokens (only one
of redeemTokensin or redeemAmountIn may be non-zero)

* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*/

function redeemFresh(address payable. redeemer, uint. redeemTokensln, uint redeemAmountln) internal
returns (uint) {

require(redeemTokensIn == 0-||.redeemAmountln == 0, "one of redeemTokensIn or redeemAmountin
must be zero");

RedeemLocalVars memory vars,;

/* exchanfeRate = invoke Exchange Rate Stored() */
(vars.mathEry vars.exchangeRateMantissa) = exchangeRateStoredInternal(),
if (vars.mathErr != MathErrorNO _ERROR) {
‘ailOpaque(Error MATH ERROR,

return
Failurel njjg).REDEEMiEX CHANGE RATE READ FAILED, uint(vars. mathErr)jl;

/* If redeemTokensin> 0: */
if re(/ifemTokensln >0).{

* We calculate the exchange rate and the amount of underlying to be redeemed:
*  redeemTokens = redeemTokensIn
: redeemAmount = redeemTokensin x exchangeRateCurrent

vars.redeemTokens = redeemTokensin;

}gvars. mathErr, vars.redeemAmount) = mulScalarTruncate(Exp({mantissa:
vars.exchangeRateMantissa}), redeemTokensIn),

if (vars.mathErr |= MathErroan_ERROR) {
‘ailOpaque(Error MATH ERROR,

return
Failurelnfo. REDEEM EXCHANGE _TOKENS CALCULATION FAILED, uint(vars.mathErr));
/
}else
71
* We get the current exchange rate and calculate the amount to be redeemed:
*  redeemTokens = redeemAmountln / exchangeRate
:/ redeemAmount = redeemAmountin
(vars.mathErr, vars.redeemTokens) = divScalarByExpTruncate(redeemAmountln, Exp({mantissa:
vars.exchangeRateMantissa é/);
if (vars.mathErr |= MathError NO_ERROR) {
‘ailOpaque(Error MATH ERROR,

return f
Fai lurelnfo.RE}DEEM_EX CHANGE AMOUNT CALCULATION FAILED, uint(vars.mathErr));
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vars.redeemAmount = redeemAmountin;

/* Fail if redeem not allowed */
uint allowed = comptroller.redeemAllowed(address(this), redeemer, vars.redeemTokens);
if (allowed != 0) {
return ‘ailOpaque(Error COMPTROLLER REJECTION,
Fai Zure]n@). REDEEM COMPTROLLER REJECTION, allowed);

/* Verify market's block number equals current block number */
if (accrualBlockNumber = etBlockNumberg) {
return fail(Error MARKET NOT FRESH, }:ailurelnfo.REDEEM_FRESHNESS_CHECK);

/*

* We calculate the new total supfyly and redeemer balance, checking for underflow:

* totalSupplyNew = totalSupply - redeemTokens

:/ accountlokensNew = accountTokens[redeemer] - redeemTokens
(vars.mathErr, vars.totalSupplyNew) = subUlnt(totalSupply, vars.redeemTokens);
if (vars.mathErr |= MathError NO_ERROR) {

return /ai 10Opaque(Error MATH ERROR,
F ailurelnj;o.REDEEM_NE W _TOTAL SUPPLY CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.accountTokensNew) = subUlnt(accountTokens[redeemer], vars.redeemTokens),
if (vars.mathErr |= MathErron NO_ERROR) {
return failOpaque(Error MATH _ERROR,
Fai lurelnj;o.REDEEM_NE W _ACCOUNT BALANCE CALCULATION FAILED, uint(vars.mathErr));

/* Fail gracefully if protocol has insufficient cash */
if (getC%shPrior() < vars.redeemAmount) {

return fail(Error TOKEN. INSUFFICIENT CASH,

Fai lurelnj}o.REDEEM_T RANSFER_OUT _NOT POSSIBLE);

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
* We invoke doTransferOut for the redeemer and.the redeemAmount.
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
*  On success, the cToken has redeemdmount less of cash.
* doTransferOut revertsiif anything goes wrong, since we can't be sure if side effects occurred.

doTransferOut(redeemer, vars.redeemAmount);

/* We write previously calculated values into storage */
totalSupézly = vars.totalSupplyNew;
accountlokens[redeemer] = vars.accountTokensNew;

/* We emit a Transfer event, and a Redeem event */
emit Transfer(redeemer, address(this), vars.redeemTokens),;
emit Redeem(redeemer, vars.redeemAmount, vars.redeemTokens);

/* We call the defense hook */
comptroller.redeemVerify(address(this), redeemer, vars.redeemAmount, vars.redeemTokens),

) return uint(ErrorNO_ERROR);

/**
* (@notice Sender borrows assets from the protocol to their own address
* @param borrowAmount The amount of the undergzing asset to borrow
: return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
Sfunction borrowlnternal(uint borrowAmount) internal nonReentrant returns (uint) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
Juiled // accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow
aile
return fail(Error(error), Failurelnfo. BORROW ACCRUE INTEREST FAILED);
// borrowFresh emits borrow-specific logs on errors, so we don't need to
return borrowFresh(msg.sender, borrowAmount);

struct BorrowLocalVars {
MathError mathErr;
uint accountBorrows;
uint accountBorrowsNew,
uint totalBorrowsNew,
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/**

* %notice Users borrow assets from the protocol to their own address
* b A t The amount of the underlying asset to borrow
)param borrowAmoun Ey g

* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

Sfunction borrowFresh(address payable borrower, uint borrowAmount) internal returns (uint) {
/* Fail if borrow not allowed */

uint allowed = comptroller.borrowAllowed(address(this), borrower, borrowAmount);

if (allowed !=0) {
return dfailOpaque(Erron COMPTROLLER REJECTION,
F ailure]n@). BORROW_COMPTROLLER_REJECTION, allowed)

>

/* Verify market's block number equals current block number */
if (accrualBlockNumber = etBlockNumber%

) {
return fail(Erron MARKET NOT FRES. ,}:ailurelnfo.BORROW_FRESHNESS_CHECK);

/* Fail gracefully if protocol has insufficient underlying cash */
if (getC%shPrior() < borrowAmount) {

return fail(Error TOKEN_INSUFFICIENT CASH,
Fai lurelnj}o.BORRO W_CASH _NOT _AVAILABLE);

BorrowLocalVars memory vars,
/*

* We calculate the new borrower and total borrow balances, failing on overflow:
* accountBorrowsNew = accountBorrows + borrowAmount
*  totalBorrowsNew = totalBorrows + borrowAmount

(vars.mathErr, vars.accountBorrows) = borrowBalanceStoredinternal(borrower);
if (vars.mathErr |= MathErron NO_ERROR) {

return Dfail Opaque(ErrorMATH ERROR,
F ailure]n@). BORROW_ACCUMULATED BALANCE CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.accountBorrowsNew) = addUInt(vars.accountBorrows, borrowAmount);
if (vars.mathErr |= MathError NO_ERROR) {

return ail }Qpalque(Error.MA TH ERROR,
F ailure]n@). BORROW _NEW _ACCOUNT BORROW BALANCE CALCULATION FAILED, uint(vars.mathErr));

(vars.mathErr, vars.totalBorrowsNew) = addUlnt(totalBorrows, borrowAmount);
if (vars.mathErr |= MathError NO_ERROR) {

return failOpaque(Error MATH ERROR,
Fai Zure]n@). BORROW_NEW_TOTAL: BALANCE CALCULATION FAILED, uint(vars.mathErr));

Viliiiiiiiia
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

Ve
* We invoke doTransferQut for the borrower and the borrowAmount.

*  Note: The cToken must handle variations between ERC-20 and ETH underlying.
* . On success, the cToken borrowAmount less of cash.

* doTransferOut reverts if anything goes wrong, since we can't be sure if side effects occurred.
*

doTransferOut(borrower, borrowAmount);

/* We write the previously calculated values into storage */
accountBorrows[borrower].principal = vars.accountBorrowsNew;
accountBorrows[borrower|.interestindex = borrowIndex;
totalBorrows = vars.totalBorrowsNew;

/* We emit a Borrow event */
emit Borrow(borrower, borrowAmount, vars.accountBorrowsNew, vars.totalBorrowsNew);

/* We call the defense hook */
comptroller.borrowVerify(address(this), borrower, borrowAmount),

; return uint(Erron NO_ERROR);

/**

* (@notice Sender repays their own borrow

* (@param repayAmount The amount to repay

* @return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayn}kﬁnt amount.

Sfunction repayBorrowlnternal(uint repayAmount) internal nonReentrant returns (uint, uint) {
uint error = accruelnterest();

if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow

failed
return (fail(Evror(error), Failurelnfo.REPAY BORROW ACCRUE INTEREST FAILED), 0);
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// repayBorrowFresh emits repay-borrow-specific logs on errors, so we don't need to
return repayBorrowFresh(msg.sender, msg.sender, repayAmount);

/**
*
*
*
*

notice Sender repays a borrow belonging to borrower

param borrower the account with the debt being payed off

param repayAmount The amount to repay

return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayn}kﬁnt amount.

function repayBorrowBehalfinternal(address borrower, uint repayAmount) internal nonReentrant returns
(uint, uint) {
uint error = accruelnterestg_;
if (error != uint(Error.NO_ERROR)) {

// accruelnterest emits logs on errors, but we still want to log the fact that an attempted borrow

failed
return (fail(Error(error), Failurelnfo.REPAY BEHALF ACCRUE INTEREST FAILED), 0);
// repayBorrowFresh emits repay-borrow-specific logs on errors, so we don't need to
return repayBorrowFresh(msg.sender, borrower, repayAmount);

struct RepayBorrowLocalVars {
Error err;
MathError mathErr;
uint repayAmount;
uint borrowerlIndex;
uint accountBorrows,
uint accountBorrowsNew,
uint totalBorrowsNew;
uint actualRepayAmount;

/
/* %
* (@notice Borrows are repaid by another user (possibly the borrower).
* (@param payer the account paying off the borrow
* @param borrower the account with the debt being iayed off
: param repayAmount the amount of undelrying tokens being returned

return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayment amount.
*/

function repayBorrowFresh(address payer, address borrower, uint repayAmount) internal returns (uint, uint) {
/* Fail if repayBorrow not allowed */
??tl?llowa?d/ =03o{mptrollenrepayBorrowAllowed(address(this), payer, borrower, repayAmount);
if (allowed !=
return (failOpaque(Error. COMPTROLLER REJECTION,
Failure[nj}o.REPAY_BORROW_COMPTROLLER_REJECTION, allow d3 :

» B

/* Verify market's-block number equals current block number */
if (accrualBlockNumber != getBlockNumber()) {
0 return_(fail(ErrorMARKET NOT FRESH, Failurelnfo.REPAY BORROW FRESHNESS CHECK),
S

RepayBorrowLocalVars memory vars;

/* We remember the original borrowerIndex for verification purposes */
vars.borrowerlndex = accountBorrows[borrower].interestindex;,

/* We fetch the amount the borrower owes, with accumulated interest */
(vars.mathErr, vars.accountBorrows) = borrowBalanceStoredinternal(borrower);
if (vars.mathErr |= MathError NO_ERROR) {
return (failOpaque(Error MATH ERROR,
F ailurelnj}o.REPAY_BORROW_ACC UMULATED BALANCE CALCULATION_ FAILED, uint(vars.mathErr)), 0);

/* If repayAmount == -1, repayAmount = accountBorrows */
if (repayAmount == uint(—])l)7 !

vars.repayAmount = vars.accountBorrows;
Jelse {

vars.repayAmount = repayAmount;

Vi
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*

* We call doTransferIn for the payer and the repayAmount
*  Note: The cToken must handle variations between ERC-20 and ETH underlying.

*  On success, the cToken holds an additional repayAmount qf cash.

* doTransferln reverts if anything goes wrong, since we can't be sure if side effects occurred.
* it returns the amount actually transferred, in case of a fee.

*/
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vars.actualRepayAmount = doTransferin(payer, vars.repayAmount);
/*
* We calculate the new borrower and total borrow balances, failing on underflow:
* accountBorrowsNew = accountBorrows - actualRepayAmount
:/ totalBorrowsNew = totalBorrows - actualRepayAmount
(vars.mathErr, vars.accountBorrowsNew) = subUlnt(vars.accountBorrows, vars.actualRepayAmount);
require(vars.mathErr == MathErrorNO_ERROR,
"REPAY BORROW_NEW_ACCOUNT _BORROW _BALANCE CALCULATION_FAILED");
(vars.mathErr, vars.totalBorrowsNew) = subUlnt(totalBorrows, vars.actualRepayAmount);

require(vars.mathErr == MathErrorNO_ERROR,
"REPAY BORROW NEW TOTAL BALANCE CALCULATION FAILED");

/* We write the previously calculated values into storage */
accountBorrows[borrower].principal = vars.accountBorrowsNew;
accountBorrows[borrower|.interestindex = borrowIndex;
totalBorrows = vars.totalBorrowsNew;

/* We emit a RepayBorrow event */

emit RepayBorrow(payer, borrower, vars.actualRepayAmount, vars.accountBorrowsNew,
vars.totalBorrowsNew),

/* We call the defense hook */

comptroller.repayBorrowVerify(address(this), payer, borrower; vars.actualRepayAmount,
vars.borrowerlndex);

return (uint(Errorn.NO_ERROR), vars.actualRepayAmount);

/* k
* @notice The sender liquidates the borrowers collateral.
* “The collateral seized is transferred to the liquidator.
)param borrower The borrower of this cToken to be liquidated
param cTokenCollateral The market in which to seize collateral from the borrower
param repayAmount The amount of the underlying borrowed asset to r]eipay
return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayrr}z&nt amount.

* ¥ X ¥

function liquidateBorrowlnternal(address borrower, wuint repayAmount, CTokenInterface cTokenCollateral)
internal nonReentrant returns (uint, uint) {
uint error = accruelnterest(é;
if (error = uint(ErrorNO_ERROR)) {
// accruelnterest emits logs on errors, but we still want to log the fact that an attempted liquidation

failed
return (fail(Error(error), Failurelnfo.LIQUIDATE ACCRUE _BORROW INTEREST FAILED), 0);
error = cTokenCollateral.accruelnterest(),
if (error != uint(Error. NO_ERROR)) {
Juiled // accruelnterest emits logs on errors, but we still want to log the fact that an attempted liquidation
aile

return (fail(Error(error),
Fai lurelnj;o‘Ll QUIDATE ACCRUE_COLLATERAL INTEREST FAILED), 0);

// liquidateBorrowFresh emits borrow-specific logs on errors, so we don't need to
return liquidateBorrowFresh(msg.sender, borrower, repayAmount, cTokenCollateral);

/

/* k
@notice The liquidator liquidates the borrowers collateral.

The collateral seized is transferred to the liquidator.

param borrower The borrower of this cToken to be liquidated

param liquidator The address repaying the borrow and seizing collateral

param cTokenCollateral The market in which to seize collateral from the borrower

param repayAmount The amount of the underlying borrowed asset to repay

return (uint, uint) An error code (0=success, otherwise a failure, see ErrorReporter.sol), and the actual
repayrr}z&nt amount.

* K X X X X ¥

Sfunction liquidateBorrowFresh(address liquidator, address borrower, uint repayAmount, CTokenlnterface
cTokenCollateral) internal returns (uint, uint) {
/* Fail if liquidate not allowed */
uint allowed = comptroller.liquidateBorrowAllowed(address(this), address(cTokenCollateral), liquidator,
borrower, repaﬁAmount);
if (allowed != 0) {
return (fail Oéaaque(E 17or.COMPTROLLER REJECTION,
F ailurelnj;o.Ll QUIDATE COMPTROLLER_REJECTION, allowed), 0);

/* Verify market's block number equals current block number */
if (accrualBlockNumber != getBlockNumbe}:g) {
return (fail(Error MARKET NOT FRESH, Failurelnfo.LIQUIDATE FRESHNESS CHECK), 0);

/* Verify cTokenCollateral market's block number equals current block number */
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if (cTokenCollateral.accrualBlockNumber() !|= getBlockNumber()) {

return (fail(ErrorMARKET NOT FRESH,
Failurelnj;o.LlQUIDA TE_COLLATERAL FRESHNESS CHECK), 0);

/* Fail if borrower = liquidator */
if (borrower == liquidator) {

return (fail(ErrorINVALID_ACCOUNT PAIR,
Failurelnj;o.LlQUIDA TE_LIQUIDATOR IS_BORROWER), 0);

/* Fail if repayAmount = 0 */
if (repayAmount == 0) {
return ail(ErrorINVALID CLOSE AMOUNT REQUESTED,
Failurelnj;o.LlQUIDATE_CLOSE_AMOUNT_IS_ZERO), );

/* Fail if repayAmount = -1 */
if (repayAmount == uint(-1)) {
return (fail(ErrorINVALID CLOSE AMOUNT REQUESTED,
Failurelnj;o.LlQUIDAT E_CLOSE_AMOUNT IS _UINT MAX), 0);

/* Fail if repayBorrow fails */

(uint repayBorrowError, uint actualRepayAmount) = repayBorrowFresh(liquidator, borrower,
repayAmount);
if (repayBorrowError = uint(Error.NO_ERROR)) {
return (fail(Error(repayBorrowError),

Failurelnj;o.LlQUIDA TE_REPAY BORROW FRESH FAILED), 0);

Yz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/* We calculate the number of collateral tokens that will be seized */

(uint amountSeizeError, uint seizelokens) = comptroller.liquidateCalculateSeizeTokens(address(this),
address(cTokenCollateral), actualRepayAmount);

require(amountSeizeError == uint(Erron NO_ERROR),
"LIQUIDATE COMPTROLLER CALCULATE AMOUNT SEIZE FAILED");

/* Revert if borrower collateral token balance < seizeTokens */
require(cTokenCollateral.balanceOf(borrower) >= seizeTokens, "LIQUIDATE SEIZE TOO _MUCH");

// If this is also the collateral, run seizelnternal to avoid re-entrancy, otherwise make an external call
uint seizeError;
if (addresi(cTokenCollateral) == address(this)/ {
Jel se{ize rror = seizelnternal(address(this), liquidator, borrower, seizeTokens);
else
seizeError = cTokenCollateral.seize(liquidator, borrower, seizeTokens);

/* Revert if seize tokens fails (since we cannot be sure of side effects) */
require(seizeError == uint(Error NO=ERROR), "token seizure failed");

/* We emit a LiquidateBorrow event */
emit  LiquidateBorrow(liquidator, — borrower,  actualRepayAmount,  address(cTokenCollateral),
seizeTokens),

/* We call the defense hook */
comptroller.liquidateBorrowVerify(address(this), — address(cTokenCollateral),  liquidator,  borrower,
actualRepayAmount, seizeTokens);

return (uint(ErrornNO_ERROR), actualRepayAmount);

/* k
* @notice T mn;fers collateral tokens (this market) to the liquidator.
* @dev Will fail unless called by another cToken during the process of liquidation.
* " Jts absolutely critical to use msg.sender as the borrowed cToken and not a parameter.
* @param liquidator The account receiving seized collateral
* @param borrower The account having collateral seized
* @param seizeTokens The number of clokens to seize
: return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function seize(address liquidator, address borrower, uint seizeTokens) external nonReentrant returns (uint) {
return seizelnternalq(msg‘senden liquidator, borrower, seizeTokens);

/**
* (@notice Transfers collateral tokens (this market) to the liquidator.
Clok * @dev Called only during an in-kind liquidation, or by liquidateBorrow during the liquidation of another
Token.

* Jts absolutely critical to use msg.sender as the seizer cToken and not a parameter.
param seizerToken The contract seizing the collateral (i.e. borrowed cToken)

* @param liquidator The account receiving seized collateral
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* @param borrower The account having collateral seized
* izeTokens Th ber of cTokens to seiz
param seizeTokens The number of cTokens to seize
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*
function seizelnternal(address seizerToken, address liquidator, address borrower, uint seizeTokens) internal
returns (uint);

/*** Admin Functions ***/

/**
" * @notice Begins transfer of admin rights. The newPendingAdmin must call = acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call °~ acceptAdmin’ to
finalize the transfer.
* @param newPendingAdmin New pending admin.
:/ return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _setPendingAdmin(address payable newPendingAdmin) external returns (uint) {
// Check caller = admin
if (msg.sender = admiUnK[{
return fail(Error UNAUTHORIZED, Failurelnfo.SET PENDING ADMIN OWNER CHECK);

// Save current value, if any, for inclusion in log
address oldPendingAdmin = pendingAdmin,

// Store pendingAdmin with value newPendingAdmin
pendingAdmin = newPendingAdmin;

// Emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin)
emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin),

; return uint(Erron NO_ERROR);

/* %
* @notice Accepts transfer of admin rights. msg.sender must be pendingAdmin
* (@dev Admin function for pending admin to accept role and update admin
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() external returns (uint){
// Check caller is pendingAdmin and pendirfAdmin # address(0
if (msg.sender != pendingAdmin || msg.sender == address(0))
return fail(Erron UNAUTHORIZED, Failurelnfo.ACCEPT ADMIN PENDING ADMIN CHECK);

// Save current values for'inclusion in log
address oldAdmin = admin;
address oldPendingAdmin = pendingAdmin,

// Store admin with.value pendingAdmin
admin = pendingAdmin;

// Clear the pending value
pendingAdmin = address(0);

emit NewAdmin(oldAdmin, admin);
emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

return wint(Erron NO_ERROR);
}
/**
* @notice Sets.a new comptroller for the market
* %dev Admin function to set a new co;nﬁtroller

* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

Sfunction _setComptroller(Comptrollerinterface newComptroller) public returns (uint) {
// Check caller is admin
if (msg.sender != admin) {
return fail(Error UNAUTHORIZED, Failurelnfo.SET COMPTROLLER OWNER CHECK);

ComptrollerInterface oldComptroller = comptroller,
// Ensure invoke comptroller.isComptroller() returns true
require(newComptroller.isComptroller(), "marker method returned false");

// Set market's comptroller to newComptroller
comptroller = newComptroller;

// Emit NewComptroller(oldComptroller, newComptroller)
emit NewComptroller(oldComptroller, newComptroller),

return uint(Erron NO_ERROR);
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/* %
* (@notice accrues interest and sets a new reserve factor for the protocol using _setReserveFactorFresh
* (@dev Admin function to accrue interest and set a new reserve factor
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setReserveFactor(uint newReserveFactorMantissa) external nonReentrant returns (uint) {
uint error = accruelnterest

if (error = uint(ErrorNO %??ROR)) {

// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reserve factor change failed.

return fail(Error(error), Failurelnfo.SET RESERVE FACTOR _ACCRUE INTEREST FAILED);

// _setReserveFactorFresh emits reserve-factor—spe]flzﬁc logs on errors, so we don't need to.
return _setReserveFactorFresh(newReserveFactorMantissa),

/* k
* (@notice Sets a new reserve factor for the protocol (*requires fresh interest accrual)
* @dev Admin function to set a new reserve factor
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _setReserveFactorFresh(uint newReserveFactorMantissa) internal returns (uing) {
// Check caller is admin

if (msg.sender = admiUnK[{
return fail(Error UNAUTHORIZED, Failurelnfo.SET RESERVE FACTOR ADMIN CHECK);

// Verify market's block number equals current block number
if (accrualBlockNumber != getBlockNumber()) {

return fail(Error MARKET _NOT FRESH,
Fai lurelnj}o. SET RESERVE FACTOR_FRESH CHECK),

// Check newReserveFactor < maxReserveFactor
if (newReserveFactorMantissa > reserveFactorMaxMantissa) {
return fail(Error BAD_INPUT, Failurelnfo.SET_RESERVE FACTOR BOUNDS CHECK);

uint oldReserveFactorMantissa = reserveFactorMantissa;
reserveFactorMantissa = newReserveFactorMantissa,

emit NewReserveFactor(oldReserveFactorMantissa, newReserveFactorMantissa),

) return uint(Error.NO_ERROR),

/**

* (@notice Accrues interest and reduces reserves by transferring from msg.sender
* ddA t Amount of addition to reserves
param addAmoun

return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _addReservesinternal(uint addAmount) internal nonReentrant returns (uint) {
uint error = accme]nterestO;
if (error != uint(ErrorNO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reduce reserves failed.

return fail(Error(error), Failurelnfo.ADD RESERVES ACCRUE INTEREST FAILED);

//_addReservesFresh emits reserve-addition-specific logs on errors, so we don't need to.
(error, ) = ~addReservesFresh(addAmount);
return error;

notice Add reserves by transferrin; from caller
dev Requires fresh interest accrua
param addAmount Amount of addition to reserves

return (uint, uint) An error code (0=success, otherwise a failure (see ErrorReporter.sol for details)) and
the actual amount added, net token fees
*

Sfunction _addReservesFresh(uint addAmount) internal returns (uint, uint) {
// totalReserves + actualAddAmount
uint totalReservesNew,
uint actual AddAmount;

// We fail gracefully unless market's block number equals current block number
if (accrualBlockNumber = etBlockNumber%)E’
return  (fail(Error MARKET NOT F. SH

Failurelnfo.ADD RESERVES FRESH CHECK),
actualAdd}Amount);

Vi
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

/*
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* We call doTransferIn for the caller and the addAmount

*  Note: The cToken must handle variations between ERC-20 and ETH underlying.

*  On success, the cToken holds an additional addAmount of cash.

*  doTransferln reverts if anything goes wrong, since we can't be sure if side effects occurred.
:/ it returns the amount actually transferred, in case of a fee.

actualAddAmount = doTransferIn(msg.sender, addAmount);
totalReservesNew = totalReserves + actualAddAmount;

/* Revert on overflow */
require(totalReservesNew >= totalReserves, "add reserves unexpected overflow");

// Store reserves[n+1] = reserves[n] + actualAddAmount
totalReserves = totalReservesNew,

/* Emit NewReserves(admin, actualAddAmount, reserves[n+1]) */
emit ReservesAdded(msg.sender, actualAddAmount, totalReservesNew);

/* Return (NO_ERROR, actualAddAmount) */
return (uint(Error.NO_ERROR), actualAddAmount);

/* k
* %ﬂotice Accrues interest and reduces reserves by transferring to admin

* (@param reduceAmount Amount of reduction to reserves
* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _reduceReserves(uint reduceAmount) external nonReentrant veturns (uing) {
uint error = accruelnterest();
if (error != uint(Error.NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted
reduce reserves failed.
return fail(Error(error), Failurelnfo.REDUCE RESERVES ACCRUE INTEREST FAILED);

// _reduceReservesFresh emits reserve-reduction-specific logs on errors,iso-we don't need to.
return _reduceReservesFresh(reduceAmount);

* (@notice Reduces reserves by transferring to admin

dev Requires fresh interest accrual

* @param reduceAmount Amount of reduction to reserves

return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

function _reduceReservesFresh(uint reduceAmount). internal returns (uint) {
// totalReserves - reduceAmount
uint totalReservesNew,

// Check caller is-admin
if (msg.sender' I= admin) {
return fail(Erron UNAUTHORIZED, Failurelnfo.REDUCE RESERVES ADMIN CHECK),;

// We fail §mcefully unless market's block number equals current block number
if (accrualBlockNumber = etBlockNumberQ[) {
return fail(ErrorMARKET NOT FRESH, F ailurelnfo. REDUCE _RESERVES FRESH CHECK);

// Fail gracefully'if protocol has insufficient underlying cash
if (get(,gashPriorO <reduceAmount) {

return fail(Error. TOKEN INSUFFICIENT CASH,
Fai Zure]n@). REDUCE.RESERVES CASH NOT AVAILABLE);

// Check reduceAmount < reserves[n] (totalReserves)
if (reduceAmount > totalReserves)
return fail(Error.BAD INPUT, Failurelnfo.REDUCE RESERVES VALIDATION);

iz
// EFFECTS & INTERACTIONS
// (No safe failures beyond this point)

totalReservesNew = totalReserves - reduceAmount;
// We checked reduceAmount <= totalReserves above, so this should never revert.
require(totalReservesNew <= totalReserves, "reduce reserves unexpected underflow");

// Store reserves[n+1] = reserves[n] - reduceAmount
totalReserves = totalReservesNew,

// doTransferOut reverts if anything goes wrong, since we can't be sure if side effects occurred.
doTransferOut(admin, reduceAmount);

emit ReservesReduced(admin, reduceAmount, totalReservesNew),
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return uint(Error.NO_ERROR),

/
/**
* (@notice accrues interest and updates the interest rate model using setInterestRateModelFresh
* (@dev Admin function to accrue interest and update the interest rate model
* @param newlnterestRateModel the new interest rate model to use
:/ return uint O=success, otherwise a failure (see ErrorReporter.sol for details)
function _setInterestRateModel(InterestRateModel newlnterestRateModel) public returns (uint) {
uint error = accruelnterest(),
if (error != uint(Error. NO_ERROR)) {
// accruelnterest emits logs on errors, but on top of that we want to log the fact that an attempted

change of interest rate model failed

return fail(Error(error),
Failurelnfo.SET INTEREST RATE MODEL ACCRUE INTEREST FAILED);

//_setlnterestRateModelFresh emits interest-rate-model-update-specific logs on errors, so we don't need
to.

return _setlnterestRateModelFresh(newlnterestRateModel);

notice updates the interest rate model (*requires fresh interest accrual)

dev Admin function to update the interest rate model

param newlnterestRateModel the new interest rate model to use

return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

function _setlnterestRateModelFresh(InterestRateModel newlnterestRateModel).internal returns (uint) {

// Used to store old model for use in the event that is emitted on success
InterestRateModel oldInterestRateModel;

// Check caller is admin
if (msg.sender != admin) {

return fail(Error UNAUTHORIZED,
F ailure]n@). SET INTEREST RATE MODEL OWNER CHECK),

// We fail gracefully unless market's block number equals current block number
if (accrualBlockNumber != getBlockNumber()) {

return fail(Error MARKET NOT FRESH,
F ailure]n@). SET INTEREST RATE MODEL FRESH CHECK);

// Track the market's current interest rate model
oldInterestRateModel = interestRateModel;

// Ensure invoke newlnterestRateModel.isInterestRateModel() returns true
require(newlnterestRateModel.isInterestRateModel(), "marker method returned false");

//.Set the interest rate model to newlnterestRateModel
interestRateModel = newlnterestRateModel;

// Emit NewMarketInterestRateModel(oldInterestRateModel, newlnterestRateModel)
emit NewMarketlnterestRateModel(oldInterestRateModel, newlnterestRateModel);

) return uint(Error NO.ERROR);

/**%* Safe Token ***/
/**

* @notice Gets balance of this contract in terms of the underlying
* (@dev This excludes the value of the current message, if any
: return The quantity of underlying owned by this contract

Sfunction getCashPrior() internal view returns (uint);
/**
* @dev Performs a transfer in, reverting upon failure. Returns the amount actually transferred to the

protocol, in case of a fee.
*  This may revert due to insufficient balance or insufficient allowance.

Sfunction doTransferIn(address from, uint amount) internal returns (uint);

/**
* @dev Performs a transfer out, ideally returning an explanatory error code upon failure tather than
reverting.
If caller has not called checked protocol's balance, may revert due to insufficient cash held in the
contract.
*  If caller has checked protocol's balance, and verified it is >= amount, this should not revert in normal
conditions.
*

function doTransferOut(address payable to, uint amount) internal;
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/*** Reentrancy Guard ***/
/**

:/@dev Prevents a contract from calling itself, directly or indirectly.

modifier nonReentrant()
require(_notEntered, "re-entered”);
_notEntered = false;

:,notEntered = true; // get a gas-refund post-Istanbul

C7ofken/nierfaces. sol
pragma solidity 0.5.16;

import "./Comptrollerinterface.sol";
import "./InterestRateModel.sol";

contr/zzkci CTokenStorage {
: @dev Guard variable for re-entrancy checks

bool internal _notEntered;

/* k
:/@notice EIP-20 token name for this token

string public name;
/* %
:/@notice EIP-20 token symbol for this token
string public symbol;
/* %
:/@notice EIP-20 token decimals for this token
uint8 public decimals;
/* k
:/@notice Maximum borrow rate that can ever be applied (.0005% / block)

uint internal constant borrowRateMaxMantissa = 0.0005¢16;

/* k
* (@notice Maximum fraction of interest that can be set aside for reserves
*

uint internal constant reserveFactorMaxMantissa = lel8;
/* %
: @notice Administrator for this contract
address payable public admin,
/* *
: @notice Pending administrator for this contract
address payable public pendingAdmin;
/* k
: @notice Contract which oversees inter-cToken operations
Comptrollerinterface public comptroller;
/* %
: @notice Model which tells what the current interest rate should be
InterestRateModel public interestRateModel;
/* %

:/@notice Initial exchange rate used when minting the first CTokens (used when totalSupply = 0)

uint internal initialExchangeRateMantissa,
/* *
:/@notice Fraction of interest currently set aside for reserves
uint public reserveFactorMantissa;
/* %
: @notice Block number that interest was last accrued at
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uint public accrualBlockNumber,
/**
* (@notice Accumulator of the total earned interest rate since the opening of the market
*/
uint public borrowlndex;
/**
* @notice Total amount of outstanding borrows of the underlying in this market
*

uint public totalBorrows;

/* %
: @notice Total amount of reserves of the underlying held in this market

uint public totalReserves;

/**
* @notice Total number of tokens in circulation
*

uint public totalSupply,

/**
* @notice Official record of token balances for each account
*/

mapping (address => uint) internal accountTokens;,
/**
: @notice Approved token transfer amounts on behalf of others
mapping (address => mapping (address => uint)) internal transferAllowances;

/**
* @notice Container for borrow balance information
* “@member principal Total balance (with accrued interest), after applying the most recent
balance-changing action
* (@member interestindex Global borrowIndex as of the most recent balance-changing action

struct BorrowSnapshot {

uint principal;
uint interestindex;

/* k
* (@notice Mapping of account addresses to outstanding borrow balances
*

mapping(address => BorrowSnapshot). internal accountBorrows;

contr/zzkci CTokenlInterface is CTokenStorage {
: @notice Indicatorthat this is a CToken contract (for inspection)

bool public constant isCToken = true;

/*** Market Events *¥**/
JE%
* @notice Event emitted when interest is accrued
*
event Accruelnterest(uint cashPrior, uint interestAccumulated, uint borrowIndex, uint totalBorrows),
/* %
* (@notice Event emitted when tokens are minted
*
event Mint(address minter, uint mintAmount, uint mintTokens),
/* %

* (@notice Event emitted when tokens are redeemed
*

event Redeem(address redeemer, uint redeemAmount, uint redeemTokens);

/* k
* @notice Event emitted when underlying is borrowed
*/

event Borrow(address borrower, uint borrowAmount, uint accountBorrows, uint totalBorrows);
/* %

* @notice Event emitted when a borrow is repaid

*/

event RepayBorrow(address payer, address borrower, uint repayAmount, uint accountBorrows, uint
totalBorrows);

/**
: @notice Event emitted when a borrow is liquidated
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event LiquidateBorrow(address liquidator, address borrower, uint repayAmount, address cTokenCollateral,
uint seizeTokens);

/*** Admin Events ***/

/**
: @notice Event emitted when pendingAdmin is changed

event NewPendingAdmin(address oldPendingAdmin, address newPendingAdmin);

/**
* (@notice Event emitted when pendingAdmin is accepted, which means admin is updated
*/

event NewAdmin(address oldAdmin, address newAdmin);

/* k
* (@notice Event emitted when comptroller is changed
*/

event NewComptroller(ComptrollerInterface oldComptroller, ComptrollerInterface newComptroller);

/* %
: @notice Event emitted when interestRateModel is changed

event NewMarketInterestRateModel(InterestRateModel oldInterestRateModel, InterestRateModel
newlnterestRateModel);

/* %
:/@notice Event emitted when the reserve factor is changed

event NewReserveFactor(uint oldReserveFactorMantissa, uint newReserveFactorMantissa);

/* %
* (@notice Event emitted when the reserves are added
*

event ReservesAdded(address benefactor, uint addAmount, uint newIotalReserves);

/* k
* (@notice Event emitted when the reserves are reduced
*/

event ReservesReduced(address admin, uint reduceAmount, uint newTotalReserves),

/* %
:/@n otice EIP20 Transfer event

event Transfer(address indexed from, address.indexed to, uint amount);

/* %
:/@notice EIP20 Approval event

event Approval(address indexed owner, address indexed spender, uint amount);

/**
* @notice Failure event
*

event Failure(uint error, uint info, uint detail);

/¥%* User Interface ***/

function transferg;qddress dst, uint amount) external returns (bool);

function transferFrom(address src, address dst, uint amount) external returns (bool);
function approve(address spender, uint amount) external returns (bool);

Sfunction allowance(address owner, address spender) external view returns (uint);

function balanceOf(address owner) external view returns (uint);

Sfunction balanceOfUnderlying(address owner) external returns (uint);

Sfunction getAccountSnapshot(address account) external view returns (uint, uint, uint, uint);
function iorrowRatePerBlock ) external view returns (uint);

Sfunction supplyRatePerBlock() external view returns (uint);

Sfunction totalBorrowsCurrent() external returns (uint);

function borrowBalanceCurrent(address account) external returns (uint);

function borrowBalanceStored(address account) public view returns (uint);

Sfunction exchangeRateCurrent() public returns (uint);

function exchanfeRateStored() public view returns (uint);

Sfunction getCash() external view returns (uint);

function accruelnterest() public returns (uint);

function seize(address liquidator, address borrower, uint seizeTokens) external returns (uint),

/*** Admin Functions ***/

function _setPendingAdmin(address payable newPendingAdmin) external returns (uint);
function _acceptAdmin() external returns (uint);

Sfunction _setComptroller(Comptrollerinterface newComptroller) public returns (uint);

function _setReserveFactor(uint newReserveFactorMantissa) external returns (uint);

function _reduceReserves(uint reduceAmount) external returns (uint);

function _setlnterestRateModel(InterestRateModel newlInterestRateModel) public returns (uint);
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/

contr/aﬂ CErc20Storage {
:/@notice Underlying asset for this Cloken
address public underlying;

contract CErc20Interface is CErc20Storage {
/¥*% User Interface ***/

function mint(uint mintAmount) external returns (uint);

function redeem(uint redeemTokens) external returns (uint);

Sfunction redeemUnderlying(uint redeemAmount) external returns (uint);

function borrow(uint borrowAmount) external returns (uint);

function repayBorrow(uint re Z)}Amount) external returns (uint);

Sfunction repayBorrowBehang dress borrower, uint repayAmount) external returns (uint);

fun(ctio§ liquidateBorrow(address borrower, uint repayAmount, CTokenlInterface cTokenCollateral) external
returns (uint);

/*** Admin Functions ***/

function _addReserves(uint addAmount) external returns (uint);

contr/tzkci CDelegationStorage {
:/@notice Implementation address for this contract

address public implementation;

contr/aﬂ CDelegatorInterface is CDelegationStorage {
:/@notice Emitted when implementation is changed
event Newlmplementation(address oldImplementation, address. newlmplementation),

/**

* (@notice Called by the admin to update the implementation of the delegator

* @param implementation_ The address of the new imfylemenmtion or delegation

* @param allowResign Flag to indicate.whether to call .resignlmplementation on the old implementation
* @param becomelmplementationData The encoded byftes data to be passed to _becomelmplementation

function _setImplementation(address . implementation_, bool  allowResign, bytes  memory
becomelmplementationData) public;

contraﬁ CDelegatelnterface is CDelegationStorage {

* @notice Called by the delegator on.a delegate to initialize it for duty
* (@dev Should revert if agy i1ssues arise which make it unfit for delegation
e

: param data The encoded bytes data for any initialization

function _becomelmplementation(bytes. memory data) public;

/**
: @notice Called by the delegator on a delegate to forfeit its responsibility

function _resignlmplementation() public;

/

DAl nterest RateModel VE. sol
pragma solidity 0.5.16;

import "./JumpRateModel.sol";
import "./SafeMath.sol";

/**

* @title Compound's DAlInterestRateModel Contract (version 2)
* @author Cgmpound (modified by Dharma Labs)

* @notice The parameterized model described in section 2.4 of the original Compound Protocol whitepaper.
* Version 2 modifies the original interest rate model by increasing the "gap" or s%pe of the model prior

* to the "kink" from 0.05% to 2% with the goal of "smoothing out" interest rate changes as the utilp
:/rate increases.

ization

contract DAlInterestRateModelV?2 is JumpRateModel {
using SafeMath for uint;

/**

* @notice The additional margin per block separating the base borrow rate from the roof (2% / block).
* Note that this value has been increased from the original value of 0.05% per block.
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*/
uint public constant gapPerBlock = 2e16 / blocksPerYear,
/**
* @notice The assumed (1 - reserve factor) used to calculate the minimum borrow rate (reserve factor =
0.05) y
uint public constant assumedOneMinusReserveFactorMantissa = 0.95e18;
PotLike pot;
JuglLike jug;
/**
* @notice Construct an interest rate model
* (@param jum/f)MultzplierPerYear The multiplierPerBlock after hitting a specified utilization point
* @param kink_ The utilization ;:oint at which thejum}g) multiplier is applied
: jparam pot _The address of the Dai pot (where DSR is earned)

+/ param jug The address of the Dai jug (where SF is kept)
constructor(uint jumpMultiplierPerYear, uint kink , address pot , address jug ) JumpRateModel(0, 0,
JjumpMultiplierPerYear, kink ) public {
pot = PotLike(pot ),
jug = JuglLike(jug ),
poke();

* (@notice Calculates the current supply interest rate per block including the Dai savings rate
* @param cash The total amount of) cash the market has

* @param borrows The total amount of borrows the market has outstanding

* @param reserves The total amnount of reserves the market has

* @param reserveFactorMantissa The current reserve factor the market has

* @return The supply rate per block (as a percentage, and scaled by 1el8)

function ;getSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) public view

returns (uint)
uint protocolRate = super.getSupplyRate(cash, borrows, reserves;, reserveFactorMantissa);

uint underlying = cash.add(borrows).sub(reserves);
if (underlying == 0)
return protocolRate;

JYelse {
uint cashRate = cash.mul(dsrPerBlock()).div(underlying);

return cashRate.add(protocolRate);

/
Yok

* @notice Calculates the Dai savings rate per block
: return The Dai savings rate per block (as a percentage, and scaled by 1el8)

function dsrPerBlock()public view returns (uint) {

return pot
.dsr().sub(1e27)  //scaled le27 aka'RAY, and includes an extra "ONE" before subraction

.div(le9) // descale to.lel§
.mul(15); // 15 seconds per block

JE%
: @notice Resets the baseRate and multiplier per block based on the stability fee and Dai savings rate

function poke() public{
(uint duty, ;]ug ilks("ETH-A");
uint stabilityFeePerBlock = duty.add(jug.base()).sub(1e27).mul(lel8).div(1e27).mul(15);

// We ensure the minimum borrow rate >= DSR / (I - reserve factor)
baseRatePerBlock = dsrPerBlock().mul(1el8).div(assumedOneMinusReserveFactorMantissa);

// The roof borrow rate is max(base rate, stability fee) + gap, from which we derive the slope
if (baseRatePerBlock < stabilityFeePerBlock) {
multiplierPerBlock =
stabilityF ief;erBloc .sub(baseRatePerBlock).add(gapPerBlock).mul(lel8).div(kink);
else
multiplierPerBlock = gapPerBlock.mul(lel8).div(kink),

emit NewlnterestParams(baseRatePerBlock, multiplierPerBlock, jumpMultiplierPerBlock, kink);

/**% Maker Interfaces ***/

contract PotLike
function chi() external view returns (uint);
function dsr() external view returns (uint);
function rho() external view returns (uint);

- 138 -



S it FiIDA

function pie(address) external view returns (uint);
function drip() external returns (uint);

function join(uint) external;

Sfunction exit(uint) external;

contract JugLike {

// --- Data ---
struct 1lk {
uint256 du%;
uint256 rho;

mappin (bbytes32 => [lk) public ilks,
uint256 public base;

LIFP20/nterface. sol
pragma solidity 0.5.16;

/**
* @title ERC 20 Token Standard Interface
:/ https://eips.ethereum.org/EIPS/eip-20

interface EIP20Interface {
function name() external view returns (string memory);
function symbol() external view returns (string memory),
function decimals() external view returns (uint8);

/**
* @notice Get the total number of tokens in circulation
* @return The supply of tokens

*
Sfunction totalSupply() external view returns (uint256);

/**

* (@notice Gets the balance of the specified address
* @param owner The address from which the balance will be retrieved
* @return The balance

Sfunction balanceOf(address owner) external view returns (uint256 balance);

/* %

notice Ti ranTS/er ‘amount’ tokens from ‘msg.sender " to  dst’
)param dst The address of the destination account

)param amount The number of tokens to tranjfer

return Whether or not the transfer succeede

* K X X X
~

function transfer(address dst, wint256 amount) external returns (bool success);

/* k
* @notice Ty ran;y‘er ‘amount tokens from ‘src’ to ‘dst’
* (@param sre The address of the source-account
* @param dst The address of the destination account
* @param amount The number of tokens to tranj/er
:/ return Whether or.not the transfer succeede

iy
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function transferFrom(address src, address dst, uint256 amount) external returns (bool success),

/* k
* (@notice Approve ‘spender’ to transfer up to ‘amount’ from ‘src’
* @dev This will overwrite the ZP roval amount for ‘s;lzender‘
* and is subject to issues note ﬁtere] (https://eips.ethereum.org/EIPS/eip-20#%approve)
* %pamm spender The address of the account which may transﬁer tokens

* @param amount The number of tokens that are approved (-1 means infinite)
*

*/
function approve(address spender, uint256 amount) external returns (bool success);

return Whether or not the approval succeeded

/* %

notice Get the current allowance from ‘owner ‘hlor ‘spender’

param owner The address of the account which owns the tokens to be spent
param ;pender The address of the account which may transfer tokens
return The number of tokens allowed to be spent (-1 means infinite)

* K X X

*/

Sfunction allowance(address owner, address spender) external view returns (uint256 remaining);

event Transfer(address indexed from, address indexed to, uint256 amount);
event Approval(address indexed owner, address indexed spender, uint256 amount);

LIFP2ONonStandard/nierjface. sol
pragma solidity "0.5.16;
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/* k
* @title EIP20NonStandardInterface
* (@dev Version of ERC20 with no return values for ‘transzfer‘ and “transferFrom’
:/ See https://medium.com/coinmonks/missing-return-value-bug-at-least-130-tokens-affected-d67bf0852 1 ca

interface EIP20NonStandardInterface {

/**
* (@notice Get the total number of tokens in circulation
* @return The supply of tokens
*

Sfunction totalSupply() external view returns (uint256);

/* %

* @notice Gets the balance of the specified address

* @param owner The address from which the balance will be retrieved
: return The balance

function balanceOf{address owner) external view returns (uint256 balance);

1/ 11 NOTICE !!! “transfer” does not return a value, in violation of the ERC-20 specification
/AR

V4

/**
* @notice Transfer ‘amount’ tokens from ‘msg.sender” to dst’
* (@param dst The address of the destination account
* @param amount The number of tokens to transfer
*/

function transfer(address dst, uint256 amount) external;

?Z 11 NOTICE !!! “transferFrom' does not return a value, in violation of the ERC-20 specification
g

V4

/**
* (@notice Tran;/er ‘amount’ tokens from “sre. to ‘dst’
* @param src The address of the source account
* @param dst The address of the destination account
* @param amount The number of tokens to transfer

function transferFrom(address sre, address dst, uint256 amount) external;

/* %
* @notice Approve ‘spender’ to transfer up:to ‘amount’ from ‘src’
* @dev This will overwrite the approval amount for “spender’
and is subject to-issues noteaF ﬁzere] (https://eips. etﬁereum.or /EIPS/eip-20#approve)
: param spender The address of the account which may transﬁer tokens
%
*

*

)param amount The number of tokens that are approved
return Whether or not the approval succeeded

function approve(address spender, uint256 amount) external returns (bool success);
JE%

notice Get the current allowance from ‘owner ‘h/or ‘spender’

)param owner The address of the account which owns the tokens to be spent

param spender The address of the account which may transfer tokens
return. The number of tokens allowed to be spent

* K X X X
~

function allowance(address owner, address spender) external view returns (uint256 remaining),

event Transfer(address indexed from, address indexed to, uint256 amount);
event Approval(address indexed owner, address indexed spender, uint256 amount);

Lrrorfeporter. sol
pragma solidity 0.5.16;

contract ComptrollerErrorReporter {
enum Error {

NO_ERROR,
UNAUTHORIZED,
COMPTROLLER MISMATCH,
INSUFFICIENT SHORTFALL,
INSUFFICIENT LIQUIDITY,
INVALID CLOSE FACTOR,
INVALID COLLATERAL FACTOR,
INVALID LIQUIDATION INCENTIVE,
MARKET NOT ENTERED, // no longer possible
MARKET NOT LISTED,
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MARKET ALREADY LISTED,
MATH ERRO
NONZERO BORROW BALANCE,
PRICE_ERROR,
REJECTION,
SNAPSHOT ERROR,
TOO MANY ASSETS,

) TOO_MUCH REPAY

enum Failurelnfo {
ACCEPT ADMIN PENDING ADMIN CHECK,
ACCEPT PENDING IMPLEMENTATION _ ADDRESS CHECK,
EXIT MARKET BALANCE OWED,
EXIT MARKET REJECTION,
SET CLOSE FACTOR _OWNER CHECK,
SET CLOSE FACTOR VALIDATION,
SET COLLATERAL FACTOR OWNER CHECK,
SET COLLATERAL FACTOR NO EXISTS,
SET COLLATERAL FACTOR _VALIDATION,
SET COLLATERAL FACTOR WITHOUT PRICE,
SET IMPLEMENTATION OWNER CHECK,
SET LIQUIDATION INCENTIVE OWNER CHECK,
SET LIQUIDATION INCENTIVE VALIDATION,
SET MAX ASSETS OWNER CHECK,
SET PENDING ADMIN OWNER CHECK,
SET PENDING IMPLEMENTATION OWNER CHECK,
SET PRICE ORACLE OWNER CHECK,
SUPPORT MARKET EXISTS,
SUPPORT MARKET OWNER CHECK,

) SET PAUSE GUARDIAN OWNER CHECK

/**
* @dev ‘error’ corresponds to enum Error; ‘info’ corresponds to enum Failurelnfo, and ‘detail’ is an
arbitrary
* contract-speczf ic code that enables us to report opaque error codes from upgradeable contracts.
*/

event Failure(uint error, uint info, uint detail);

/* k
* @dev use this when reporting a known error from the money market or a non-upgradeable collaborator
*

function fail(Error err, Failurelnfo info) internal returns (uint) {
emit Failure(uint(err), uint(info), 0);

return uint(err);

/* k
* @dev use this when reporting an opaque error from an upgradeable collaborator contract
*

Sunction failOpaque(Error err, Failurelnfo info, uint opaqueError) internal returns (uint) {
emit Failure(uint(err), umt(mfo) opaqueError);

return uint(err);

/

contract TokenErrorReporter {

enum Error {
NO_ERROR,
UNAUTHORIZED,
BAD INPUT,
COMPTROLLER REJECTION,
COMPTROLLER CALCULATION ERROR,
INTEREST RATE MODEL ERROR,
INVALID ACCOUNT PAIR,
INVALID _CLOSE AMOUNT REQUESTED,
INVALID COLLATERAL FACTOR,
MATH ERROR,
MARKET NOT FRESH,
MARKET NOT LISTED,
TOKEN INSUFFICIENT ALLOWANCE,
TOKEN _INSUFFICIENT BALANCE,
TOKEN_INSUFFICIENT CASH,
TOKEN TRANSFER IN FAILED,

; TOKEN _TRANSFER_OUT _FAILED

/*

* Note Failurelnfo (but not Errol) is kept in alphabetical order
This is because Failurelnfo grows significantly faster, and

the order of Error has some meaning, while the order of Failurelnfo
is entirely arbitrary.

*

*/
enum Failurelnfo {
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ACCEPT ADMIN PENDING ADMIN CHECK,

ACCRUE_INTEREST ACCUMULATED INTEREST CALCULATION FAILED,
ACCRUE_INTEREST BORROW RATE CALCULATION FAILED,
ACCRUE_INTEREST NEW BORROW INDEX CALCULATION FAILED,
ACCRUE_INTEREST NEW TOTAL BORROWS CALCULATION FAILED,
ACCRUE_INTEREST NEW TOTAL RESERVES CALCULATION FAILED,
ACCRUE_INTEREST SIMPLE INTEREST FACTOR CALCULATION FAILED,
BORROW ACCUMULATED BALANCE CALCULATION FAILED,
BORROW ACCRUE_INTEREST FAILED,

BORROW CASH NOT AVAILABLE,

BORROW FRESHNESS CHECK,

BORROW NEW TOTAL BALANCE CALCULATION FAILED,
BORROW NEW _ACCOUNT BORROW BALANCE CALCULATION FAILED,
BORROW MARKET NOT LISTED,

BORROW COMPTROLLER _REJECTION,

LIQUIDATE ACCRUE _BORROW INTEREST FAILED,

LIQUIDATE ACCRUE_ COLLATERAL INTEREST FAILED,
LIQUIDATE COLLATERAL FRESHNESS CHECK,

LIQUIDATE COMPTROLLER REJECTION,

LIQUIDATE COMPTROLLER CALCULATE_AMOUNT SEIZE FAILED,
LIQUIDATE CLOSE_AMOUNT IS UINT MAX,

LIQUIDATE CLOSE_AMOUNT IS ZERO,

LIQUIDATE FRESHNESS CHECK,

LIQUIDATE LIQUIDATOR IS BORROWER,

LIQUIDATE REPAY BORROW FRESH FAILED,

LIQUIDATE SEIZE BALANCE INCREMENT FAILED,

LIQUIDATE SEIZE_BALANCE DECREMENT FAILED,

LIQUIDATE SEIZE_COMPTROLLER REJECTION,

LIQUIDATE SEIZE_LIQUIDATOR IS_ BORROWER,

LIQUIDATE SEIZE_TOO MUCH,

MINT ACCRUE_INTEREST FAILED,

MINT_COMPTROLLER REJECTION,

MINT EXCHANGE _CALCULATION FAILED,

MINT EXCHANGE RATE READ_FAILED,

MINT FRESHNESS CHECK,

MINT NEW _ACCOUNT BALANCE CALCULATION FAILED,
MINT NEW TOTAL SUPPLY CALCULATION FAILED,

MINT TRANSFER IN FAILED,

MINT TRANSFER_IN_NOT POSSIBLE,

REDEEM ACCRUE INTEREST FAILED,

REDEEM _COMPTROLLER REJECTION,

REDEEM EXCHANGE TOKENS CALCULATION. FAILED,

REDEEM EXCHANGE AMOUNT CALCULATION. FAILED,

REDEEM EXCHANGE RATE READ FAILED,

REDEEM FRESHNESS CHECK,

REDEEM NEW ACCOUNT BALANGE CALCULATION FAILED,
REDEEM _NEW TOTAL SUPPLY CALCULATION FAILED,

REDEEM TRANSFER OUT NOT.POSSIBLE,

REDUCE RESERVES ACCRUE INTEREST FAILED,
REDUCE_RESERVES ADMIN CHECK,

REDUCE RESERVES CASH NOT AVAILABLE,

REDUCE RESERVES FRESH CHECK,

REDUCE_RESERVES_ VALIDATION,

REPAY BEHALF ACCRUE_INTEREST FAILED,

REPAY BORROW ACCRUE INTEREST FAILED

REPAY BORROW ACCUMULATED BAZANCE CALCULATION FAILED,
REPAY BORROW COMPTROLLER REJECTION,

REPAY BORROW_FRESHNESS. CHECK,

REPAY BORROW-NEW ACCOUNT BORROW BALANCE CALCULATION FAILED,
REPAY_BORROW NEW TOTAL BALANCE CALCULATION FAILED,
REPAY BORROW TRANSFER IN NOT POSSIBLE,

SET_COLLATERAL FACTOR OWNER CHECK,

SET~COLLATERAL FACTOR_ VALIDATION

SET_COMPTROLLER OWNER CHEC

SET_INTEREST RATE MODEL ACCR UE_INTEREST FAILED,

SET INTEREST RATE_MODEL FRESH CHECK,

SET INTEREST RATE_MODEL OWNER_CHECK,

SET _MAX ASSETS OWNER CHECK,

SET_ORACLE MARKET NOT LISTED,

SET_PENDING ADMIN OWNER CHECK,

SET RESERVE FACTOR ACCRUE _INTEREST FAILED,

SET RESERVE FACTOR ADMIN CHECK,

SET RESERVE FACTOR FRESH CHECK,

SET RESERVE FACTOR BOUNDS CHECK,

TRANSFER COMPTROLLER REJECTION,

TRANSFER NOT ALLOWED)

TRANSFER_ NOT ENOUGH,

TRANSFER TOO MUCH,

ADD RESERVES ACCRUE INTEREST FAILED,

ADD RESERVES FRESH CHECK,

ADD RESERVES TRANSFER IN _NOT POSSIBLE

}
Yok

* @dev ‘error’ corresponds to enum Error; ‘info’ corresponds to enum Failurelnfo, and ‘detail” is an
arbitrary
* contract-specific code that enables us to report opaque error codes from upgradeable contracts.
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**/
event Failure(uint error, uint info, uint detail);

/* %
: @dev use this when reporting a known error from the money market or a non-upgradeable collaborator

JSunction fail(Error err, Failurelnfo info) internal returns (uint) {
emit Fallure(ulnt(err) uint(info), 0);

return uint(err);
/* %
* @dev use this when reporting an opaque error from an upgradeable collaborator contract
*

JSunction failOpaque(Error err, Failurelnfo info, uint opaqueError) internal returns (uint) {
emit Failure(uint(err), ulnt(lnfo) opaqueError);

return uint(err);

Lrponential sol
pragma solidity 0.5.16;
import "./CarefulMath.sol";

/**
* (title Exponential module for storing fixed-precision decimals
* @author Compound
* (@notice Exp is a struct which stores decimals with a fixed precision of 18 decimal places:.
: ﬁms if we wanted to store the 5.1, mantissa would store 5.1el8. That is:

Y ‘Exp({mantissa: 51 00000000000000000} )",
contract Exponential is CarefulMath {

uint constant expScale = lel8;

uint constant doubleScale = 1236,'

uint constant halfExpScale = expScale/2;

uint constant mantissaOne = expScale;

struct Exp {
uint mantissa,

struct Double {
uint mantissa,

/**
* @dev Creates an.exponential from numerator. and denominator values.
Note: Returns anerrorif (num’ * 10el8) > MAX INT,

:/ or if "denom’ is zero:
function getExp(uint num, uint denom) pure internal returns (MathError, Exp memory) {
(MathError err0, uint scaledNumerator) mulUlnt(num, expScale),
if (err0 = MathError.NO  ERROR) {
return (err0, Exp({mantissa: 0}))

(MathError errl, uint ratlonal) dlvUInt(scaledNumerator denom);
if (errl ]= MathErrorNO E OR) {
return (errl, Exp({mantzssa 0}))

; return (MathErrorNO_ERROR, Exp({mantissa: rational}));

/**
* @dev Adds two exponentials, returning a new exponential.

funcnon addExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {
(MathError error, uint result) = addUlnt(a.mantissa, b.mantissa),

return (error, Exp({mantissa: result}));
/* %
*/@dev Subtracts two exponentials, returning a new exponential.

JSunction subExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {
(MathError error, uint result) = subUlnt(a.mantissa, b.mantissa);

return (error, Exp({mantissa: result}));
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/**

: @dev Multiply an Exp by a scalar, returning a new Exp.

Sfunction mulScalar(Exp memory a, uint scalar) pure internal returns (MathError, Exp memory) {
(MathError err0, uint scaledMantissa) = mulUlnt(a.mantissa, scalar);

if (err0 != MathErrorNO_ERROR) {
return (err0, Exp({mantissa: 0}));

return (MathErrorNO_ERROR, Exp({mantissa: scaledMantissa}));

/**
:/@dev Multiply an Exp by a scalar, then truncate to return an unsigned integer.
Sfunction mulScalarTruncate(Exp memory a, uint scalar) pure internal returns (MathError, uint) {
(MathError err, Exp memory product) = mulScalar(a, scalar);
if (err I= MathError. NO_ERROR
return (err, 0);

return (MathErrorNO_ERROR, truncate(product));

/**
* @dev Multiply an Exp by a scalar, truncate, then add an to an unsigned integer, returning an unsigned
integer.
*/
function mulScalarTruncateAddUInt(Exp memory a, uint scalar, uint ‘addend) pure internal returns

(MathError, uint) {
(MathError err, Exp meom%% }groduct) = mulScalar(a, scalar);

if (err = MathError. N OR) {
return (err, 0);

return addUInt(truncate(product), addend),

/* %

:/@dev Divide an Exp by a scalar, returning a new Exp.

Sfunction divScalar(Exp memory a, uint scalar) pure internal returns (MathError, Exp memory) {
(MathError err0, uint descaledMantissa) = divUlInt(a.mantissa, scalar);

if (err0 != MathErrorNO_ERROR) {
return (err0, Exp({mantissa: 0}));

return (MathError NO_ERROR, Exp({mantissa: descaledMantissa}));

/**
* @dev Divide a scalar by an Exp, returning a new Exp.

*
functi?kn divScalarByExp(uint scalar, Exp memory divisor) pure internal returns (MathError, Exp memory) {

We are doing this as:
getExp(mulUlnt(expScale, scalar), divisormantissa)

How it works:

Exp=a/b;

Scalar = s;
, S/ (a/b)"="b*s/a and since for an Exp ‘a = mantissa, b = expScale’
(MathError err0, uint numeratog)R)= {mulUInt(expScale, scalar);

if (err0 != MathErrorNO_ERR
return (err0, Exp({mantissa: 0}));

return getExp(numerator, divisor.mantissa),

/

/* k
* @dev Divide a scalar by an Exp, then truncate to return an unsigned integer.
*

function divScalarByExp Truncate(uint scalar, Exp memory divisor) pure internal returns (MathError, uint) {
(MathError err, Exp memo ]{raction) = divScalarByExp(scalar, divisor);
if (err I= MathError.NO_ERROR) {
return (err, 0);

return (MathErrornNO_ERROR, truncate(fraction)),

/**
* @dev Multiplies two exponentials, returning a new exponential.
*/

function mulExp(Exp memory a, Exp memory b) pure internal returns (MathError, Exp memory) {
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(MathError err0, uint doubleScaledProduct) = mulUlInt(a.mantissa, b.mantissa);
if (err0 != MathErrorNO_ERROR
return (err0, Exp({mantissa: 0}));

// We add half the scale before dividing so that we get rounding instead of truncation.

// See "Listing 6" and text above it at https.‘//accu‘org/indexfhp/joumals/] 717

// Without this change, a result like 6.6...e-19 will be truncated to 0 instead of being rounded to le-18.
(MathError errl, uint doubleScaledProductWithHalfScale) = addUlnt(halfExpScale,

doubleScaledProduct);
if (errl != MathErrorNO_ERROR) {
return (errl, Exp({mantissa: 0}));

(MathError err2, uint product) = divUInt(doubleScaledProductWithHalfScale, expScale);
// The only error 'div’ can return is MathErrorDIVISION BY ZERO but we control “expScale’ and it is

not zero.

assert(err2 == MathErrorNO_ERROR);
return (MathErrorNO_ERROR, Exp({mantissa: product})),

/**

* @dev Multiplies two exponentials given their mantissas, returning a new exponential.
*/

function mulExf)(uint a, uint b) pure internal returns (MathError, Exp memory){
return mulExp(Exp({mantissa: a}), Exp({mantissa: b}));

/**
* (@dev Multiplies three exponentials, returning a new exponential.
*/

Sfunction mulExp3(Exp memory a, Exp memory b, Exp memory ¢). pure internal returns (MathError, Exp

memory) {
(MathError err, Exp memory ab) = mulExp(a, b);
if (err I= MathError.NO_ERROR) {
return (err, ab);

return mulExp(ab, c);

/* %
* (@dev Divides two exponentials, returning a new.exponential.
* (a/scale) / (b/scale) = (a/scale) * (scale/b) = a/b,
: which we can scale as an Exp by calling getExp(a.mantissa, b.mantissa)

function divExp(Exp memory a, Exp memory b)pure internal returns (MathError, Exp memory) {
return getExp(a.mantissa, b.mantissa),

/**
* @dev Truncates the.given exp to a whole number value.
:/ For example, truncate(Exp{mantissa. 15 * expScale}) = 15

function truncate(Exp memory exp)/mre internal returns (uint) {

/ Note: We are not using careful math here as we're performing a division that cannot fail
return exp.mantissa / expScale;

/* *
:/@dev Checks:if first Exp is less than second Exp.

Sfunction lessThanExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left.mantissa < right. mantissa;

/**
:/@dev Checks if left Exp <= right Exp.

Sfunction lessThanOrEqualExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left.mantissa <= right. mantissa;

/**
:/@dev Checks if left Exp > right Exp.

function greaterThanExp(Exp memory left, Exp memory right) pure internal returns (bool) {
return left.mantissa > right. mantissa;

/* %
* (@dev returns true if Exp is exactly zero
*/

JSunction isZeroExp(Exp memory value) pure internal returns (bool) {
return value.mantissa ==0;
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Sfunction safe224(uint n, string memory errorMessage) pure internal returns (uint224) {
require(n < 2**224, errorMessage);
return uint224(n);

Sfunction safe32(uint n, string memory errorMessage) pure internal returns (uint32) {
require(n < 2**32, errorMessage),
return uint32(n);

function add_(Exp memory a, Exp memory b) fure internal returns (Exp memory) {
return Exp(ﬁnantissa: add_(a.mantissa, b.mantissa)});

Sfunction add_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: add_(a.mantissa, b.mantissa)}); ‘

function add_(uint a, uint b) pure internal returns (uint) {
return add_(a, b, "addition overflow");

function add_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
uintc =a + b;
require(c >= a, errorMessage);
return c;

function sub_(Exp memory a, Exp memory b) fure internal returns (Exp memory) {
return Exp({mantissa: sub_(a.mantissa, b.mantissa)});

Sfunction sub_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: sub_(a.mantissa, b.mantissa)});

function sub_(uint a, uint b) pure internal returns (uing).{
return sub_(a, b, "subtraction underflow");

function sub_(uint a, uint b, string memory errorMessage) pure internal returns (uint) {
require(b <= a, errorMessage);
return a - b;

Sfunction mul_(Exp memory a, Exp memory b) pure internal returns (Exp memory) {
return Exp( {llanantissa: mul(a.mantissa, f.mantissa) / expSeale});

function mul_(Exp memory a, uint b) pure internal returns (Exp memory) {
return Exp(ﬁnantissa: mul (a.mantissa, b)});

Sfunction mul_(uint a, Exp mem07 b) pure internal returns (uint) {
return mul_(a, b.mantissa)/ expScale;

Sfunction mul_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: mul_(a.mantissa, b.mantissa) / doubleScale}),

function mul_(Doublememory a, uint b) pure internal returns (Double memory) {
return Double({mantissa: mul_(a.mantissa, b)});

Sfunction mul_(uinta, Double memory lyfure internal returns (uint) {
return mul_(a, b.mantissa) / doubleScale;

Sfunction mul_(uint a, uint b) pure internal returns (uint) {
return mul_(a, b, "multiplication overflow");

Sunction muliguint a, uin)t I; string memory errorMessage) pure internal returns (uint) {

if@==01|b==0)

return 0;
uintc = a * by
require(c / a == b, errorMessage);
return c;

/

function div_(Exp memory a, Exp memory b) pure internal returns (Exp memory) {
return Exp(?mantissa: div_(mul_(a.mantissa, expScale), b.mantissa)});

function div_(Exp memory a, uint b) pure internal returns (Exp memory) {
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return Exp({mantissa: div_(a.mantissa, b)});

JSunction div_(uint a, Exp memory b)bpure internal returns (uint) {
return div_(mul_(a, expScale), b.mantissa);

function div_(Double memory a, Double memory b) pure internal returns (Double memory) {
return Double({mantissa: div_(mul_(a.mantissa, doubleScale), b.mantissa)});

Sfunction div_(Double memory a, uint b) pure internal returns (Double memory) {
return Double({mantissa: div_(a.mantissa, b)});

Sfunction div_(uint a, Double memory b) pure internal returns (uint) {
return div_(mul_(a, doubleScale), b.mantissa);

function div_(uint a, uint b) pure internal returns (uint) {
return div_(a, b, "divide by zero");

Sfunction div guint a, uint b, string memory errorMessage) pure internal returns (uint) {
require(b > 0, errorMessage);
return a / b;

function fraction(uint a, uint b) pure internal returns (Double memory) {
return Double({mantissa: div_(mul_(a, doubleScale), b)});

/

InterestRateModel sol
pragma solidity 0.5.16;

/**

* @title Compound's InterestRateModel Interface
:/ author Compound
contract InterestRateModel {
/// @notice Indicator that this is an InterestRateModel contract (for inspection)
bool public constant isInterestRateModel = true;

/* k
* @notice Calculates the current borrow interest rate per block
* @param cash The total amount of cash the market has
* @param borrows The total amount of borrows the market has outstanding
* (@param reserves The total amnount of reserves the market has
:/ return The borrow rate per.block (as a percentage, and scaled by 1el8)

function getBorrowRate(uint cash, uint borrows, uint reserves) external view returns (uint);

/* k

notice Calculates the current supply interest rate per block
param cash The total amount of) cash the market has
)param borrows Thetotal amount of borrows the market has outstanding
)param reserves The total amnount of reserves the market has
)param reserveFactorMantissa The current reserve factor the market has
return The supply rate per block (as a percentage, and scaled by 1el8)

* K X X X ¥

*/
function getSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) external view
returns (uint),

/

Jumplate Model. sol
pragma solidity 0.5.16;

import "./InterestRateModel.sol";
import "./SafeMath.sol";

/**
* @title Cozgpound’s JumpRateModel Contract
:/ author Compound
contract JumpRateModel is InterestRateModel {
using SafeMath for uint;

. k)event NewlInterestParams(uint baseRatePerBlock, uint multiplierPerBlock, uint jumpMultiplierPerBlock, uint
ink);

/**
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:/@notice The approximate number of blocks per year that is assumed by the interest rate model
uint public constant blocksPerYear = 2102400;

/**
* (@notice The multiplier of utilization rate that gives the slope of the interest rate
*

uint public multiplierPerBlock;
/**
: @notice The base interest rate which is the y-intercept when utilization rate is 0

uint public baseRatePerBlock;

/**
: @notice The multiplierPerBlock after hitting a specified utilization point

uint public jumpMultiplierPerBlock;
/**
:/@notice The utilization point at which the jump multiplier is applied

uint public kink;
/

*
*

notice Construct an interest rate model

param baseRatePerYear The approximate target base APR, as a mantissa (scaled Zy lel8)

param multiplierPerYear The rate of increase in interest rate wrt utilization (scaled by 1el8)

param _jumpMultiplierPerYear The multiplierPerBlock a]fter hitting a specified utilization point
1

param kink _The utilization point at which the jump multiplier is-applied

* K X X X X
~

constructor(uint baseRatePerYear, uint mult?lierPerYear, uint)jumpMultiplierPerYean uint kink_) public {
i

baseRatePerBlock = baseRatePerYear.div(blocksPerYear),

multiplierPerBlock = multiplierPerYear.div(blocksPerYear),

j]'(zgm z(tiflierPerBlock = jumpMultiplierPerYear.div(blocksPerYear);
ink = kink_;

emit NewlInterestParams(baseRatePerBlock, multiplierPerBlock, jumpMultiplierPerBlock, kink);

/* k

notice Calculates the utilization rate of the market: "borrows/ (cash + borrows - reserves)"
param cash The amount of cash in the market

param borrows The amount of borrows in the market

param reserves The amount of reserves in the market ](currently unused)

return The utilization rate as a mantissa between [0, 1el8]

* K X X ¥

*/
Sfunction utilizationRate(uint cash, uint borrows, uint reserves) public pure returns (uint) {
// Utilization rate is 0 when there are no borrows
if (borrows == 0) {
return 0;

return borrows.mul(1el8).div(cash.add(borrows).sub(reserves)),

/* %

notice Calculates the current borrow rate per block, with the error code expected by the market
param cash The amount of cash in the market

)param.borrows The amount of borrows in the market

)param reserves The amount of reserves in the market

return The borrow rate percentage per block as a mantissa (scaled by 1el8)

* K K oX x

*/
Sfunction getBorrowRate(uint cash, uint borrows, uint reserves) public view returns (uint) {
uint util = utilizationRate(cash, borrows, reserves);

if (util <= kink) {
Jel r?turn util.mul(multiplierPerBlock).div(1el8).add(baseRatePerBlock);
else
uint normalRate = kink.mul(multiplierPerBlock).div(1el8).add(baseRatePerBlock);
uint excessUtil = util.sub(kink),
return excessUtil. mul(jumpMultiplierPerBlock).div(lel8).add(normalRate);

* @notice Calculates the current supply rate per block
* h The amount of cash in the market
)param cas
* @param borrows The amount of borrows in the market
* @param reserves The amount of reserves in the market
* (@param reserveFactorMantissa The current reserve factor for the market
* @return The supply rate percentage per block as a mantissa (scaled by 1el8)

function getSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) public view
returns (uint) f

uint oneMinusReserveFactor = uint(1el8).sub(reserveFactorMantissa),
uint borrowRate = getBorrowRate(cash, borrows, reserves);
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uint rateToPool = borrowRate.mul(oneMinusReserveFactor).div(lel8),
return utilizationRate(cash, borrows, reserves).mul(rateToPool).div(1el8);

/

Mazximillion. sol
pragma solidity 0.5.16;
import "./CEther.sol";

/**
* @title Cogpound’s Maximillion Contract
:/ author Compound

contrzzkci Maximillion {

:/@notice The default cEther market to repay in
CEther public cEther,

/**
* @notice Construct a Maximillion to repay max in a CEther market
*

constructor(CEther cEther ) public {
cEther = cEther ;

/**

* @notice msg.sender sends Ether to repay an account's borrow in the cEther market
* @dev The provided Ether is applied towards the borrow balance, any excess is refunded
:/ param borrower The address of the borrower account to repay on behalf of

function repayBehalf’address borrower) public payable {
repayBehalfExplicit(borrower, cEther);

/* %
* (@notice msg.sender sends Ether to repay an account's borrow in a cEther market
* @dev The provided Ether is applied towards the borrow balance, any excess is refunded
* (@param borrower The address of the borrower account to repay on behalf of
* @param cEther _The address of the cEther contract to repay in

*

Sfunction repayBehalfExplicit(address borrower, CEther cEther_) public payable {
uint received = msg.value;
uint borrows = cEther _.borrowBalanceCurrent(borrower);
if (received > borrows) {
cEther _.repayBorrowBehalf value(borrows)(borrower);
Jel msg.sender.transfer(received - borrows);
else
cg ther_.repayBorrowBehalf-value(received)(borrower),

}
/

Migrations. sol

// SPDX-License-Ildentifier: MIT
pragma solidity >=0.4.22 <0.8.0;

contract Migrations {
address public owner = msg.sender;
uint public last_completed migration;

modifier restricted() {
require(
msg.sender == owner,
"This function is restricted to the contract's owner"
I
function setCompleted(uint completed) public restricted {
last_completed _migration = completed;

PriceOracle. sol
pragma solidity 0.5.16;
import "./Cloken.sol";

contract PriceOracle {
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/// @notice Indicator that this is a PriceOracle contract (for inspection)
bool public constant isPriceOracle = true;

/* %
* @notice Get the underlying price of a cToken asset
* @param cToken The cloken to get the underlying price o{
* @return The underlying asset price mantissa (scaled by 1el8).
* ~Zero means the price is unavailable.
Sfunction getUnderlyingPrice(CToken cToken) external view returns (uint);

FPricel0racleProxy. sol
pragma solidity 0.5.16;

import "./CErc20.s0l";
import "./Cloken.sol";
import "./PriceOracle.sol";

interface VI1PriceOraclelnterface {
function assetPrices(address asset) external view returns (uint);

contract PriceOracleProxy is PriceOracle {
/// @notice Indicator that this is a PriceOracle contract (for inspection)
bool public constant isPriceOracle = true;

/// @notice The v price oracle, which will continue to serve prices for vl assets
V1PriceOraclelnterface public viPriceOracle;

/// @notice Address dOf the guardian, which may set the SAI price once
address public guardian;

/// @notice Address of the cEther contract, which has a constant price
address public cEthAddress,

/// @notice Address of the cUSDC contract, which we hand pick a key for
address public cUsdcAddress;

/// @notice Address of the cUSDT contract, which uses the cUSDC price
address public cUsdtAddress;

/// @notice Address of the cSAI contract, which may haveiits price set
address public cSaiAddress,

/17 @notice Address of the cDAI contract, which we hand pick a key for
address public cDaiAddress;

/// @notice Handpicked key for USDC
address public constant usdcOracleKey = address(1);

/// @notice Handpicked key for DAL
address public constant daiOracleKey = address(2),

/// @notice Frozen SAL price (or 0'if not set yet)
uint public saiPrice;

/**

* %param guardian The address of the guardian, which may set the SAI price once

* @param vIPriceOracle  The address of the vl price oracle, which will continue to operate and hold
prices for collateral assets

" * @param cEthAddress The address of cETH, which will return a constant lel8, since all prices relative to

etner

* @param cUsdcAddress  The address of cUSDC, which will be read from a special oracle key

* @param cSaiAddress _The address of cSAL which may be read directly from storage

* @param cDaiAddress_ The address of cDAI, which will be read from a special oracle key

:/ param cUsdtAddress _ The address of cUSDT, which uses the cUSDC price

constructor(address guardian_,

address viPriceOracle _,
address cEthAddress _,
address cUsdcAddress
address cSaiAddress _,
address cDaiAddress_,
address cUsdtAddress ) public {

guardian = guardian ;

viPriceOracle = VI1PriceOraclelnterface(vl PriceOracle_);

cEthAddress = cEthAddress_;
cUsdcAddress = cUsdcAddress
cSaiAddress = cSaiAddress ;
cDaiAddress = cDaiAddress
cUsdtAddress = cUsdtAddress ;
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* @notice Get the underlying price of a listed cToken asset
* @param cToken The cToken to get the underlying price Oif
: return The underlying asset price mantissa (scaled by 1el8)

Sfunction getUnderlyingPrice(CToken cToken) public view returns (uint) {
addgess cTokenAddress = address(cToken);

if (cTokenAddress == cEthAddress) {
// ether always worth 1
return lel8;

if (cTokenAddress == cUsdcAddress || cTokenAddress == cUsdtAddress) {
return vl PriceOracle.assetPrices(usdcOracleKey),

if (cTokenAddress == cDaiAddress) {
return vl PriceOracle.assetPrices(daiOracleKey),

if (cTokenAddress == cSaiAddress) {
// use the frozen SAI price if set, otherwise use the DAI price
return saiPrice > 0 ? saiPrice : vl PriceOracle.assetPrices(daiOracleKey);

// otherwise just read from vl oracle
address underlying = CErc20(cTokenAddress).underlying();
return vl PriceOracle.assetPrices(underlying);

/

/* k
* (@notice Set the Zprice of SAI, permanently
:/ )param price The price for SAI

function setSaiPrice(uint price) public {
require(msg.sender == guardian, "only guardian.may set the SAL price");
require(saiPrice == (), "SAI price may only be set once");
require(price < 0.1el8, "SAI price must be < 0.1 ETH"),
saiPrice = price;

FReservorr. sol

pragma solidity 0.5.16;

%
* @title Reservoir Contract

* (@notice Distributes a token to a Zjﬁ‘erent contract at a fixed rate.

* (@dev This contract must.be poked via the drip()’ function every so often.
: author Compound,.

contract Reservoir {

1/ @notice The block number when the Reservoir started (immutable)
uint public dripStart;

/// @notice Tokens per block that to drip to target (immutable)
uint public dripRate;

/// @notice Reference to token to drip (immutable)
EIP20Interface public token;

/// @notice Target to receive dripped tokens (immutable)
address public target;

/// @notice Amount that has already been dripped
uint public dripped;

/**
* @notice Constructs a Reservoir

* @param dripRate Numer of tokens per block to drip

* @param token_ The token to drj

:/ param target  The recipient of dripped tokens

constructor(uint dripRate_, EIP20Interface token_, address target ) public {
dripStart = block.number;
dripRate = dripRate ;
token = token ;
target = target ;
dripped = 0;

/**
* @notice Drips the maximum amount of tokens to match the drip rate since inception
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* (@dev Note: this will only drip up to the amount of tokens available.
:/ return The amount of tokens dripped in this call
function drip() public returns (uint) {
// First, readl;tora e into memory
EIP20Interface token = token;
uint reservoirBalance = token_.balanceOf(address(this)); // TODO: Verify this is a static call
uint dripRate = dripRate;
uint dripStart_ = dripStart;
uint dripped = dripped;
address target = target;
uint blockNumber = block.number;

// Next, calculate intermediate values

uint dripTotal = mul(dripRate , blockNumber - dripStart_, "dripTotal overflow");
uint deltaDrip_ = sub(dripTotal , dripped_, "deltaDrip underflow");

uint toDrip = min(reservoirBalance , deltaDrip ),

uint drippedNext = add(dripped_, toDrip , "tautological");

// Finally, write new “dripped’ value and transfer tokens to target
dr}?)ped = drippedNext ;
en_. transjg(target_, toDrip );

return toDrip ;

/

/* Internal helper functions for safe math */

function add(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
uintc =a + b;
require(c >= a, errorMessage);
return c;

Sfunction sub(uint a, uint b, string memory errorMessage) internal pure returns (uint) {
require(b <= a, errorMessage);
uintc =a-b;
return c;

Sfunction mul(uint a, uint b, string memory errorMessage) internal pure returns (uint) {

if(@==0){

return 0;

uintc = a * by
require(c / a == b, errorMessage);
return c;

/

function min(uint a, uint b) internal pure returns (uint) {

ifla<=b){

return a;

Jelse{

return b;

/
}

import "./EIP20Interface.sol";

Sa feMalt. sol
pragma solidity M0.5.16;

// From https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/math/Math.sol
// Subject to the MIT license.

/* %
* @dev Wrappers over Solidity's arithmetic operations with added overflow
* checks.
%

* Arithmetic operations in Solidity wrap on overflow. This can easily result
* in bugs, because programmers usualg/ assume that an overflow raises an

* error, which is the standard behavior in high level programming languages.
* ‘SafeMath’ restores this intuition by reverting the transaction when an

: operation overflows.

* Using this library instead of the unchecked 0§)emtions eliminates an entire
* class of bugs, so it's recommended to use it always.
*

libra;/’y SafeMath {
kk
* (@dev Returns the addition of two unsigned integers, reverting on overflow.
g g g
%

: Counterpart to Solidity's "+ operator.
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* Requirements:
* - Addition cannot overflow.
*/

Sfunction add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 c = a + b;

require(c >= a, "SafeMath: addition overflow");

return c;

/**
* (@dev Returns the addition of two unsigned integers, reverting with custom message on overflow.
%

: Counterpart to Solidity's "+ operator.

* Requirements:
* - Addition cannot overflow.
*/

Sfunction add(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
uint256 ¢ = a + b;

require(c >= a, errorMessage);

return c;

/**

* @dev Returns the subtraction of two unsigned integers, reverting on underflow. (when the result is
negative).
*

* Counterpart to Solidity's - operator.
%

* Requirements:

* - Subtraction cannot underflow.
*/

function sub(uint256 a, uint256 b) internal pure returns (uint256).{
return sub(a, b, "SafeMath: subtraction underflow");

/**

* (@dev Returns the subtraction of two unsigned integers, reverting with custom message on underflow
(when the result is negative).
%

* Counterpart to Solidity's - operator.
*

* Requirements:
* - Subtraction cannot underflow.
*/

Sfunction sub(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
require(b <= a, errorMessage);
uint256 ¢ = a - b;

return c;

3k

/ : @dev Returns the multiplication of two unsigned integers, reverting on overflow.
: Counterpart to Solidity's **" operator.
* Requirements:

:/— ultiplication cannot overflow.

Sfunction mul(uint256 a, uint256 b) internal pure returns (uint256) {

Gas optimization: this is cheaper than requiring 'a’ not being zero, but the
// beneﬁl; is-lost if 'b' is also tested.

/; ?ee: ht(tf))sg//github.com/OpenZeppelin/openzeppelin-contmcts/pull/522
if (a ==

return 0;

uint256 ¢ = a * b;
require(c / a == b, "SafeMath: multiplication overflow");

return c;

/
/**
* @dev Returns the multiplication of two unsigned integers, reverting on overflow.
%
* Counterpart to Solidity's **" operator.
%

* Requirements:
* - Multiplication cannot overflow.
*/

funct}?n mul(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
Gas

optimization: this is cheaper than requiring 'a’ not being zero, but the
// beneﬁ? is lost if 'b' is also tested.
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if(a ==

return 0;

uint256 ¢ = a * b;
require(c / a == b, errorMessage);

return c;

/

/**

* %dev Returns the integer division of two unsigned integers.
* Reverts on division by zero. The result is rounded towards zero.
%

* Counterpart to Solidity's /" operator. Note: this function uses a

* “revert opcode (which leaves remaining gas untouched) while Solidity
* uses an invalid opcode to revert (consuming all remaining gas).

%

* Requirements:
*_ The divisor cannot be zero.
*/

function div(uint256 a, uint256 b) internal pure returns (uint256) {
return div(a, b, "SafeMath: division by zero");

/**

* %dev Returns the integer division of two unsigned integers.

* Reverts with custom message on division by zero. The result is rounded towards zero.
%

* Counterpart to Solidity's /" operator. Note: this function uses a

* “revert opcode (which leaves remaining gas untouched) while Solidity

* uses an invalid opcode to revert (consuming all remaining gas).

%

* Requirements:
*_ The divisor cannot be zero.
*/

function di\g)](uint25 6 a, uint256 b, string memory errorMessage) internal pure'returns (uint256) {
// Soli igz only automatically asserts when dividing by 0
requireé( > (), errorMessage),

uint256 c = a/ by
// assert(a ==b *c + a % b), // There is no.case in which this doesn't hold
return c;

/

/**

* ?dev Returns the remainder of dividing two unsigned integers. (unsigned integer modulo),
* Reverts when dividing by zero.

*

* Counterpart to Solidity's *%" operator. This hfunction uses a ‘revert’

* opcode (which leaves. remaining gas untouched) while Solidity uses an

* invalid opcode to revert (consuming all remaining gas).

%

* Requirements:
* - The divisor cannot be zero.
*/

Sfunction mod(uint256 a, uint256 b) internal pure returns (uint256) {
return mod(a, b, "SafeMath: modulo by zero");

/**

* ?dev Returns the remainder of dividing two unsigned integers. (unsigned integer modulo),
* Reverts with custom message when dividing by zero.
*

* Counterpart to Solidity's "% operator. This hfunction uses a ‘revert’

* opcode (which leaves remaining gas untouched) while Solidity uses an
* invalid opcode to revert (consuming all remaining gas).

%

* Requirements:
* - The divisor cannot be zero.
*

Sfunction mod(uint256 a, uint256 b, string memory errorMessage) internal pure returns (uint256) {
require(b |= 0, errorMessage);
return a % b;

Simple PriceOracle. sol

pragma solidity 0.5.16;

import "./PriceOracle.sol";
import "./CErc20.s0l";

contract SimplePriceOracle is PriceOracle {
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mapping(address => uint) prices;
event PricePosted(address asset, uint previousPriceMantissa, uint requestedPriceMantissa, uint
newPriceMantissa);

function getUnderlyingPrice(CToken cToken) public view returns (uint) {
if(compareS]'tr}'}Z?gs(cToken‘symbol(), "cETH")) {
return lel§;

Jelse {
return prices[address(CErc20(address(cToken)).underlying())];

/

Sfunction setUnderlyingPrice(CToken cToken, uint underlyi}fPriceMantissa) public {
address asset = address(CErc20(address(cToken)).underlying());
emit PricePosted(asset, prices[asset], underlyingPriceMantissa, underlyingPriceMantissa);
pricesfasset] = underlyingPriceMantissa;

function setDirectPrice(address asset, uint price) public {
emit PricePosted(asset, prices[asset], price, price);
pricesfasset] = price;

// vl price oracle interface for use as backing of proxy
function assetPrices(address asset) external view returns (uint) {
return pricesfasset];

function compareStrings(string memory a, string memory b) internal pure returns (bool) {
return eccak25§(abi‘encodePacked((a))) == keccak256(abi.encodePacked((b)))),

Iimelock. sol
pragma solidity 0.5.16;
import "./SafeMath.sol";

contract Timelock {
using SafeMath for uint;

event NewAdmin(address indexed newAdmin);
event NewPendingAdmin(address indexed newPendingAdmin);
event NewDelay(uint indexed newDelay),
J event CancelTransaction(bytes32 indexed txHash, address indexed target, uint value, string signature, bytes
ata, uint eta);
event EgcecuteT ransaction(bytes32 indexed. txHash, address indexed target, uint value, string signature,
bytes data, uint eta);
4 event Q;teueTmnsaction(bytes.?Z indexed txHash, address indexed target, uint value, string signature, bytes
ata, uint eta);

uint public constant GRACE PERIOD.= 14 days;
uint public constant MINIMUM . DELAY = 2days;
uint public constant MAXIMUM_DELAY = 30 days;

address public admin;
address public pendingAdmin,
uint public delay;

mapping (bytes32 =>bool) public queuedTransactions;,

constructor(address admin_, uint delay ) public {
require(delay.. >= MINIMUM DELAY, "Timelock::constructor: Delay must exceed minimum delay."”);
require(delay <= MAXIMUM DELAY, "Timelock::setDelay: Delay must not exceed maximum delay.");

admin = admin_;
delay = delay ;

Sfunction() external payable { }

Sfunction setDelay(uint delay ) fublic {
require(msg.sender == address(this), "Timelock::setDelay: Call must come from Timelock.");
require(delay >= MINIMUM DELAY, "Timelock::setDelay: Delay must exceed minimum delay."”);
require(delay <= MAXIMUM DELAY, "Timelock::setDelay: Delay must not exceed maximum delay.");

delay = delay ;
) emit NewDelay(delay),
Sfunction acceptAdmin() public {
require(rlzzsg.sen er == pendingAdmin, "Timelock::acceptAdmin:  Call must come from

pendingAdmin.");
admin = msg.sender;
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pendingAdmin = address(0);

emit NewAdmin(admin),

function setPendingAdmin(address pendingAdmin_) public {
require(msg.sender == address(this), "Timelock::setPendingAdmin: Call must come from Timelock.");
pendingAdmin = pendingAdmin_;

emit NewPendingAdmin(pendingAdmin);

function queueTransaction(address target, uint value, string memory signature, bytes memory data, uint eta)
public returns (bytes32) {
require(msg.sender == admin, "Timelock::queueTransaction: Call must come from admin.");
require(eta >= getBlockTimestamp().add(delay), "Timelock::queueTransaction: Estimated execution
block must satisfy delay."”);

bytes32 txHash = keccak256(abi.encode(target, value, signature, data, eta));
queuedTransactions[txHash] = true;

emit QueueTransaction(txHash, target, value, signature, data, eta);
return txHash;

/

function cancelTransaction(address target, uint value, string memory signature, bytes memory data, uint eta)
public {
require(msg.sender == admin, "Timelock::cancelTransaction: Call must come from admin.");

bytes32 txHash = keccak256(abi.encode(target, value, signature, data, eta));
queuedTransactions[txHash] = false;

emit CancelTransaction(txHash, target, value, signature, data, eta),

/

function executeTransaction(address target, uint value, string memory signature, bytes memory data, uint eta)
public payable returns (bytes memory)
require(msg.sender == admin, "Timelock: :executeTransaction: Call must.come from admin."”);

bytes32 txHash = keccak256(abi.encode(target, value, signature, data, eta));
: require(queuedTransactions[txHash], _"Timelock::executeTransaction:  Transaction  hasn't  been

queued.")
require(getBlockTimestamp() >= eta, "Timelock: :executeTransaction: Transaction hasn't surpassed time

lock.");
eta.add(GRACE_PERIOD), "Timelock: :executeTransaction:

require(getBlockT imestamp() <
Transaction is stale.”);

queuedTransactions[txHash] = false;

bytes memory callData;

if (bytes(signature).length == 0) {
callData'= aalta;
Yelse {

callData = abi.encodePacked(bytes4(keccak256(bytes(signature))), data);

// solium-disable-next-line security/no-call-value
(bool success, bytes memory returnData) = target.call.value(value)(callData);
require(success, "Timelock::executeTransaction: Transaction execution reverted.");

emit ExecuteTransaction(txHash, target, value, signature, data, eta);

return returnData;

/

Sfunction getBlockTimestamp() internal view returns (uint) {
// solium-disable-next-line security/no-block-members
return block.timestamp;

/

Unitroller. sol
pragma solidity 0.5.16;

import "./ErrorReporter.sol”;
}'{kné)ort "./ComptrollerStorage.sol";

* @title ComptrollerCore

* @dev Storage for the comptroller is at this address, while execution is delegated to the
cog&}trollerlmplementation B

*

*/

okens should reference this contract as their comptroller.

contract Unitroller is UnitrollerAdminStorage, ComptrollerErrorReporter {

/**
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:/@notice Emitted when pendingComptrollerImplementation is changed

event NewPendinglmplementation(address oldPendinglmplementation, address newPendinglmplementation);

/**
* (@notice Emitted when pendingComptrollerImplementation is accepted, which means comptroller
implementation is updated
*

event Newlmplementation(address oldImplementation, address newlmplementation),

/**
:/@notice Emitted when pendingAdmin is changed

event NewPendingAdmin(address oldPendingAdmin, address newPendingAdmin);

/**
: (@notice Emitted when pendingAdmin is accepted, which means admin is updated

event NewAdmin(address oldAdmin, address newAdmin);

constructor() public
// Set a(glrﬁin to c{aller
admin = msg.sender;

/

/X%% Admin Functions ***/
Sfunction _setPendinglmplementation(address newPendinglmplementation) public returns (uing). {

if (msg.sender != admin) {
return fail(Error UNAUTHORIZED,
Fai lurelnj}o. SET PENDING IMPLEMENTATION OWNER CHECK);

address oldPendinglmplementation = pendingComptrollerImplementation;
pendingComptrollerlmplementation = newPendinglmplementation;

emit NewPendingImplementation(oldPendinglmplementation, pendingComptrollerImplementation);
return uint(Erron NO_ERROR);

/**

* (@notice Accepts new implementation of comptroller. msg.sender must be pendinglmplementation
* (@dev Admin function for new implementation to acceptit's role as implementation

* (@return uint O=success, otherwise a failure (see ErrorReporter.sol for details)

*

function _acceptImplementation() public returns (uint) {
// Check caller is pendinglmplementation and pen(}inglmplementation # address(0
ddress(0 )ij’{(msg.sender != " pendingComptrollerImplementation || pendingComptrollerlmplementation ==
address
return fail(Error UNAUTHORIZED,
F ailure]nj}).AC CEPT PENDING IMPLEMENTATION ADDRESS CHECK);

//Save current values for inclusion in log
address oldImplementation = comptrollerimplementation;
address oldPendinglmplementation = pendingComptrollerImplementation;

comptrollerImplementation = pendingComptrollerImplementation;
pendingComptrollerImplementation = address(0);

emit Newlmplementation(oldImplementation, comlptrollerlmplementation),'
emit NewPendingImplementation(oldPendinglmplementation, pendingComptrollerImplementation),

return uint(Erron NO_ERROR);

/**
" * @notice Begins transfer of admin rights. The newPendingAdmin must call *_acceptAdmin’ to finalize the
transfer.
* @dev Admin function to begin change of admin. The newPendingAdmin must call °~ acceptAdmin’ to
finalize the transfer.
)param newPendingAdmin New pending admin.

* @return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)

*/
Sfunction _setPendingAdmin(address newPendingAdmin) public returns (uint) {
// Check caller = admin
if (msg.sender = admiUnK[{
return fail(Error UNAUTHORIZED, Failurelnfo.SET PENDING ADMIN OWNER CHECK);

// Save current value, if any, for inclusion in log
address oldPendingAdmin = pendingAdmin;
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// Store pendingAdmin with value newPendingAdmin
pendingAdmin = newPendingAdmin;

// Emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin)
emit NewPendingAdmin(oldPendingAdmin, newPendingAdmin),

; return uint(Erron NO_ERROR);
/**
* %notice Accepts transfer of admin rights. msg.sender must be pendingAdmin

* (@dev Admin function for pending admin to accept role and update admin
* (@return uint 0=success, otherwise a failure (see ErrorReporter.sol for details)
*

function _acceptAdmin() public returns (uint) {
// Check caller is pendingAdmin and pendingAdmin # address(0)
if (msg.sender != pendingAdmin || msg.sender == address(0)) {
return fail(Error UNAUTHORIZED, Failurelnfo. ACCEPT ADMIN PENDING ADMIN CHECK),

// Save current values for inclusion in log
address oldAdmin = admin;
address oldPendingAdmin = pendingAdmin,

// Store admin with value pendingAdmin
admin = pendingAdmin;

// Clear the pending value
pendingAdmin = address(0);

emit NewAdmin(oldAdmin, admin);
emit NewPendingAdmin(oldPendingAdmin, pendingAdmin);

; return uint(Erron NO_ERROR);

/**

* @dev Delegates execution to an implementation contract.

* Jt returns to the external caller whatever the implementation returns
* or forwards reverts.

*/

function () payable external {
// delegate all other functions to current implementation
(bool success, ) = comptrollerImplementation.delegatecall(msg.data);

assembiy {
et free_mem_ptr : =mload(0x40)
returndatacopy(free_mem_ptr, 0, returndatasize)

switch success
case 0 { revert(free.mem_ptr, returndatasize) }
default { return(free_mem_ptr, returndatasize) }

}
/

White Faper/nterestfiateModel sol
pragma solidity ~0.5.16;

import "./InterestRateModel.sol";
import "./SafeMath.sol";

/**

* @title Compound's WhitePaperinterestRateModel Contract
* @author Compound
: notice The parameterized model described in section 2.4 of the original Compound Protocol whitepaper

contract WhitePaperinterestRateModel is InterestRateModel {
using SafeMath for uint;

event NewlInterestParams(uint baseRatePerBlock, uint multiplierPerBlock);
/* %
:/@notice The approximate number of blocks per year that is assumed by the interest rate model
uint public constant blocksPerYear = 2102400;
/* k
: @notice The multiplier of utilization rate that gives the slope of the interest rate
uint public multiplierPerBlock;
/* %
: @notice The base interest rate which is the y-intercept when utilization rate is 0
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uint public baseRatePerBlock;

/* %

* (@notice Construct an interest rate model
* @param baseRatePerYear The approximate target base APR, as a mantissa (scaled Zy lel8)
:/ param multiplierPerYear The rate of increase in interest rate wrt utilization (scaled by 1el8)

constructor(uint baseRatePerYear, uint multlflierPerYear) public {
baseRatePerBlock = baseRatePerYear.div(blocksPerYear),
multiplierPerBlock = multiplierPerYear.div(blocksPerYear),

emit NewlnterestParams(baseRatePerBlock, multiplierPerBlock),

/* %

notice Calculates the utilization rate of the market: “borrows / (cash + borrows - reserves)’
param cash The amount of cash in the market

param borrows The amount of borrows in the market

jparam reserves The amount of reserves in the market (currently unused)

return The utilization rate as a mantissa between [0, lel8]

* K X X X

*/
function utilizationRate(uint cash, uint borrows, uint reserves) public pure returns (uint) {
// Utilization rate is 0 when there are no borrows
if (borrows == 0) {
return 0;

return borrows.mul(lel8).div(cash.add(borrows).sub(reserves)),

/* %

notice Calculates the current borrow rate per block, with the error code expected by the market
param cash The amount of cash in the market

param borrows The amount of borrows in the market

)param reserves The amount of reserves in the market

return The borrow rate percentage per block as a mantissa (scaled by 1el8)

* K X X X

*/
function getBorrowRate(uint cash, uint borrows, uint reserves) public view returns (uint) {

uint ur = utilizationRatef(cash, borrows, reserves);
return ur.mul(multiplierPerBlock).div(lel§8).add(baseRatePerBlock);

/* %
* @notice Calculates the current supply rate per block
* h The amount of cash in the market
)param cas
* @param borrows The amount of borrows.in the market
* @param reserves The amount of reserves in the market
* (@param reserveFactorMantissa The current veserve factor for the market
* @return The supply rate percentage per block as amantissa (scaled by 1el8)
*/

Sfunction getSupplyRate(uint cash, uint borrows, uint reserves, uint reserveFactorMantissa) public view
returns (uint) f

uint oneMinusReserveFactor = uint(1el8).sub(reserveFactorMantissa);

uint borrowRate = getBorrowRate(cash, borrows, reserves);

uint rateToPool = borrowRate.mul(oneMinusReserveFactor).div(lel8),

return utilizationRate(cash, borrows, reserves).mul(rateToPool).div(1el8);

- 159 -



S izt FIIDA 9 2 05 1R 25

6. Btk B: REXETRITE

EBE A L0 FR Fr/fE

i LR

SfEiRE

KRR

i e PR i B

RE ELHIE B A 20 sH P B e BUR IR, 0. REIE A MAME A Z M
e BT REIE S 5 TR T B e (B TR L REIE & 20K 4
K ETH AT IR 5

REIE A T A QR AL E R AR, n: SR8 B AR D I P IR EE « call ¥
NP B R BT I P S 55

REIE AT A A TVE L TR, . BIRO%EAE 3% ETH 230K
TEL S5 IR R gas FER-FEUIHE LRk 55 il

i EAE Mkt e Ak (0 e RS R, I E LA A RE R B
it IR S5 s AR SCHE R B U7 TR PR RS A REIE BB ik (12 AR
47N ZEC

e A A e (KRR Al 2 JEE R AT BRI, ARG 2O ETH sifCm 4
RE ik A (0 B MR T R ] A et s Bl Jo i E R RI R R T
L4 1 gas R PSR ST IR < A6t XS 45

- 160 -



o)

il

i
an
[
o
ON

\!

A AR

=

S it FiIDA

7. WiR C: BRESAREFHITTAFN

7.1. Manticore
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API,

7.2. Oyente
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bug, EbIM reentrancy. ELHEFRTES . EHENR, Oyente FRITE2IREE
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7.3. securify.sh
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7.4. Echidna
Echidna & — A7 X EVM RAD 4R M0 N & 11 AY Haskell B,

7.5. MAIAN

MAIAN B—PMATEH MRS EEEARFENBINLIE, Maian £LEE
ANFHE, FEREL—FRIIRZ UL FHIAHER.
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7.6. ethersplay

ethersplay @ —/> EVM RIC4R=7, HHPES THXTIA.
7.77. ida-evim

ida-evm ZE—EH X IAATIEMUYL (EVM) HY IDA SEIERFARER
7.8. Remix-ide

Remix @ —AKE TN B34 = =5 IDE, 1L A A Solidity 1& = 197
UXIFEAFFRZ S

7.9. BRI FRRELEHITARETRATRS

MECIFZEMNIARETATREE, AMELFSENR TEMLE, 1K
EMFER BETATUKARMNMERSNNATE BFMHLAHNITARE. HIA
NFABETR
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